Practical Data Leakage
Analysis

written by Mert SARICA | 1 June 2023

Conti, a Russian-backed cybercrime group that earned $180 million in revenue
from ransomware attacks in 2021, reached a major turning point in 2022 with
Russia’s invasion of Ukraine. The group publicly supported the Russian
invasion, resulting in a rift among its international members. One member
began leaking internal messages from 2020-2021 on a Twitter account
(@ContilLeaks), including the source code for the ransomware they used in
their cyberattacks. The group was considered one of the most notorious

cybercrime groups in the world.

& > C 0 ( & https://twitter.com/ContiLeaks
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As a cybersecurity researcher, when data from such threat actors is leaked,
one of the things that interests me the most is whether the data includes
information about hacked organizations in Turkey, as well as non-Russian,
English messages. If you ask me why, it’s because I can have the opportunity
to learn how extensively Turkey is targeted by these threat actors and which
nationalities are involved in such internationally organized crime groups. To
find out, I decided to conduct cybersecurity research to provide insights to
cybersecurity researchers who are also interested in this topic.

First, I downloaded the files that include the Conti group’s messages from
the sharing area of the vx-underground website. When I extracted all the zip
files, more than 11,000 files came out.


https://share.vx-underground.org/Conti/
https://www.vx-underground.org/
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Directory: Conti/

File Name ! File Size |

Parent directory/ - -

Conti Chat Logs 2020.7z 2417273 2022-03-01 02:46:14

Conti Documentation Leak.7z 234714 2022-03-01 05:29:38

Conti Internal Software Leak.7z 3911885 2022-03-01 02:57:08

Conti Jabber Chat Logs 2021 - 2022.7z 1160294 2022-03-02 13:10:39

Conti Locker Leak.7z 6852466 2022-03-05 04:29:03

Conti Pony Leak 2016.7z 62014991 2022-03-01 02:51:14

Conti Rocket Chat Leaks.7z 3370574 2022-03-01 02:47:40

Conti Screenshots December 2021.7z 452894 2022-03-01 02:46:06

Conti Toolkit Leak.7z 94186791 2022-03-01 02:42:15

Conti Trickbot Forum Leak.7z 8542211 2022-03-01 02:50:56

Conti Trickbot Leaks.7z 955850 2022-03-01 06:52:40

Training Material Leak 0 1969-12-31 18:00:00
N X ] Leak — -zsh — 96x30

mertrix@Hack4Career Leak % 1ls -al

total @

drwxr-xr-x 14 mertrix staff 448 Apr 1@ 20:33 .

drwxr-xr-x@ 48 mertrix staff 1536 Apr 10 26:10 ..
mertrix staff 4800 Mar 11:34 Conti Chat Logs 2020
mertrix staff 96 Mar 14:29 Conti Documentation Leak
mertrix staff 448 Mar 11:56 Conti Internal Software Leak
mertrix staff 12736 Mar 22:10 Conti Jabber Chat Logs 2021 - 2022
mertrix staff 96 Mar 11:48 Conti Pony Leak 2016
mertrix staff 320 Mar 11:47 Conti Rocket Chat Leaks
mertrix staff 224 Mar 11:35 Conti Screenshots December 2621
mertrix staff 128 Mar 11:39 Conti Toolkit Leak
mertrix staff 176@ Mar 11:5@ Conti Trickbot Forum Leak
mertrix staff 128 Mar 15:52 Conti Trickbot Leaks
mertrix staff 288 Apr 20:31 conti_locker
mertrix staff 128 Apr 20:31 jabber_logs

mertrix®Hack4Career Leak % find . | wc -1

11289
mertrix@HacksCareer Leak % [I
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After learning that the messages are stored as readable text in JSON files
(Example: 185.25.51.173-20220301.json), my first task was to use the
following regex-supported GREP command to find and deduplicate all IP
addresses in the files. I ended up with a total of 3819 IP addresses that
match these two regex patterns, which I saved in a file named “ip.txt.”

grep -R -E -0




"(25[0-5][2[0-4][0-9]|[01]7[0-9][0-9]7)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]
?2)\. (25[0-5]1|2[0-41[0-91|[01]1?7[0-9][0-91?)\.(25[0-5]|2[0-41[0-9]1]|[01]1?[0-9][0
-9]1?7)" > ../ips.txt

grep -iRE

"(\b25[0-5] |\b2[0-4]1[0-9]1|\b[01]?[0-9]1[0-9]?)(\.(25[0-5]|2[0-4]1[0-9]1|[01]?[0-
9]1[0-9]7?)){3}" ../ips.txt | grep -E -0
‘[1-9]1{1,3}\.[0-9]1{1,3}\.[0-9]{1,3}\.[0-9]{1,3}" | sort | uniqg -1 >

/.. /1ip.txt

) @ Leak — -zsh —134x30

[mertrix@Hack4Career Leak % grep -R -E —o "(25[0-5]1|2[0-41[0-91|[011?[0-91[0-9]1?)\.(25[0-5]1|2[0-41[0-9]1|[01]1?[0-91[0-91?)\.(25[0-5]1|2[0]
-4][0-9]|[e1]?[6-9]1[@-91?)\.(25[0-5]|2[e-4]1[0-9]|[@1]1?[0-9]1[0-9]1?)" > ../ips.txt

[mertrix@Hack4Career Leak %

[mertrix@Hack4Career Leak % cat ../ips.txt | head -n 3

./Conti Jabber Chat Logs 2021 - 2022/185.25.51.173-20211025.json:208.110.64.130

./Conti Jabber Chat Logs 2021 - 2022/185.25.51.173-20211025.json:61.177.172.13

./Conti Jabber Chat Logs 2021 - 2022/185.25.51.173-20211025.json:61.177.172.13

[mertrix@Hack4Career Leak % grep -iRE "(\b25[@-5]1|\b2[@-41[@-91|\b[@1]1?[@-91[@-91?)(\.(25[@-5]1|2[@8-41[0-9]1|[@1]1?[8-91[0-91?)){3}" ../ip]
s.txt | grep -E -0 '[1-91{1,3}\.[0-91{1,3}\.[0-91{1,3}\.[0-9]1{1,3}' | sort | uniq -i > ../../ip.txt

[mertrix@Hack4Career Leak % cat ../../ip.txt | head -n 3

1.0.0.0

1.0.0.127

1.0.1.11
[mertrix@Hack4Career Leak % cat ../../ip.txt | wec -1

3819
mertrix@Hacks4Career Leak % [

When it came to finding out which of these IP addresses belong to Turkey, I
found help in the IPinfo API and its Python library. By using this library
with the IP2Geo Tool v2 that I developed, I queried all the IP addresses in
my possession (ip.txt), and I learned that two of these IP addresses
(31.210.111.142, 5.188.168.19) are located in Turkey.


https://ipinfo.io/
https://github.com/ipinfo/python
https://github.com/mertsarica/hack4career/blob/master/codes/ip2geo_v2.py
https://whois.domaintools.com/31.210.111.142
https://whois.domaintools.com/5.188.168.190

) @ Desktop — Python ip2geo.py — 134x30

IP2Geo Tool v2 [https://www.mertsarica.com]

.0 AU Brisbane

.127 AU Brisbane
.11 CN Beijing
pal
.1

0.

0.

0.

15 CN Beijing

il US Los Angeles
.13.2.28 CN Shenzhen
2.0.17 CN Beijing
2.1.8 CN Beijing
2.3.0 AU Brisbane
2.3.255 AU Brisbane
2.3.4 AU Brisbane
21.2.1 JP Osaka
.3.0.0 CN Beijing
.3.135.29 CN Beijing
.3.35.45 CN Beijing
.33.23.183 JP Tokyo
.35.17.221 TW Taipei
.4.29.0 CN Beijing
.48.76.146 CN Guizhou

WP RPPRPPPRPPPPPPPPRPPRPR

@ B Desktop — -zsh — 80x24

[mertrix@Hack4Career Desktop % grep ":TR:" location.txt
31.210.111.142:TR:Istanbul
5.188.168.190:TR:Bahgelievler

.92.208.96:US:Union City

.92.208.97:US:Union City

.92.208.98:US:Union Citv GNU nano 2.0.6 File: Conti Chat Logs 2020/185.25.51.173-20200625.json
00 M Conti — -zsh — 87x40
4 20-06-25T18:44:47.513880",
price@g3mcco35auwcstmt.onion",
rget@g3mcco35auwcstmt.onion”,

"C XeHoW [eTbMW, XUBOTHbHIMA BCTpevychb"

20-06-25T18:48:12.975279",
kagas@qg3mcco35auwcstmt.onion",
defender@q3mcco35auwcstmt.onion",
$\nroot 5.188.168.190|[30t36SBP2zOW | Turkey\n\n186.216.125.178 system OkwKcECs8qJP2Z\n1$
Iy
i
2020-06-25T718:48:31.813975",
kagas@q3mcco35auwcstmt.onion”,
. een@g3mcco35auwcstmt.onion",
.0. : "\nroot 185.172.129.178 8m@@86EzS53d |United States\nroot 81.177.141.219 XUVmh$

'10 mertrix@Hack4Career Conti % grep 5.188.168.19@ ips.txt
(10| -/Conti Chat Logs 2020/185.25.51.173-20200625.js0n:5.188.168.190
[0 -/Conti Chat Logs 2020/185.25.51.173-20200625.js0n:5.188.168.190 Get Help WriteOut E Read File Prev Page Cut Text Cur Pos
./Conti Chat Logs 2020/185.25.51.173-20200626.json:5.188.168.190 B Exit B Justify Where Is M Next Page Y UnCut Text il To Spell
[mertrix@Hack4Career Conti % grep 31.210.111.142 ips.txt
./Conti Jabber Chat Logs 2021 - 2022/185.25.51.173-20210513.js0n:31.210.111.142
10 mertrix@Hack4Career Conti % [
L GNU nano 2.0.6 File: 185.25.51.173-20210513.json Modified

i "2021-05-13T16:40:48.630631",
"bentley@q3mcco35auwcstmt.onion",
: "netwalker@q3mcco35auwcstmt.onion",
"body": "10437177 \tBZQEKOXFVINZLSH_W629200.F43FE097769B17A28BBAE29198866EDD \tnetl1é6 \t2021-05-1$
"2021-05-13T16:40:55.167472"
"to": "netwalker@qamccuESauwcstmt onion",

dows 7 x64 SP1 \t31.210.111.142 \tTR \t22\n10439894 \tDESKTOP-D019GDM_W10018363.B770FB5F7E69D33$

¢ "2021-05-13T16:41:11.997127",
"netwalker@g3mcco35auwcstmt.onion",
bentley@q3mcco35auwcstmt.onion",
"a BcTaTe BuXy pa"

1lllard
Hilliard "ts": "2021-05-13T16:41:18.755743"

S o Kt i (ot Goupoey foglh

To validate the results I obtained, I took a look at SOCRadar, Extended Cyber
Threat Intelligence Platform that provides real-time notifications to
organizations regarding data breaches. I found that the results aligned with
what I discovered earlier, thus clarifying my initial curiosity. :)



https://socradar.io/
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When it came to my curiosity about the other topic, I decided to explore
Python libraries capable of language detection from text. After a brief
research, I came across several prominent libraries in this field, including

fastText, langdetect and langid

While testing the libraries individually on the text from the leaked Conti
data, I observed that each library made accurate language detections for some
texts but produced incorrect results for others. As I pondered over which
library to use, I decided to develop a tool that combines all three libraries
and allows users to specify the confidence level parameter according to their


https://fasttext.cc/
https://github.com/Mimino666/langdetect
https://github.com/saffsd/langid.py

needs and preferences. This approach would provide a more reliable way to
determine the language in a customizable manner.

After merging the leaked Conti data into a single file using the command find

-type f -print -exec cat {} \; > ../logs.txt, I used the Language
Identification tool I developed to check each line in the “logs.txt” file for
Turkish language detection using the three libraries (with the confidence
level set to “High”).

To use the Language Identification tool, you need to provide the following

parameters.

. The first parameter is the text file you want to analyze, specifying it line
by line.

. The second parameter is the language code for the language you want to detect
(e.g., “TR” for Turkish, “EN” for English).

. The optional third parameter determines the confidence level. If you set it
to “High,” when all three libraries detect the language code you specified,
it will indicate it on the screen.

Here’s an example command using the tool:
python3 lang id.py logs.txt TR High

This command will analyze each line in the “logs.txt” file for Turkish
language detection with a high confidence level.

Since there were no Turkish words or sentences used in the text files, there
was no language detection indicating the usage of Turkish language by any of
the three libraries. However, to test the tool’s functionality, I added three
fake Turkish texts to the “logs.txt” file. As a result, I successfully
observed that the program detected them correctly. Through this analysis, I
learned from the leaked Conti data that there was no Turkish conversation
among the group members, thereby clarifying my final curiosity.


https://github.com/mertsarica/hack4career/blob/master/codes/lang_id.py
https://github.com/mertsarica/hack4career/blob/master/codes/lang_id.py

lang_id. py logs.txt

i -/Conti Jabber Chat Logs 2021 - 2022/185.25.51.173-20210823.json
3 21-08-23T06:17:46.326321",
'driver@g3mcco35auwcstmt.onion",
f@g3mcco35auwcstmt.onion",
[Ounbka: coobuenve 3awMppoBaHo, M HEBO3MOXHO ero pacuupposath.]" o Conti — Python lang_id.py logs.txt TR High — 115x31

Language Identification v1.@ [https://www.mertsarica.com]

4 HeBo3MOXHO ero pacuupposars.]" LaN9Uage Code:TR Confidence Level:High Text:Selam merhaba nasilsin ? (test igin eklenmistir)
Language Code:TR Confidence Level:High Text:Sosyal medyay1 oldukga etkin kullanan bir giivenlik arastirmacisi olarak
o bu zamana dek sosyal ajlar, e-postalar {izerinden aldiim mesajlari giivenlik aragtirmalarina ve ardindan blog yazil
21-08-23T06:43:20.480030", arina, sunumlara evirdigimi biliyorsunuzdur. Gikis noktasi digerleri ile ayni olan bu hikayede ise migteri giivenli
driver@g3mcco35auwcstmt.onion", §ini saglamak amaciyla sosyal ag izerinden gelen bir siber tehdit istihbaratindan nasil faydalandi§imi gérebilirsin
hof@g3mcco35auwcstmt. onion”, iz. (test igin eklenmigtir)
"body": "[Ounbka: coobleHue 3aundpoBaHO, M HEBO3MOXHO ero pacuudposatb.l" [

Selam merhaba nasilsin ? (test icin eklenmistir)

Sosyal medyay1l oldukga etkin kullanan bir giivenlik arastirmacisi olarak bu z
ardindan blog yazilarina, sunumlara cevirdigimi biliyorsunuzdur. Cikis nokta
uzerinden gelen bir siber tehdit istihbaratindan nasil faydalandigimi gorebi
{

21-08-23T06:43:46.773096",
hof@g3mcco35auwcstmt. onion
driver@g3mcco35auwcstmt.onion",
[Oumbka: coobueHne 3awMppoBaHO, M HEBO3MOXHO €ro pacuupposathb.]"

21-08-23T06:44:22.941040",
'driver@g3mcco35auwcstmt.onion",
hof@g3mcco35auwcstmt.onion"”,
[Owmbka: coobueHue 3awnppoBaHO, W HEBO3MOXHO ero pacuuppoBaTthb.]"

21-08-23T06:45:20.386289",
hof@g3mcco35auwcstmt.onion
driver@gq3mcco35auwcstmt.onion"”,
[Owmbka: coobueHue 3awnppoBaHO, W HEBO3MOXHO ero pacuupposaTth.]"

2021-08-23T08: 00: 32.458165",
bentley@q3mcco35auwcstmt. onit

'many@q3mcco35auwcstmt.onion",
Mpueet, 6po. Kpuntanem pnn

O Find Find Prev Find All

x

X Aa “n (=

J Line 4, Column 43 Tab Size: 4 Plain Text

I hope this method I have followed and the two tools I have developed will be
beneficial for security researchers and experts in data leakage analysis.

Hope to see you in the following articles.



