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Android uizerine
Penetrasyon testl uzerine
Penetrasyon testi adimlan

Ornek Zafiyetler

Sonuc
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Mesai saatlerinde...
http://www.mertsarica.com
http://www.mertsarica.com/?page_id=893

Bos zamanlarimda...

CISSP, SSCP , OSCP , OPST , CREA
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Finans sektoriiniin ihtiyaclarina ve giiniin teknolojilerine
uygun hizmetler sunan, triinler meydana getiren, NBG
Grup sirketlerinden Finansbank’in Bilgi Teknolojileri
istiraki olan IBTech firmasinda Bilisim Giivenligi Uzmani
(Senior Penetration Tester / Ethical Hacker) olarak
calismaktayim.
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Open Handset Alliance liderliginde Google firmasi
tarafindan akilli telefonlar ve tablet bilgisayarlar gibi
mobil cihazlar igin gelistirilmis linux tabanl isletim
sistemi olan Android isletim sistemi icin gelistirilen
uygulamalarda penetrasyon testi gerceklestirme.

|
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Bilisim Sistemler’ini olugturan altyapilarda, sistemlerde ve/veya
uygulamalarda art niyetli kisilerden once istismar edilebilir giivenlik
zafiyetlerini tespit etmek ve raporlamak icin gerceklestirilen teste
penetrasyon testi denir.

Kendi giivenliginiz i¢in

Miisterilerinizin giivenligi, itibarimiz, marka degeriniz icin

Kurum ig¢i giivenlik farkindaligini arttirmak i¢in
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Table 3
Worldwide Smartphone Sales to End Users by Operating System in 40Q11
{Thousands of Units)

Operating System 40Q11 4Q11 Market Share 4Q10 4Q10 Market

%o Share (%o
Units (%) Units (%)

Android 75,906.1 30,801.2
105 35,456.0 23.8 16,011.1
Symbian 17,4584 11.7 32,642.1
Research In Motion  13,184.5 8.8 14,762.0
Bada 3,111.3 21 2,026.8

Microsoft 2,759.0 1.9 3,419.3

Others 1,166.5 0.8 1,4837.9
Total 149,041.8 100.0101,150.3

Source: Gartner (February 2012)
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ANTROIM MIM A RIQT

APPLICATIONS
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Linux Giivenlik Modeli baz alinmistir. (UID/GUID)
Uygulama bazli izinler kullanilmaktadr.

Izinler, AndroidManifest.xml dosyasinda tanimlanmaktadar.

Kurulum i¢in uygulamanin sertifika ile imzalanm§ olmasi
gerekmektedir.

Her bir uygulama farkl bir Dalvik Sanal Makinesi i¢cinde calismaktadir.

Sistem giivenliginde kullanici kilit rol oynamaktadir.
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Android application package file (APK) dosyasi, zip dosya formatina
sahip .apk uzantili dosyalardir.

APK dosyasi, uzantisi .zip olarak degistirildikten sonra Winzip,
Winrar gibi araclar ile acilabilir.

B BloodvsZombie_com.gamelio.DrawSlasher_1_1.0.1 B 10| x|

)~ - GoldDreamA... - BloodvsZombie_com.gamelio.DrawSlasher 1 1.0.1+ v |23 [ Search BloodvsZombie_com.gamelio.D... [£2)

Organize ¥ Indudeinlibrary v Sharewith v Burn  New folder g== e [T @

= N ) :
~ Favorites Name Date modified Type Size

Bl Desktop assets 12.02.2012 16:41 File folder

& Downloads lib 12.02.2012 16:41 File folder
i fecenbiaces META-INF 12.02.201216:41  File folder
res 12,.02.2012 16:41 File folder

|#| AndroidManifest.xml 29.06.2011 22:39 XML Document

~ Libraries

£| Documents
‘ Music || classes.dex 29.06.2011 22:39 DEX File

k= Pictures || resources.arsc 29.06.2011 22:39 ARSC File

— P hd

7 items
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META-INF klasoriinde MANIFEST dosyasi, uygulamanin sertifikasi
ve dosyalarm SHA-1 hash bilgileri yer a makta«ir.

res klasoriinde resources.arsc dosyasinda yer almayan ses dosyalari,
grafik dosyalar: vb. dosyalar bulunur.

Android Manifest dosyasinda uygulama izinleri, paket adi, siiriimii

vb. bilgiler yer alir.

Classes.dex dofs]yaSI Dalvik sanal makinesi tarafindan calistirilabilen
derlenmis siniflari icerir.

EACI B e AS == http://www.mertsarica.com | http://twitter.com/mertsarica ( )



Dalvik sanal makinesinde calistirilabilen derlenmis Android
uygulamasidir.

Dex dOS?’&SlIll class dosyasina cevirebilirsek kaynak koduna da
cevirebiliriz.

d2j-dex2jar.bat classes.dex

http://code.google.com/p/dex2jar/downloads/list

.class dosyasi

@4—-—1__-

.dex dosyasi

e—————
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Android Software Development Kit (SDK), uygulama gelistirmek

icin kullanilan ve icinde bir¢cok araci bulunduran bir ara¢ takimidr.

Hata ayiklayic1 (debugger)

Oykiiniicii (emulator)

Kiitiiphaneler

API belgeleri, ornek kaynak kodlari, 6zel dersler (tutorial) vs.

http://developer.android.com/sdk/index.html

13

EACI B e AS == http://www.mertsarica.com | http://twitter.com/mertsarica ( )



=101 |

Q000

o=
®®00

1 |2 (3 ja |5 [6 |
o w e [R [T

FACK <« CAR===R

s Jo |
v lulifolp
Als o [F {6 Jnly [k L [&
2z |x fc v s [vm]. |&

o

7 18

il

s

N v
/

http://www.mertsarica.com | http://twitter.com/mertsarica

14



15

ADB (Android Debug Bridge), Android cihaz/emiilator ile iletisim

kurmayi saglayan terminal tabanl bir arabirimdir.

ADB push (cihaza dosya gonderir) -- adb push uygulama.apk
[sdcard/uygulama.apk

ADB pull (cihazdan dosya alir) -- adb pull /system/app/uygulama.apk
ADB install (cihaza uygulama yiikler) -- adb install uygulama.apk

ADB shell (cihazin komut satirina baglanir)

ADB remount (dosya sistemine yazma izni verir)
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Izinler, AndroidManifest.xml dosyasinda tammmlanmaktadir.

FACK <« CAR==

Do you want to install this
application?

Allow this application to:

« Your messages
read 5M5 or MMS, receive SM5

+ Your location

coarse {network-based) location, fine
{GP5S) location

+ Network communication
full Internet access

« Storage
modify'delete 50 card contents

+ Services that cost you
money

Do you want to Install this
application?

S AT e

« Phone calls

intercept cutgoing calls, read phone
state and identity

Hide &)

Network communication
view network state, view Wi-Fi state

Hardware controls

control vibrator

System tools
automatically start at boot

http://www.mertsarica.com | http://twitter.com/mertsarica
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Ag trafigi analizi/manipiilasyonu

Kaynak kodu incelemesi

Tersine ¢evirme/yamama

Dosya sistemi incelemesi

Izinler
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\%l
150
£l

-w
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Ag Trafigi Analizi
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Haberlesme giivenli kanaldan nmu gerceklestiriliyor ? (SSL)
Hassas, kigisel bilgiler sunucuya gonderiliyor mu ?

Sifreler acik (clear text) olarak mi sunucuya gonderiliyor ?

Android Emulator, App Player & Wireshark
http://bluestacks.com/app-player/

http://www.wireshark.org/
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B&N Nook Clouds & S... Documents

| % I_-Jlm
Fruit Ninja F... Hirriyet An...

KakaoTalk

o

Sice It!  StumbleUpon Talking Tom... Wordfeud F... Open folder !,
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< BlueStacks App Player for Windows (beta-1)

© 6

21

=101 x|

Suggested Apps

O 0OGT o a VP
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Analyze Statistics Tolephony Jooks [nternals  Heb

W ‘4

Fiter: I:cp.streaﬂ eq 42

No. {Time [Source

o e

6236 38.689220
6244 38.698187
6245 38.698264
6249 38.708098
6303 38.783137
6304 38.783830
6305 38.783855
6316 38.800806
6318 38.801664
6319 38.801690
6320 38.802647
6343 38.838077
6344 38.838104
6345 38.839006
6470 39.041603

192.168.1. 36

192.168.1.36

192.168.1.36

192.168.1. 36

192.168.1. 36

192.168.1. 36

192.168.1.36

Frame 6249: 426 bytes on wire (
Ethernet II, Src: AskeyCom_ca:l
internet Protocol version 4, Sr
= Transmission control Protocol,
source port: 49565 (49565)
pestination port: http (80)
[stream index: 42]
Sequence numsber: 1

R TP

(relati

"y
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73 Follow TCP Stream

iiﬂiiii I

192.168.1. 36

n Fared —t At WH A ECAN AN

Stream Content

IGET /Ct2l/mobil/getser
b0daadf3-88b3-11e1-88..p
057003372448 1mei=1334685043806&version«=3, 1&ms i sdnenul 1&memoryL imi ted=08q=~SENSOR
HTTP/1.1
USer-Agent:
165700337f244
pOST !
connection: Keep-Alive
accept-Encoding: gzip

. aspx7plattorm=androl cduAgent -8 iuestacks-

(Linux; U; Android 2.3.4; sluestacks-b0daa9f3-88b3 88bf

)

8
palvik/1.4.0 11el

Build/Gri2

MYTP/1.1 200 OK

Konnection: Keep-Alive
Kontent-Length: 3439

pate: Tue, 17 Apr 2012 17:50:49 GMT
Kontent-Type: text/html

Server: Microsoft-115/6.0
X-Powered-By: ASP.NET
X-AspNet-version: 2.0.50727
Kache-Control: private

+ </SYSTEM. >, . <SENSOR.>. .<F.

.Q6°...
SR

.5Q. ...
?z.

fEr‘!re corversabon (4041 byt

C CArays 5 Raw

[ s |

" HexDump

Fiter Out This Stream J Cose I
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[SYN] Seq=0 Win=8192 Len=0 MSS=1460 SACK_PERM=1
[SYN, ACK] Seq=0 Ack=l Win=16384 Len=0 MSS=1452 SACK_PERM=1

eStacks-b0daa9f3-88b3-11el-88bf-e5700337fF2




IbbTrafik.class

public void init()
{

this;
new Parser():
rseyr.scarc():
new Http():

Build.MODEL;

public void onError (Exception paramException, boolean paramBoolean)
{

try

{

wiry

((Activities)ActivityManager.instance.getActiveActivity()).startErrorAlertDialelog();
System.out.print("nete baglanmada hata var");
ActivityManager.instance.setActiveOpenCamera (false);
ActivityManager.instance.createErrorMessage (paramException, paramBcolean):
return;

}

catch (Exception localException)

{

vhile (true)

'

{

if ('PreferencesActivity.wvaitingFlag)
continue;

Preferencesictivicty.delctiveloading():

EAGH B =N —— http://www.mertsarica.com | http://twitter.com/mertsarica



(©) .:MCKS-Mobil Cihaz Kayt Siste
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3 Mert SARICA (mertsa... -.‘ Google Reader (1000+)

MCKS

Mobil Cihaz Kayit Sistemi

© Imei Sorgulama :

Ana 'Sayg

IMEI numarasi kayith

ithalat yoluyla kaydedilen IMET

amsung Korea Pazar Adi: Samsung GT-19100 Model
amsung GT-19100

a Tarihi 12.05.12

24
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Peki ya SSL trafik nasil analiz edilir ? - MITM

Uygulama Native ise ve sertifika hatasi alirsa iletisim kurmaz.

CA sertifikamiz giivenilir kok sertifikalara eklememiz gerekir.

Android Emulator, Charles Proxy & Bouncy Castle

http://www.charlesproxy.com/

http://bouncycastle.org/download/beprov-jdk16-141.jar

EACI B e AS == http://www.mertsarica.com | http://twitter.com/mertsarica
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Edit Android Virtual Device (AVD)
Name:

Target: Google APIs (Google Inc.) - API Level 10

CPU/ABI: I

SD Card:
* Size: | 256 MiB ]
File: :

Snapshot:
Enabled

Built-in: HVGA v I
Resolution: X
Hardware:
Property Value
Abstracted LCD density 160
Max VM application heap size 24 [:'

Device ram size 512

Edit AVD Cancel

http://www.mertsarica.com | http://twitter.com/mertsarica
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2

B Charles 3.6.4 - Session 1 *

File Edit View Proxy Tools Window Help
i W + 8:39

mert

[

i-Status
i@ notification/ No request was made. Possibly the certificate was rejected.
+]-{ http:/fwww.google-analytics.com i-~Response Code -
e E8™ h@S!/_ Protocol HTTP/1.1
Girig Yap = 4 TS ' Method CONNECT
&) Copy URL Content-Type -
L Client Address /192,168.1.34
Hi Remote Address e ————
E-‘\ Repeat [=]-Timing
5 Repeat Advanced... = Request Start Time 29.04.2012 11:35:58
2 et Request End Time -
: :--Response Start Time
& Validate Response End Time
’ L4 SortBy Name =Duration
— Request Duration
¢ Ignore Response Duration -
ﬁ Clear Latency -
Clear Others - Speed 0,00 KB/s
- Response Speed -
v P i .- Si
7123 © , s <+ [ = fronng 1 - Size

Breakpoints
No Caching

madutmn=1588478438utmcs=UTF-88utmsr=220x4808utmut=en-USEutmp=%2Flogin&utmac=UA-3305012-88utmce=__utma%3 ‘
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] komutlar.txt - Notepad
File Edit Format View Help
Yarat: AVD

Indir: http://bouncycastle. org/download/bcprov-jdk16-141. jar
Kopyala: C:\Program Files\Java\jre6\1lib\ext\bcprov-jdk16-141. jar

www. char Tesproxy. com/ss1.zip

emulator -avd Hack4Career
/system/etc/security/cacerts.bks cacerts.bks
keytool -keystore cacerts.bks -storetype BKS -provider
org. bouncycastle. jce. provider.BouncyCastlepProvider ) )
-storepass changeit -importcert -trustcacerts -alias somealias -file
charles-proxy-ssl-proxying-certificate.crt
-noprompt
adb remount
adb shell chmod 777 /system/etc/security/cacerts.bks
adb push cacerts.bks /system/etc/security/

Indir: http://android-group-korea.googlecode.com/files/mkfs.yaffs2.arm

calistir:

adb push mkfs.yaffs2.arm /data/data/temp/mkfs.yaffs2

adb shell chmod 777 /data/data/temp/mkfs.yaffs2

adb shell

# /data/data/temp/mkfs.yaffs2 /system /sdcard/system.img
/data/data/temp/mkfs.yaffs2 /system /sdcard/system.img

mkfs.yaffs2: Android YAFFS2 Tool,Build by PowerGuUI
at http ww.openhandsetalliance.org.cn

adb pull /sdcard/system.img system.img
Kopyala: system.img -> C:\Users\Mert\.android\avd\Hack4cCareer.avd

emulator -avd Hack4Career -http-proxy http: 92.168.1.34:8888

http://www.mertsarica.com | http://twitter.com/mertsarica
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L owl B 1011

#-{@d http:/fwww.google-analytics.com

011a8638b43
G v3.5/ £515068fc

 Bogin?e=mert&p=mert&apikey=add2c3bf-b5

Giris Ya

: g 0.0
000000000000000
2.3.4

generic

true

2.5

3.5

Hendz tyemiz degil misiniz?

Headers 6ﬁer9 § ngi Raw
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Kaynak Kodu

Incelemelesi

FACK <« CAR===R
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Native uygulamalarin ¢ogu Java ile gelistirilmektedir.

Kaynak kodu incelemesi sayesinde bircok bilgi elde edinilebilinir.
Gomiilii sifreleme anahtarlari, hatali loglama, webservisler vs.
Dex2jar araci ile class dosyasina doniistiiriilmis olan Android

uygulamasi, JD-GUI araci ile kaynak koduna (decompile) geri

cevrilebilir.

Kaynak koduna geri ¢eviren araglar kimi zaman hatali sonuglar
iiretebilirler bu nedenle u??gulamayl tersine cevirmek
ir.

(disassembling) gerekebi
JD-GUI

http://java.decompiler.free.fr/?q=jdgui

EACI B e AS == http://www.mertsarica.com | http://twitter.com/mertsarica (
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public static String connectUpdate()
throws XmlPullParserException, IOException

dling = true;

DefaultHttpClient lcocalDefaultHttpClient = new DefaultHttpClient():;

Object localCbjectl = new HttpGet("http: /,’_.appspct ~ cc-m/.,-’get‘-:ersicn") :
Object localObject2 = "1";

try

{

localCbjectl = convertStreamToString(localDefaultHttpClient.execute ((HttpUriRequest)locallbjectl).getEntity().getContent()):
localCbject2 = localObjectl;
label50: return localCbject2;

}

catch (Exception localException)

{
break labelS50;

/ ERRCR //
private static String convertStreamToString(InputStream paramInputStream)
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, O App Engine Wall

C A O N :pspot.com/ i

gl; Hack 4 Career. Infor...  |[[}] LinkedIn ¥ Mert SARICA (mertsa...

=
Wall

Versiyon
|

Upload
Versiyon : 2
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UtilityClass.class <

public static ArrayList<ImkbObiject> getHisseList()
{
ling = true;
Object localCbjectl = new DefaultHttpClient():;
Object localObject2 = new Htthet("http://iphcne._.ccm.tr,-_push/Service.asmx/getHisseList");
ArrayList localArraylist = new Arraylist():
try
{
localCbjectl = ((HttpClient)lccalObjectl).execute((HttpUriRequest)localObject2).getEntity ()
int i;
if (localObjectl !'= null)
{
localCbjectl convertStreamToString(( (HttpEntity)localObjectl) .getContent());
localCbjectl ((String)localCbjectl) .substring(((String)locallbjectl).indexCLf('A"'));
localCbject2 ((String)localObjectl).substring(0, ({(String)lccallObjectl).index0£f('<"')).split("}|"):
i=20;
int j = locallbject2.length;
if (1 < J);
}
else
{
label97: dling = false;
return localArraylist;
}
ImkbObiject locallmkbObject = new ImkbObiject():
String str = localObject2[i].replace('|', ';');
String[] arrayOfString = str.split(":;"):
for (int k = 0; ; k++)
{
if (k >= array0fString.length)

EAGH B =N —— http://www.mertsarica.com | http://twitter.com/mertsarica
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-

This XML file does not appear to have any style information associated with it. The document tree is shown below.

1="http://schemas.xmlsoap.org/wsdl/"
nespace="http://tempuri.org/">

fault="qualified" targetNamespace="http://tempuri.org/">
we="getDovizHisseDetay">
plexType>
v<s:sequence>
<s:element - s="0" maxQOcc ="1" name="abbr" type="s:string"/>
:sequence>
complexType>
ement>
v<s:element name="getDovizHisseDetayResponse">
v<s:complexType>
v<3:sequence>
<s:element ars="o" me="getDovizHisseDetayResult" type="s:string"/>
</s:sequence>
</s:complexType>
ement>
lement na

1ame="getDovizListResult" type="s:string"/>

ement>
v<s:element name="getHisseList">
<s:complexType/>
:element>
t name="getHisseListResponse">
e
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Tersine (Cevirme

(Disassembling)

FACK <« CAR===R
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38

Kaynak koduna ¢evirmenin yeterli/ basarili olmadigi durumlarda
dex dosyasi tersine cevrilerek (disassembling) analiz edilebilir.

Uyﬁrulamanln akisim degistirmek, yamamak (patch) icin de
ku

anilir.

android-apktool

http://code.google.com/p/android-apktool/downloads/list
java -jar apktool.jar d Uygulama.apk
java -jar apktool.jar b Uygulama Uygulama.apk
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§ virtual methods
-method public ZamanNeXlemde (LProb/GeriGel Prcb;Landroid/content/Context;)Ljava/lang/Boolean;
-locals 7

.parameter "gerici"

-parameter con

-prologue
const/4 ve, 0Oxl

const/4 v4, 0x0

-line 135

try start 0

invoke-static {}, Ljava/util/Calendar;->getInstance()Ljava/util/Calendar;
move-result-object v0

-line 138

-local v0, cc:Ljava/util/Calendar;

invoke-virtual {v0}, Ljava/util/Calendar;->getTime ()Ljava/util/Date;
move-result-object v3

-line 135

-local v3, simdiki:Ljava/util/Date;

new-instance vZ, Ljava/util/Date;

invoke-virtual {pl}, LProb/GeriGel Prcb;->getNezamanCozum()Ljava/lang/String;

move-result-object v5

invoke-direct {vZ, w5}, Ljavasutil/Date;-><init>(Ljava/lang/String;)V
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http://pallergabor.uw.hu/androidblog/dalvik_opcodes.html

Dalvik opcodes

Author: Gabor Paller

Vx values in the table denote a Dalvik register. Depending on the instruction, 16, 256 or 64k registers can be accessed. Operations on long and double values use two registers, e.g. a double
value addressed in the VO register occupies the VO and V1 registers.

Boolean values are stored as 1 for true and 0 for false. Operations on booleans are translated into integer operations.
All the examples are in hig-endian format, e.g. 0F00 0A00 is coded as OF, 00, 0A, 00 sequence.

Note there are no explanation/example at some instructions. This means that | have not seen that instruction "in the wild" and its presence/name is only known from Android opcode constant list.

‘ Opcode Opcode name Explanation Example
(hex)

\ 00 nop No operation OOOO nop

01 move VX, VY Moves the content of vy into vx. Both registers must be in the first 256 register range. 0110 - move v0, v1
Moves v1 into v0.

move/from1 6 vx,vy Moves the content of vy into vx. vy may be in the 64k register range while vx is one of the [0200 1900 - move/from16
first 256 registers.

03 move/1 6 7 \
(o4 |move-wide |
05 move-W|de/fr0m16 vx,vy |[Moves a long/double value from vy to vx. vy may be in the 64k register range while wx is  ||0516 0000 - move-wide/from16 v22, v

one of the first 256 registers. Moves V0 into v22.

I—M::

‘ move object vx,vy Moves the object reference from vy t ‘
08 move-object/from16 vx,vy Moves the object reference from vy to vx, vy can address 64k registers and vx can 0801 1500 - move-object/from16 v1, v21

address 256 reglsters Move the object reference inv21 to v1. |
\ 09 ||move-object/16 |

OA move result vx Move the result value of the previous method invocation into vx. 0A00 - move-result vO
‘ Move the return value of a previous method invocation into v0.

move-result-wide vx Move the long/double result value of the previous method invocation into vx,vx+1. 0B02 - move-result-wide v2
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Android, uygulamalara verilerini saklamak i¢in 4 secenek
sunmaktadir; Dahili depolama, Harici depolama, Veritabam

(SQLite) ve Shared Preferences

Veritabam:: Yapisal depolama i¢in kullanilir.

Shared Preferences: Basit depolama i¢in kullanmlr.

Harici Depolama: Ozel olmayan biiyiik veri setlerini saklamak icin
kullanilir.

Dahili Depolama: Ozel verileri saklamak icin kullanilir.

adb ve Sqlite

http:/[www.sglite.org/download.html

EACI B e AS == http://www.mertsarica.com | http://twitter.com/mertsarica (
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T+ C:\Windows\system32\cmd.exe - adb shell

-2

C:\Users\Mert>adbh shell

# cd datas/data‘com.i /shared_prefs

cd datasdatascomt  /shared_prefs

## cat GeriGel.xml

cat GeriGel.xml

{?xml version=’1.08" encoding="utf-8’ standalone=’yes’ 7>

<{map>

<hoolean name="isAkdif" value=""false" />

{string name=""Nezaman'>4713DDABDBBAF2C5AF3C78EB4DA473EC?E6?5927C7ABC3BAC33ACAFE3D
22CE?35514789C9227718FB379771B6BES2BES892</string>

<int name=""Nerden' value=""7" />

{string name="BelkiLazimOlur">8EE2B284318D25297D5389438C8DD68A</string>
<int name="KatKey" value="1" />
é/map)
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C:\Users\Mert\Desktop\NOPcon>sglite |
SQLite version 3.7.11 2812-83-20 11:35:58
Enter “.help" for instructions

Enter SQL statements terminated with a ";"
sglite> .tables

"Tahle android_metadata
Kullanlcl
sglite> select * from | ‘Table;
1 i1 iHack4Career iHack4Careerihttp://imertsaricaib5195E82A27897FA1C4E1A10A3ADS8EL |
FA4ABFEAF2483923D2A58756586DCAA33
sglite> select * from Kullanici;

1:19168340089920CC19DEGE61C3F2E21439:12
sglite> select * from Kategori;

1 iHack4Career

sgqlite> select * from EkAlan;

sglite? g
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Izinler
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AndroidManifest.xml dosyas1 AXMLPrinter2.jar araci ile okunabilir.

java -jar AXMLPrinter2.jar AndroidManifest.xml

http://code.google.com/p/android4me/downloads/list

<uses-permission
<uses-permission

<uses-permission
<uses-permission
<uses-permission
<uses-permission a

<uses-permission

<uses-permission
<uses-permission

<uses-permission
<uses-permission
<uses-permission
<uses-permission

FACK < CAR==

an i:i
<uses-permission

Ay A
naroiqa.

ne="android.
e="android.
ne="android.

ne="android.

re="android.

permission

permission.
permission.
permission.
.permission.
.permission.
.permission.
.permissior
.permissior
.permissior
.permission
.permission.
.permission.
.permission.

permission.

/>

ACCESS NETWORK STATE" />
READ PHONE STATE" />
ACCESS WIFI_STATE" />
WRITE EXTERNAL STORAGE" />
ACCESS_COARSE_LOCATION" />
ACCESS FINE LOCATION" />
RECEIVE SMS" />

SEND SMS" />

READ SMS" />

CALL PHONE" />

B B caLLs" />
DELETE PACKRAGES" />
INSTALL PACKRAGES" />
RECEIVE BOOT COMPLETED" />
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THIS APPLICATION HAS ACCESS TO THE FOLLOWING:

SERVICES THAT COST YOU MONEY
DIRECTLY CALL PHONE NUMBERS

llo he o call phone numb

that this n't allow the

1 as the Glob

Ou are, an

ou are, and may consume additional batte
(NETWORK-BASED) LOCATION

cation sources such as the cellular netwe

NETWORK COMMUNICATION
FULL INTERNET ACCESS

Allows the 0 create net

YOUR PERSONAL INFORMATION

you are. A

e location

where available
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) 3 _PERMISSIONS

AR b
S

THIS APPLICATION HAS ACCESS TO THE FOLLOWING:

SERVICES THAT COST YOU MONEY
DIRECTLY CALL PHONE NUMBERS

call phone nun without your intervention. Malic

Note that this doesn't allow the app to call en

SEND SMS MESSAGES
the nd SN VO endi 25 without yr

nation

HARDWARE CONTROLS
TAKE PICTURES AND VIDEOS

the app to take pictures and videos with the camera. This allows the app at any time to collect im

s seeing

YOUR LOCATION
FINE (GPS) LOCATION

s the

u are, and may

y use this to determin
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Average rating:

3.6

gry on March 2012 (Samsung Galaxy S with version 1.0.0)

Cok basarili hakikaten nasil dusunmusler boyle birseyi. Guven veren bir ...

asarili ha en nasil dusunr

4 hane ile mi a
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Ornek Zafiyetler
| 7y

-
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W Charles 3.6.4 - Session 1 *
oz File Edit View Proxy Tools Window Help
x Wl & 10:37

Kullanici Girigi [ Yenoje"

Structure ISequencel Overview Response | Summary | Chart | Notes |
+-igl http:/fysm SR com username mert
3. http:/fwww I com password A7-71-DA-5D-CC-62-18-16-09-05-31-1D-9D-38-50-3E
=i http:/fwebservices SN com -
: ] L2
i I Catalog\WebsService/
-]-4u CatalogExportMobile.asmx/

X Mobile_Login2

X Mobile_Login2

mert

Girig yapilamadi.Lutfen sifre ve kullanic
adinizi kontrol ediniz.

Headers | Text | Hex Form [Raw |

POST http://webservices R co G = t=logWebService/ CatalogExportMobile. asmx/Mobile_Login2
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PrefHelper.dass

paramDialogInterface.dismiss();
}
h:
localObject = ((AlertDialog.Builder)localObject).create():
}

return (Dialog)localObject;

public void onLoginClick(View paramView)
{
this.name = this.user_name.getText().toString():’
this.pass = this.password.getText().toString();
Log.i("v", "user name:" + this.name + " gifre:" + this.pass);
this.pass = WebServis.convetToMds(this.pass):;
this.remember = this.remBtn.isChecked():
if ((!this.name.equals("")) && (!this.pass.equals("")))
{
this.pb.setVisibility(0);
new LoginTask(null).execute(new Object[0]);

InovelUtils.shovToastError(getApplicationContext(), getString(2131034114));

public void starthApp()

{

if (!'PrefHelper.getRemember(this))
{

new CitvTask(null).execute(new Cbject[0]):

else

{

this.name = PrefHelver.cgetUserName(this):

http://www.mertsarica.com | http://twitter.com/mertsarica

54



x wl & 12:09

Kullanici Girigi oy

Kullanici Adi
Sifre

Beni Hatirla

Sehir Secimi :

FACK <« CAR==
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File Edit View Proxy Tools Window Help
(&}

Structure ISequence] Overview Request IResponse Summary | Chart | Notes |
[=]- 4 http://webservices username mert
= i [l c2taloawebservice/ password A7-71-DA-5D-CC-62-18-16-09-05-31-1D-9D-38-50-3E
[=]- 4 CatalogExportMobile.asmx/

X C:\Windows\system32\cmd.exe

C:\Users\Mert\Desktop\NOPcon>adh logcat —-d -v time > log.txt

C:\Users\Mert\Desktop\NOPcon>cat log.txt | grep mert
B4-29 12:09:83.991 1/v ¢ 328): user name:mert AYifre:mert
B4-29 12:09:04.886 I/v (¢ 328>: B—mert

C:\Users\Mert\Desktop\NOPcon>g

POST hnp:/iwebservices_oom'_CatabgWebSefvice.fCatangxponMobﬂe.asm'Mobﬂe_Long No Caching | | Recording |

http://www.mertsarica.com | http://twitter.com/mertsarica ( )
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OVERVIEW

sifrelerinize s

kullanimi

BANK
R R 1
CREDIT CARD

SRR T

E MAIL

SOCIAL MEDIA >
Record Count:3
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Password
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 wl & 10:28

I You can copy a value to copy to clipboard.
Hack4Career
Hack4Career

Eimertsarica

Bimertsarica
BiHack4Career
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Gerigel.dass GeriGel_Prob.dass -Login.class X

public void Kaydet (View paramView)
{
Statix.Criptorix = this.Sifre.getText() .toString();
if ('this.KayitVar.booleanValue())
if (this.Sifre.getText().toString().length() > 35)
{

Statix.ZamaniDurdur(2, 2):

User Prob localUser Prob = new User Prob(Integer.valueOf(0), this.Sifre.getText().toSt
InsertS locallnsertS = new InsertS(this):;
localInsertS.insert (localUser Prob):;
KayitSornarsi(getString(2130968595) + " : "™ + this.Sifre.getText().toString(), this);
localInsertS.Close():;
UserMainMetot.Giris(this, this.Sifre.getText().toString()):
this.gu.setSifre(this.Sifre.getText() .toString()):
this.edt.putString("BelkilazimClur"”, this.gu.getSifreSifreli()):;
this.edt.commit();
this.Sifre.setText("");

}

while (true)

{

FACK < CAR==
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Gerigel.class GeriGel_Prob.dass -Login.class X

public void onCreate (Bundle paramBundle)

{
setTitle (' icbile") ;

super.onCreate (paramBundle) ;

. 2occ();

this.gerikayit = getSharedPreferences("GeriGel"™, 0);
this.edt thi rikayit.edit();

this.ger = \ iGel Prob(this.gerikayit.getString("Nezaman", Gerigel.tarih(Boolean.valueOf(falsg

y = nerdekaldik(this.ger);
.V !'= null)

=101 x|

C:\Users\Mert\Desktop\NOPcon>adth shell cat /data/data¥com. /shared_prefs/Ge
8 iGel.xnl .
IB<?xml version="1.8’ encodifig="utf-8’ standales€=’yes’ ?>
i <map>

<hoolean name="isAkdif} value="false" ¥
t {string name="Nezaman">4713DDABDABRTLCSAF3C78EB4DA473EC2E6?527C7ABC3BAC3I3ACAFE3D

422CE935514709C927710FB3 79771 B6AESZBES22< /string>

M<int name="Nerden" value=""7 s>
<{string name="BelkiLazimOlur">8EE2B2843108D25297D5389438C8DD68A</string>

<int name="KatKey" value="1" />
< /map>

S
; C:\Users\Mert\Desktop\NOPcon>
{
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Gerigel.dass GeriGel_Prob.dass B L ogin.class

private Boolean nerdekaldik(GeriGel Prob paramGeriGel_ Prob)
{
Boolean localBoolean;
try
{
Statix.Criptorix = paramGeriGel Prob.getSifreCozum():;
UserMainMetot.Giris(this, paramGeriGel Prob.getSifreCozum()):
localBoolean = new Gerigel () .ZamanNeAlemde (paramGeriGel Prob, this);
if (localBecclean == null)

{

UserMainMetot.Giris¥apti = null
localBoolean = null;

}

catch (Exception localException)

{
UserMainMetot.GirisYapti = null;
localBoclean = null;

}

return localBoolean;
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Gomulu

-
Sifreleme

wvhile (true)

String str = null; Anahta rl

public String getSifreCozum()
{
try
{ ’ 3 -~
str = Crypto.decrypt ("%A> +on80QTPTI e UUfi20GeDOPIOLHWUER", this. Sifre);
3tr = 3tr;
return str;
}
catch (Exception localException)
{
while (true)
String str = null;
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public Boolean ZamanNeAlemde (GeriGel Prob paramGeriGel Prob, Context paramContext)

{

oolean localBoolean = null;

(Calendar.getInstance() .getTime () .compareTo(new Date (paramGeriGel Prob.getNezamanCozum())) >= 0)

Statix.setKa tegorz_Prob (null);
Statix.ikizamnidadurdur();
Use inMetot.Giri pti null;
Statix.setKeyBox Prob(null);
X.eDegerss = null;
i = null;
opyx '= null)
setText("");
Statix.Criptori
i
else if (paramGeriGel Prob.getNerde() > 1)
{
if (paramGeriGel_Prob.getKatKey() != 0)
{
if (paramGeriGel Prob.getisAktif().booleanValue())
kategoriyukel (paramGeriGel Prob.getKatKey(), paramContext);
while (true)

{

Statix.k = paramGeriGel Prob.getNerde():

localBoolean = Boolean.valueOf(true):;

break;

keyboxyukle (paramGeriGel Prob.getKatKey(), paramContext):;

}

}
Statix.k = paramGeriGel Prob.getNerde();
localBoolean = Boolean.valueOf(false);
1
else if (paramGeriGel Prob.getNerde() == 1)
{
Statix.k = 1;
localBoolean = Boolean.valueOf(true);
localBoolean = localBoolean;
}
labellé5: return localBoolean;
}
catch (Exception localException)
{
break labelléS;
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¢ virtual methods

-method public ZamanNeRAlemde (LProb/GeriGel Prob;Landreoid/content/Context;)L]
-locals 7
.parameter "gerici

-parameter con

-prelogue
const/4 ve&, Oxl

const/4 v4, 0x0

-line 135
try start O

§ M5
goto :cond_ 10

inveoke-static {}, Ljava/util/Calendar;->getInstance()Ljava/util/Calendar;
move-result-cbject v0

-line 138

-local v0, cc:Ljava/util/Calendar;

invoke-virtual {v0}, Ljava/util/Calendar;->getTime()Ljava/util/Date;
move-result-cbject v3

-line 138

-local v3, simdiki:Ljava/util/Date;
new-instance v2, Ljava/util/Date;

inveke-virtual {pl}, LProb/GeriGel Prob;->getNezamanCozum()Ljava/lang/String;

move-result-cbject v5

inveoke-direct {vZ, w5}, Ljava/util/Date;-><init>(Ljava/lang/String;)V
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I You can copy a value to copy to clipboard.
Hack4Career
Hack4Career

Eimertsarica

Bimertsarica
BiHack4Career
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Gizlilik ile saglanmaya calisan giivenlik (Security Through
Obscurity) faydadan ¢ok zarar getirir.

Google Play’e yiiklenen her uygulama art niyetli kisiler tarafindan
indirilebilir ve analiz edilebilir.

Giivenliginiz, miisterilerinizin giivenligi, itibariiz ve/veya marka
degeriniz i¢cin uygulamalarimizi test edin veya ettirin!

Uygulamalarimizin en az retki ile calismasina , sadece ve sadece
ihtiyaci olan izinler ile calismasina 6zen gosterin.

Harici diskin tiim uygulamalar tarafindan okunabildigini
unutmayin.
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