ZARARLI YAZILIM ANALIZI



BEN KIMIM?

Ahlakl Korsan (E.H) Mesai saatlerinde...

Zararh Yazilim Analisti Bos zamanlarimda...

Blog Yazarn http://[www.mertsarica.com

Giivenlik TV http://www.guvenliktv.org

Python Programeisi http://[www.mertsarica.com/programlar

Sertifika Kolleksiyoncusu  CISSP , SSCP , OSCP , OPST , CREA
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MESLEGIM ?

NBG Grup sirketlerinden Finanshank’m Bilgi Teknolojileri
istiraki olan IBTech firmasinda Bilisim Giivenligi Uzmam

(Senior Penetration Tester / Ethical Hacker) olarak
calismaktaymm.

http://www.finansbank.com.tr http://www.ibtech.com.tr

A FINANSBANK eo)
Bilzce wmivnkivn. & v
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I(CERIK
Neden zararh yazilim analizi ?
Analiz adimlar:

Anti analiz yontemleri

Uygulamal analiz

Sonuc
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GUNCEL TEHDITLER

Avrupa

Ataturk Hav ~ ST

United Kingdom _ Portugal pocs of the world
Thailand

ibrahim YILDIZ/ISTANB

Atatiirk Havaliman
terminalinde pasa
kilitlendi. Sisteme
iddia edildi. Saatle
yolcular 08.00 itib
basladi.

ISTANBUL Il Emniye
meydana gelen ariz
Havalimani'nda bir :
onunde uzun kuyru

Sabah 06.30 siralat

ve Sabiha Gokgen e Ataturk
Havalimani ve Sabil

Ariza nedeniyle bir rdi. Sistemin
normale donmesinil

Bu arada volcularin havalanabildi.

Figure 8 - Detection statistics of Win32/Hesperbot according to ESET LiveGrid
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YANILGILAR

Zararh yazilim apalizi yapmak icin zararh yazilim analisti olmaniz
gerekmektedir. (Ileri seviye haric)

ostev says that tiecause of ifs sjze and comgplexity, complete analysis of {he code may tai/\e‘fears
araril yaziim analizi, zararil yaziiimm 1i€ 11gii olan tum b1 glierl elde

ﬁthﬁtiEJféFﬁlame)alyze Stuxnet,” he said. “This is 20 times more complicated. It will take us 10
years to fully understand everything.”

Assembly ile program yazamayan zararh yazilim analizi yapamaz.

Giivenlik cihazlari, yazilimlar: ve OS 'yamalarl giincel oldugu siirece
zararl yazilim sistemlere bulagsamaz!
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BILMENIZ GEREKENLER

4 Milyon Ornek Uzerinde Yapilan Arastirma

Anti-Disassembly - 12,13%

43,21%

Anti-Debugging

Obfuscation 68,95%

81,40%

Anti-VM

Qualys = Vulnerability & Malware Research Labs
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3 ANALIZ ADIMI

Davramgsal Analiz: Zararh yazilimin ag, dosya sistemi ve kayit
defteri (registry) iizerindeki davramslar izlenir.

EProcess Monitor, Process Explorer, Regshot, Wireshark,
aptureBat, Cuckoo Sandbox vh.)

Kod Analizi (Statik & Dinamik): Statik analizde zararh yazilim
sistem tizerinde calistirilmadan, dinamik analizde ise debugger ile
sistem tizerinde calistirilip cesitli araclar ile analiz edilir.

S: Strings, IDA, Dependency Walker, PEiD, JAD, Reflector vh.)
D: IDA, Ollydbg, Immunity Debugger, Windbhg vb.)

Bellek Analizi: Zararh yazilim calistirilip hafizada ¢alisan kopyasi
diske kopyalanmip analiz edilir.

(Volatility, Memoryze, Redline)
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ANALIST BEZDIRME ADIMILARI

Anti Debugging: Debugging isleminin

zorlastirilmasi/engellenmesi saglanir.

Anti Disassembly: Disassembler
yaniltarak, kodun yorumlanmasi, analiz
| edilmesi zorlastirilir/engellenir.

Anti VM: Programin sanal makinede

| calisip calismadig tespit edilir. (FatMal)

| Gizleme (Obfuscation): Bayt kodlarn
kaynak koduna ¢evrilmesi ve analiz
edilmesi zorlastirilir/engellenir.

Paketleme: Statik kod analizini zorlastirma adina zararh yazilimin
sikistirilmasadir.
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ANTI DEBUGGING

API Yontemi: Cesitli APller kullanilarak debugger tespit edilir.
(IsDebuggerPresent( ), CheckRemoteDebugger(), vs)

Istisnai Durum Yéntemi: Debu ger’in devam ettiremeyecegi hatalar

iiretilerek debugging islemi durdurulur. (SEH, INT3, INT1, INT2D)

PEB Yontemi: API yardimi olmadan debugger tespit edilir.
(CheckRemoteDebugger() yerine PEB -> BeingDebugged)

Breakpoint Yontemi: 0xCC (INT3) bayt1 aranarak ve/veya istisna
olusturularak debug registerlar ile debugger tespit edilir.

Zamanlama Yontemi: Programin ¢calismasi esnasinda gecen siire
hesaplanarak debu%ger tespit edilir. (RDTSC,
QueryPerformanceCounter(), GetTickCount())
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ANTI DEBUGGING
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ANTI ANTI DEBUGGING

Adim adim dinamik kod analizi (debugging) yapabilirsiniz.

Anti-debug eklentileri kullanabilirsiniz.

* IDA Pro eklentisi: IDAStealth (http://newgre.net/idastealth)

* Immunity Debugger eklentileri: Phant0m, HideDebug, HideOD
(http://woodmann.com/BobSoft/Pages/Plugins/ImmDbg)
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ANTI DISASSEMBLING

Disassembler algoritmalarimdaki zafiyetler kotiiye kullanilarak
analizin zorlastirilmasi, engellenmesidir.

Linear Sweep Algoritmasi: Kod ile veri ayrim apama¥an bu
algoritmada, her bayt teker teker yorumlanir dolayisiyla verinin kod
olarak yorumlanmasi hatali yorumlamaya yol acar.

Recursive Traversal Algoritmasi: Kod, programin akisina gore,
bloklar halinde yorumlanir. Veri ile kod ayrmmm yaptig icin
kandirilmasi biraz daha zordur.
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ANTI DISASSEMBLING

(3 [3) 04 viewa |E3 [ Hexviews |3 B Stuctures |EIER Enums | EIER Impotts |£3 3 Exports |

.text:0804113DE C3 retn
-text:0064113DE R S O o O O o O O O O O O O O O O O O O O O O O O o S
.text:804113DF CC CC CC CC+ db 21h dup(BCCh)
.text:0041140680 T e e e e e e n e aa==
-text:0041140680
( -text:004114006 loc_411468: ; CODE XREF: sub_411136Tj
-text:0064114080 55 push ebp
] .text:0864114681 8B EC mov ebp, esp
[ .text:004114083 81 EC CO 606+ sub esp, 8CBh
[ -text:80411489 53 push ebx
.text:0041140A 56 push esi
( -text:00411408B 57 push edi
.text:0641146C 8D BD 48 FF+ lea edi, [ebp-8CBh
1]
( .text:00411412 B9 30 680 60+ mov ecx, 36h
-text:00411417 B8 CC CC CC+ mov eax, BCCCCCCCCh
C .text:0641141C F3 AB rep stosd
[ ~text:0041141E 33 CO Xor eax, eax
( -text:004114268 74 63 jz short near ptr loc_411424+1
-text:080411422 75 61 jnz short near ptr loc_411424+1
-text:00411424
text:00411424 loc_411424: s CODE XREF: .text:80h11h20Tj
text:00411424 ; -text:ee41142271j
.text:00411424 E9 58 E8 DF+ jmp near ptr RSN
-text:00411424 FB S SRR R R R e e e T e e R R SR
.text:00411429 FF FF C3 db 2 dup{BFFh), BC3h
-text:0041142C R S O O S o O o O O O O O O O O O O O O O O O O O O O O o G
-text:0041142C S5F pop edi
.text:0041142D SE pop esi
-text:0041142E 5B pop ebx
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ANTI ANTI DISASSEMBLING

Adim adim kod analizi yapabilirsiniz.

* IDA Pro: c tusu (data -> code) , d tusu (code -> data)

* Immunity Debugger: Analysis -> Remove analysis

Birden fazla disassembler ve debugger araci kullamilabilirsiniz.
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ANTI VM

Zararl yazilimin sanal makinede ¢alisip calismadigin kontrol edilir.

Dizin kontrolii: Sanal makineye ait yardimer uygulama dizinleri

tespit edilir. (C:\Program Files\VMware\VMware Tools)

Program kontrolii: Sanal makine yazilimina ait programlar tespit
edilir. (VMwareService.exe, VhoxService.exe vs.)

Kayit defteri (registry) kontrolii: Sanal makine yazilimina ait
kayitlar tespit edilir. ( [HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Class\{4D36E968-
E325-11CE-BFC1-08002BE10318}\0000\Settings | ""Device Description' =" VMware SVGA II")

Komut kontrolii: Komut ¢iktilarindan sanal makine tespit edilir.

(sidt (red pill), I/0 com port (0x564D5868 (VMXh) vs.)
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ANTI VM

“. Immunity Debugger - Turkish-_00400000.exe - [CPU - main thread, module Turkish-]
[@] Fle View Debua Plugins Immlib Options ‘Window Helo Jobs

Public Functiocn IsVirtualPCPresent() As Long
~
£ Registry Editor =10| x|
File Edit View Favorites Help
= 5 My Computer il Name | Type | Data
{;l HKEY_CLASSES_ROOT @’:](Default) REG_SZ {value not set)
[+ HKEY_CURRENT_USER [ab]g REG_SZ SCSIYDiskaven_VMware_&Prod_YMware_Virtual_S&Rev_1.014&5fcaafc&02000
El LZl HKEY_LOCAL_MACHINE fig]Count REG_DWORD 0x00000001 (1)
() HARDWARE 8] NextInstance REG_DWORD 0x00000001 (1)
& 5aM
{1 SECURITY
-] SOFTWARE
=] SYSTEM

& {1 ControlSeton1
@] ControlSeto0z
= {_] CurrentControlSet
lj {1 Control
#-{_ Enum
-] Hardware Profiles
=-{_] Services
#-{_] .NET CLR Data
- MET CLR Networking

i | 5 | |

[My Computeri\HKEY _LOCAL_MACHINE}SYSTEM| CurrentControlSet\Services|DiskiEnum

| A
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ANTI ANTI VM

Adim adim dinamik kod analizi yapilabilirsiniz.

Yardimeci sanal makine uygulamalarim kaldirabilirsiniz. (VM Ware
Tools, VirtualBox Guest Xﬁditions vs.)

VMWare i¢cin vinx ayar dosyasina asagidaki satirlar1 ekleyebilirsiniz.

monitor_control.restrict_backdoor="TRUE" monitor_control.disable_chksimd="TRUE"
monitor_control.virtual_rdtsc= "false" monitor_control.disable_ntreloc="TRUE"
monitor_control.restrict_backdoor = "true" monitor_control.disable_selfmod = "TRUE"
isolation.tools.getPtrLocation.disable = "true" monitor_control.disable_reloc="TRUE"
isolation.tools.setPtrLocation.disable = "true" monitor_control.disable_btinout="TRUE"
isolation.tools.setVersion.disable = "true" monitor_control.disable_btmemspace = "TRUE"
isolation.tools.getVersion.disable = "true" monitor_control.disable_btpriv="TRUE"
monitor_control.disable_directexec = "true" monitor_control.disable_btseg="TRUE"
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GIZLEME (OBFUSCATION)

Java, .Net (C#, VB) gibi interpreted diller kaynak koduna

cevrilebilmektedir.

Gizleme yontemi ile kaynak koduna ¢evrilen yazilimin analiz
edilmesi engellenmeye calisilir.

Yiizeysel §izleme: Degisken ve fonksiyon isimlerinin degistirilmesi,
karakter dizilerinin (string) sifrelenmesi

Derin gizleme: Yazilimemn bildigi fakat program calisana dek
(debug) disassemblerin bilemedigi ifadeler (opaque predicates)

mov eax, ebx

push eax

pop esp

call GetLastError GetlLastError == 0x57
add  eax, 401034h <

jmp eax
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GIZLEME (OBFUSCATION)

Java Decompiler

_ File Edit Mavigate Search Help
va Decompiler = -
2 8| D

-

File Edit Mavigate Se,

= @ & | <5 GALAXY S II1.jar TAKIP NUMARASI, J038.F. jar KAYITLI IMEI LISTESI 580.jar x| Barkod NO.3911134%.jar Sipansler.docx(1).jar
& | <&
& 53 META-INF
GALAXY S IILjar ! m b b.class | diclass | e.class | Fclass X

+

hnport java.io.File;

|3 META-INF [ c.dat

[ & 0 d _
[J) h1e67446016372 = [J] e public class £
[3] jpbin @[ F {
#- [J] p6185359803368 public static final int 2 = 0;
D wrl.dll public static final int b = 1;
public static final int c = 2;

private static final String[] z:

// ERROR //
public static void main(String[] paramdrray0fString)

getstatic b:fZ
istore 16

invokestatic S50 f:b ()Ld;
getstatic 47

if acmpne +

(Ljava/lang/String;Ljava/lang/String; ) Ljava/lan 03798866) ;

0 +4 -
athrow
new 32 Jjava/io/BufferedReader
dup
java/io/InputStreanReader

invokevirtual 68 Jjawva/lang/C
invokes al 52 b:<init>
invoke cial 67 Jjava/io/InputStreamReader:<init>
ecial 56 Jjawva/io/BufferedReader:<init> (Ljawva/io/
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ANTI GIZLEME (OBFUSCATION)

Adim adim dinamik kod analizi (bytecode debugging)

yapilabilirsiniz.

* Java icin Eclipse eklentisi olan Bytecode Visualizer aracim
kullanabilirsiniz. (http://www.drgarbage.com/bytecode-visualizer.htmi)

* .Net icin Reflector eklentisi olan Deblector aracim
kullanabilirsiniz. (http://deblector.codeplex.com/)

De4dot vbh. deobfuscator arac¢larindan faydalanabilirsiniz.
(https://bitbucket.org/Oxd4d/de4dot/)
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ANTI GIZLEME (OBFUSCATION) - JAVA

Debug - Source not foun clipse SDK
File Edit Mavigate Search Project Run Window Help

L

]

| Quick Access B & Java ‘%Geibuig’

%5 Debug 52
[ f [Java Application]
F at localhost: 2743

=4 Thread [main] (Suspended)

«= owns: HttpClient (id=124)

owns: HttpURLConnection (id=125)
HttpClient,openServer() line: not available [local variables unavailable]
HttpClient. <init >{URL, Proxy, int) line: not available
HttpClient.New{URL, Proxy, int, boolean) line: not available
HttpClient.New(URL, Proxy, int) line: not available
HttpURLConnection.getNewHttpClient(URL, Proxy, int) line: not available
HttpURLConnection. plainConnect() line: not available
HttpURLConnection.connect() line: not available
HttpURLConnection.getInputStream() line: not available
URL.openStream() line: not available
F.mainfStrinalM line: nat availahle

f.c = HttpClient.openServer() line: not available £2

Source not found.

Edit Source Lookup Path

El Consale &2 Tas
f [Java Application] C:\Program Files)Javaljre7ibinljavaw.exe (10 Eki 2013 23:00:00)

()= Variables 7 O Breakpoints & Expressions

# @ serverOutput
# < serverSocket
A streaming

url

B authority

® = file

# & handler
@ hashCode

#EH Y= O
Yalue N
PrintStream (id=140)
Socket (id=146)
false
URL (id=137)
"www, pandaanaokulluyuz.biz" (id=134)
"fuploder.exe" (id=148)
Handler {id=149)
-1 A
>

8= outline 52 = 8
An outling is not available.

] EEEE #E- -5 = 0O

EAGK SR AS ==
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PAKETLEME

Yazilimin cahistirilmadan (statik) assembly seviyesinde analiz
edilmesi zorlastirilir.

Orjinal yazilmin Import/Export tablolari, karakter dizileri (strings)
gizlenir.

Yazilimin boyutu kiigiiltiiliir ve antiviriis yazilmlarindan gizlenmesi
saglanir.

Popiiler paketleme araclari: UPX, ASPack, ASProtect, Armadillo vs.

FACK <9 CAR==R http://www.mertsarica.com | http://twitter.com/mertsarica




PAKETLEME

I €3 PEview - C:\WINDOWS' system32\calc.exe I =] S | |
=lol x|
Search | Fiter | Help |
File to scan |C:‘\Documents and Settings\Administrator\D esktop'\F atura Bildirimi 496021, pdf\Turkish-dilines-  Browse I Go |
[V Advanced view Time taken : 0.000 secs Text size: 1171 bytes (1.14K)
File pos ] Mem pos ] ID l Text l Zl
A 000000002C1C  0OOOOOOQ40441C O Hzx3>
A 000000002000 000000404500 0 3div
A 000000003854 000000405054 0 imyzimfganuitruruuw _J
A 000000003401 000000408001 0 PGIPYE quy
A 000000003400 000000406000 O Rpaxzq
A 000000003414 0000004068014 0 wpSlyp[tpT
A 000000004120 000000406720 0 “paipyquy
A 000000004120 000000406720 O “aptapE gzvpffT
A 00000000413C  00000D40673C O {aquy:quy
A 000000004146 000000406746 0 [a@{xteClpbZsFpvalz{
A 000000004158 000000406758 0 BalapE gzvpff<pxzal
A 00000000416E  00000D40676E 0 Rpad}gptqvziapma
A 00000000417F 0000004067 7F 0 GptgE gzvpffpxzal
A 000000004191 000000406791 0 Fpa&}gptgyziapma
A 000000004146 0000004067546 O xpdigptg
A 0000000041B4  0000OD4067B4 O tyTyyzvPm
A 0000000041C3  000OOQ4067C3 O tyTypzy
A 0000000041D0  0000OD4067D0 O tySapp
A 000000004271 000000406871 0 SivilEd
A 0000000042CE  0OOOOO40688CE O mulu@
A 000000004667 00000D406CE7 O [vGgC Ll
Ready  ||AN:163  ||UN:O || Rs:0 | Find | Save |
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ANTI PAKETLEME

Adim adim dinamik kod analizi (debugging) yaparak hafiza agilnmus

yazilim diske kaydedip analiz edebilirsiniz.

* Debug ederek OEP bulunur.

* OEP’te hafizada ¢alisan yazilim diske kaydedilir. (dump)
* IAT, ImpREC araci ile diizeltilir.

PeiD ve RDG Packet Detector araclar ile paketleme aracim tespit
ettikten sonra FUU vb. unpacker araclari ile pakedi acabilirsiniz.
(https://code.google.com/p/fuu/)
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VAKA

= From: pilgi@kvk.com

> To @hotmail.con

= Subject: MERHABA SIPARISLERINIZ KARGOYA VERILMISTIR...
= Date: Mon, 4 Feb 2013 06:10:43 +0200

=
=

= SIPARISINIZ KARGOYA VERILMISTIR.

= KARGO TESLIMATI VE FATURA ILE ILGILI BILGILERIN BIRER

= NUSHASI KARGO ILE GONDERILMISTIR

=

= KVK TEKNOLOJI URUNLERIVE TIC A.S

= ADRES: BAYAR CAD GULBAHAR SOK KVK PLAZA NO:14 KOZYATAGI/KADIKOY/ISTANBUL
=

= MUHASEBE SORUMLUSU

= FATMA CUKUR

>

0 GALAXY S lliLjar
5K Download

Frw 1. info@vyurticikargo.com
@hotmail.con

Subject: yurtici 1rar,o -,om 1 —-[ ETk

Date: Tue, 16 Jul 2013 3

KARGONUZ EN GEC 1 iS GUNU ICINDE TESLIM OLACAKTIR KARGO GONDERI TAKIP NUMARASI ILE KARGONUN ICERIGINI OGRENEBILIRSINIZ Cagn Merkezi ( 444 99 99 Ana Sayfa = Bize
Ulasin = Cagn Merkezi ( 444 99 99 ) Cagn merkezimizden Pazar gunleri haric saat 08.00 ile 24.00 saatleri arasinda agagidaki hizmetlerimizi alabilirsiniz

0 TAKIP NUMARASILJO038.F.jar
10K Download
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DEMO
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SONUC,

Zararh yazilim analiz becerisine artik hemen hemen her kurum
sahip olmalidir, analist yetistirmek, egitmek icin ge¢c kalmaymn.

Kurumunuz i¢in ag iizerinden zararl yazilim tespit edebilen
cihazlardan temin edin.

S1izma testi ve zafiyet analizi ile aginiza ve sistemlerinize sizilabilecek
noktalari tespit edin.

Bilgi giivenligi farkindalik egitimlerine daha ¢ok 6nem verin.

Zararh yazilim gelistiricileri hangi araclari, sistemleri ve yontemleri
kullandi@imiz: ¢ok iyi biliyorlar, bol bol okuyun ve pratik yapin.
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OKUNASI KITAPLAR

Malware Analyst's Cookbook
Practical Malware Analysis

Secrets of Reverse Engineering

The Rootkit Arsenal

LOOK INSIDE!

LOOK INSIDE! LOOK INSIDEL

REVERSING

i
#Malware Analyst's
Eookbook and DVD

E’:‘gjn-n- - PROpp—,
‘(’? 5

|
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Egnim irorizi AT A R S I e s Afabeaan = Geli;tirme/ﬁretimi
Zar: visler
Ten 4 tirme
» : A ; ramlari ve Kullanim Ama
Mal Find Training  Live Training  Online Training = Programs
Yeni S
Yer: ihm Analizi
Sibi clari
Zar: temleri
Tar n Calisma Mantig
APT

on FORB10: Reverse-Engineering Malware: gl s
== Malware Analysis Tools and Technigues

Din¢

Stat

Geli Contents | Additional Info GREM Certification

Etkil Delivery Methods: 30 CPE/CMU

\L/:Jr:: Live | Online © Laptop Required 'tg

Mot : -~ “-

Mal This popular mallware analysw»course has Learn Reverse-Engineering Malware: Promo Trailer ! §9Stem
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