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I(CERIK
Neden zararh yazilim analizi ?

Klasik zararh yazilim analizi

Ofansif zararh yazilim analizi

Araclar tizerine

Sonuc
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BEN KIMIM?

Ahlakl Korsan (E.H) Mesai saatlerinde...

Zararh Yazilim Analisti Bos zamanlarimda...

Blog Yazarn http://[www.mertsarica.com

Giivenlik TV http://www.guvenliktv.org

Python Programeisi http://[www.mertsarica.com/programlar

Sertifika Kolleksiyoncusu  CISSP , SSCP , OSCP , OPST , CREA
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MESLEGIM ?

NBG Grup sirketlerinden Finanshank’m Bilgi Teknolojileri
istiraki olan IBTech firmasinda Bilisim Giivenligi Uzmam

(Senior Penetration Tester / Ethical Hacker) olarak
calismaktaymm.

http://www.finansbank.com.tr http://www.ibtech.com.tr

A} FINANSBANK
Bilzce wmiuvnkivn.
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[STATISTIKI BILGILER
2((1).11(21.y111nda giinde 74.000, toplamda 27 milyon zararh yazilim tespit
edildi.

En c¢ok zararli yazilim bulasan sisteme sahip iilkeler arasinda
Tiirkiye, Cin, Kyuzey Kore ve Tayvan’dan sonra 4. sirada yer ald.

Tespit edilen zararh yazilimlardan %99.82°si Windows isletim
sistemi kullanicilarini hedef alda.

Tespit edilen zararh yazilimlardan %76.56s1 truva at1, %81 viriis,
%6.44°1 solucan, %o.72’si reklam/casus yazilimyda.

Android isletim sistemini hedef alan zararh yazilim sayis1 2012
yilinin ilk 6 ay1 ile son 6 ay1 arasinda 5 kat artti.
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GUNCEL HABERLER

Truva at1 zaferi

Asliye Ticaret Mahkemesi, banka
hesaplarinda internet korsanlarinin kurbam
olan Hiilya S.'yi bilgisayarinda yeterli
giivenlik onlemi almadidi ve ‘Truva ati”
viriisii tespit edildigi icin yiizde 50 oraninda
kusurlu buldu. Yargitay bu karari bozarak,
miisterinin ugradigi zarardan yiizde 100
bankayi sorumlu tuttu.

YARGITAY Hukuk Genel Kurulu, (YHGK) hesaplari internet korsanlarinin kurbani olan

Hulya S.'nin ortaya gikan zararinda ylzde 100 bankayi sorumlu tuttu. Yargitay

emsal kararinda, hesaptaki paranin guvenliginden de kot niyetli kisilere karsi

gerekli 6nlemleri almaktan da bankanin sorumlu olduguna dikkat gekti. Kararda,

internet korsanlarinca usulsuz islemle cekilen paranin dogrudan dogruya "banka

zaran” niteliginde oldugu ve mevduat sahibinin bankaya karsi alacaginin aynen devam ettigi de belirtildi.

BANKA ODEMEDI DAVA ACTI

8 Haziran 2005'te, Izmir'de bankaya cuzdanini isletmeye giden Hulya S'nin, internet bankaciig hizmetlerine agik olan
hesaplarindan alti kez para cekildigi ve 16 bin 150 lirasinin Adnan O. adh kisiye havale edildidi anlasildi. Hilya S. parasinin
rizasi ve bilgisi disinda cekildigini belirterek, bankadan paray: talep etti. Ancak, banka parayl ddemedi. Hulya S. internet
korsaninin gektigi 16 bin 150 TL yani sira tasarruf hesabindaki fonun bozuldugu igin ugradidi 442 TL ve hesabi bosaltildidi igin
para tedariki icin harcadidi 68 TL'lik faiz olmak tzere bankaya toplam 17 bin 85 liralik maddi ve 20 bin liralik da manevi
tazminat istemiyle Izmir 8. Asliye Ticaret Mahkemesi'nde dava acti. Mahkeme bilirkisi incelemesi yaptirdi.

TRUVA ATI ViRUSU BULDU

Bilirkisi raporunda, davaci Hulya S'nin bilgisiyarinda yeterli gtivenlik 6nlemi almadigi ve ‘Trojan horse’ (Truva ati) virtisi tespit
edildigi kaydedildi. Raporda, bilgisayarinda virus tespit edilen davacinin da banka gibi ylizde 50 oraninda kusurlu oldugu
savunuldu. Parayi ceken Adnan O. hakkinda da nitelikli dolandiniciliktan dava acildi. Mahkeme 6 Kasim 2008 tarihli karariyla
internet bankaciligi sistemini kullanan kisilerin risk bulundugunu bildigine dikkat cekti ve banka ile birlikte davaciyr da ylzde 50
oraninda kusurlu saydi. Cekilen 16 bin 150 liranin ylzde 50°si 8 bin 75 TL maddi tazminatin bankaca 6denmesine, manevi
tazminat talebinin ise reddine karar verildi.

YUZDE 100 BANKA SORUMLU I

Temyizde, Yargitay 11. Hukuk Dairesi, mahkemenin banka musterisini de yizde 50 kusurlu bulan kararini 3 Mayis 2011'de
oybirligi ile bozdu. Kararda dzetle sdyle denildi: "Bankalar kendilerine yatinlan paralan mudilere istendiginde veya belli bir
vadede ayni veya misli olarak iade etmekle ylkimltdur. Bu tanimlamaya gére mevduat 6ding ile usdlsiz tevdi s6zlesmelerinin
niteliklerini tagiyan kendine 6zgu bir sézlesmedir. Borglar Kanunu hukdmleri uyarinca édung alan akdin sonunda 6diing verilen
parayi eder kararlastinimissa faizi ile iadeye mecburdur. Bu acidan degerlendirildiginde, usulsuz islemle cekilen paralar aslinda
dogrudan dogruya bankanin zararn niteliginde olup, mevduat sahibinin bankaya karsi alacad aynen davam etmektedir.”

Banka zararin tamamini 6desin

MAHKEME, ilk kararinda direndi. Bunun Uzerine dava, 21 Kasim Carsamba gunu YHGK'nin 6niine geldi. Kurul, daval bankanin
paranin guvenligini saglayamadidi, musterisini kéta niyetli kisilerin islemlerine kargi koruyamadidi icin ytizde 100 kusurlu bulan
daire kararini onarken, direnme kararini oygoklugu ile bozdu. Kurul, davac musterisinin hesabindan cekilen paranin yizde
100°Unun 6demesine hikmetti. Kurul karari kesin nitelik tagiyor.

Banka nerelerde kusurlu

- Bu kisilerin eylem ve islemlerine karsi koruyacak etkili mekanizmay: gtivenlik énlemlerini gelistirmedigi,

- Bu onlemleri kullanmayr musterileri icin zorunlu hale getirmedigi anlasildi.

- Bu durum karsisinda davacinin yan oraninda kusurlu oldugu kabul edilerek hukim kurulmasi dogru gérilmemis ve karann
bozulmasi gerekmistir.
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GUNCEL HABERLER

BDDK'dan banka musterilerini hedef alan
“FATMAL” yazilim uyarisi

Bankacihik Diizenleme ve Denetleme Kurumu
(BDDK), Tiirkiye'deki banka miisterilerini
hedef alan, iceriginde zararh “"FATMAL"
yazihmi barindiran e-postalara karsi uyarida
bulundu.

BDDK'nin internet sitesinde yer alan acgiklamaya gore, 19 Aralik 2012 tarihinden itibaren
ozellikle Turkiye'deki banka musterilerini hedef alan, iceriginde zararlh "FATMAL" yazilimi
barindiran ve oltalama (phishing) tabir edilen bir e-posta trafidinin basladigi TUBITAK
BILGEM Siber Guvenlik Enstitlist tarafindan rapor edildi.

Soz konusu e-postalar, bazi telekom operatérlerinden veya havayolu firmalarindan gelen ve iginde fatura bildirimi yapildigi izlenimi
uyandiran bir dosya (.pdf.exe uzantili) tasiyor.

Aciimasi istenen bu dosyanin barindirdid ikinci bir dosya (truva ati) ile de dncelikle bankacilik hizmetleri olmak tzere kullanici
yetkilendirme ve parola bilgilerini calmak amaclaniyor.

Aciklamada, bankacilik hizmetlerinden yararlanan tim kullanicilarin bu tir sahte e-postalara itibar etmeden silmeleri gerektigi,
kurumlarin da saldin tespit sistemlerindeki onlemleri gtincellemelerinin yararl olacad: belirtildi.
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GUNCEL HABERLER

Zeus'lu vurguna polis operasyonu
Habip ATAM / iSTANBUL, (DHA) 22 5ubst 2012 | *A A

5 W Tweetle |15 R+ 2 e-posta

| istanbul Bilisim Suclarla Miicadele Sube
Miidiirliigii ekipleri banka miisterilerinin
internet hesaplarina “"Zeus" adh viriisle

- girerek bosalttigi one siiriilen siiphelilere
operasyon diizenledi. istanbul, Antalya ve
| Kocaeli'de diizenlenen operasyonlarda 18
kisi gozaltina alindi. Sebekenin, 19

- hesaptan 742 bin 206 TL'yi kendi
belirledikleri hesaba aktardiklari 6grenildi

Istanbul Bilisim Suclarla Mucadele Sube Mudurlugu ekipleri, 4 ay dnce virts
gondererek banka musterilerinin internet hesaplarina giren bir sebekeyi tespit et
Yapilan takipte sebekenin ele bashgini Ayhan A.nin yaptidi, sebeke lyesi 2
bilgisayar korsaninin da Rusya’'da oldugu belirlendi. Ayrica sebeke Gyesi 6 kisi ile
hesaplarini sebekeye kullandiran 9 kisi daha tespit edildi. Tespitlerin ardindan 4
guin dnce yapilan operasyonla sebeke elebasinin da aralaninda bulundugu 15
supheli Istanbul'da, 2 stpheli Antalya’da, 1 stpheli ise Kocaeli'de gézaltina alindi

[742 BIN 206 TL PARAYI BELIRLENEN HESAPLARA AKTARDILAR l

Polisin takip ettidi sebekenin Rusya‘daki 2 Turk bilgisayar korsani yardimiyla 19 ayn
hesaptan toplam 742 bin TL'yi belirlenen hesaplara aktardidi tespit edildi. EFT ve
havale yoluyla aktardidi tespit edilen bu paranin 210 bin 772 TL'lik kismina polis
bloke koydurdu. 531 bin 434 TL'sinin bir kisminin Turkiye'deki sebeke tyeleri
arasinda paylasildidi biyuk kisminin ise Rusya’daki bazi hesaplara aktanldid belirtildi.

I"ZEUS" VE "ziTMO" VIRUSLERINI KULLANDILAR I

Sebeke uyelerinin bilgisayardaki internet hesaplarnni ele gegirmek igin genellikle mail yoluyla génderdikleri "Zeus" adh virts
programini kullandiklar belirtildi. Cep telefonu bilgilerini ele gecirmek icin ise sebeke tyesi 2 bilgisayar korsaninin "Zitmo" adl
virtisu kullandiklan égrenildi.

KOMISYON KARSILIGI HESAPLARINI KULLANDIRDILAR

Polisin yaptigi calismada sebeke tyelerinin dikkat cekmesin diye farkl hesaplara para havale ettikleri tespit edildi. Bunun igin
sebeke uyelerinin bankada hesabi olan bazi kisilerle komisyon karsiidi anlastidi iddia edildi. .

GORUNTULER KAMERALARA DA YANSIDI

Yapilan operasyon gériuntuleri polis kameralarina da yansidi. Gorlinttlerde polisin bir adrese agirmesi bir stpheliyi yere
yatirarak gozaltina almasi ve evde arama yapmasi gorultyor. Ayrica sebekenin anlastigi ve komisyon karsihdi hesaplarini
kullandidi iddia edilen suphelilerin bankadan para ¢ekme anlan da banka gtivenlik kameralarina yansidi. O gérintulerde
suphelilerin banka veznesine gelerek para cekme anlan goruliyor.

POLIS UYARDI

Polis, bilgisayar kullanicilarini 6zellikle lisansh yeni surim antiviris programi kullanmalarn konusunda uyardi. Polisin yaptigi
operasyonda gozaltina alinan 18 kisi Caglayan’daki Istanbul Adliyesi'ne sevk edildi.
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GUNCEL HABERLER

‘Hirsiz virus’ alarmi

Nerdun Hacioglu /MOSKOVA 10.08.2012 | *A “A

Siber casus yazilim Flame, Stuxnet ve Duqu
viriislerini ortaya cikartan Rusya’daki
antiviriis laboratuari Kaspersky, simdi de
bankalardan kimlik bilgisi ve para calmaya . X T
baslayan siiper hirsiz "Gauss” viriisii alarmi | : 3 2 -
verdi. ‘

eaninill

Kaspersky sirketinin Moskova’'daki merkezinden basina yapilan aciklamada yeni
Truva ati virtist unlt Alman matematikei Carl Friedrich Gauss adini tasiyor ve
“Gauss” olarak tanimlaniyor. Yazihmin ilk sifreleri gézulduginde bunun da Flami,
Stuxnet ve Doqu viruslerini hazirlayan kisi veya ulke tarafindan hazirlandiginin
tespit edildigini de belirten Kaspersky, "Onceki tic komplike virlis siradan insanlara
zarar vermiyordu. Sadece sabotaj ve sanayi casusludu icin kullaniliyordu.

71,

-t

Ancak yeni bulgu "Gauss” virtisu siber savasin yon dedistirdigini ve gezegenimizde herkesi yakindan ilgilendirdigini
gostermeye basladi. Bu virtis su an Lubnan’daki bankalar adirhkl olmak tzere musterilerin kimlik bilgileriyle hesaplarindan
para calmaya basladi. Truva ati Gauss virtisunu kesfettigimizden beri Libbnan’da 1660, Israil'de 483 ve Filistin topraklarinda
261 kisinin banka hesabi hackland” aciklamasini yaptu.

Kaspersky laboratuan "Gauss” virtistinu etkisiz hale getirmek icin su anda alinacak énlemler Gzerinde calismaya devam
ettiklerini de bildirdi. Nerdun
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FATMAL

Ekteki dosyay1 ¢calistirmayacak kag kisi tanmiyorsunuz ?

© If there are problems with how this message is displayed, click here to view it in a web browser,

From:

o | ]

Ce

Subject: [E=Rirlines Online Ticket - Information Message

| Message g:»‘«uhnes»ltmeravy.pdl‘zlp

Sent: Pzt 24.12.2012 21:52

» &P

A STAR ALLIANCE MEMBER ¥,7

ﬁ Reservation
2&
&

Dear,

Thank you for booking online. Thank you for choosing
Airfines.

You can find your inerary in the attached file.

A7 Pay and Fly... From now on you may use our web
site to pay vour Ticket By Office bookings. Tue. 25 Dec 2012
s 03:52:03 +0800

For online check-in Click here to see your reservation
please click here -_— information.

For rent a car please click here.
To book your hotel . .
: Miles&Smiles members can rent a car
please click here. ortine

0O
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FATMAL

Ekteki dosyay1 ¢calistirmayacak kag kisi tanmiyorsunuz ?

1 Message aFntuu_B-ldmmu,pdl,zxp (36 XB)

From:§ ' |
Sent: Wednesday, December 19, 2012 11:35 AM

To: Cagri Merkezi Insan Kaynaklari

Subject: Fatura Bildirimi

w. I .com.tr/kurumsal

Degerli Musterimiz

Firmaniz Yalgin Kardegler Hal Tek.San.Ve Tic.Ltd e ait 25.11.2012 tarihinde basilan fatura bilgileriniz ekte dikkatinize
sunuimustur. Toplam fatura tutan 1.483,31 TL olup son 6deme tarihi 06.12.2012 dir

Detaylar ekli dosya bulunmaktadir

Odemelerinizi aniagmal oldugumuz banka subelerinden yapabilir, yeni fatura 6demeleriniz icin otomatik odeme talimat
verebilirsiniz.

Bir sonraki ay hesap kesim tarihiniz 25.12.2012 olup son ddeme tarihiniz 07.01.2013 dir

Saygilanmizia
ﬁ lletigim Hizmetleri A.$

8u mesaj bilgitendirme amaciyla gondenimigtir.
Faturalanniz ife iigii soru ve gordgleriniz igin, 444 0 [m—Qisteri Hizmetierini arayabilirsiniz

=l Faturanizi ] Odeme Kanallarini
Hemen Odemek Icin Tiklayiniz Gormek Icin Tiklayiniz
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NEDEN ZARARLI YAZITIM ANALIZI ?

«Diismani tanimak, tehlikeyi bertaraf etmek demektir.»

Fatih Sultan Mehmet

Bir sonraki hedef calisanlarmiz ve/veya miisterileriniz olabilir!

Blil i.?.ayar olaylar1 miidahalesinde acil aksiyon almak i¢in kilit nokta
olabilir.

Basit s1izma girisimleri yerini APT saldirilarma birakti. (NYT)

Gilivenlik yazilimlari/cihazlari/sistemleri zararh yazilimlari tespit
etmekte yetersiz!
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BLACKHOLE vs ANTIVIRUS

Tarih: 22.06.2012

Zararh Site Ziyaret Tarihi URL AV Tespit Tarihi Ulke
18/06/2012 14:33:00 EEST http://bell.madhousedomains.com/Set.jar - Rusya
18/06/2012 14:33:00 EEST http://bowl.taxpainkiller.com/Set.jar - Rusya
11/06/2012 21:10:58 EEST http://tellmeonlygoodnews.org/l/Set.jar - Rusya
11/06/2012 21:10:58 EEST http://diving-pleasure.com/|/Set.jar - Rusya

. http://zhdrzfkzg.changeip.name/images/334857960/c17267280
O AT A2HTE S EET eeb8b395c2abca7085a2944.jar i i

08/06/2012 11:56:06 EEST http://ca.miraclestove.org/Half.jar - Rusya
08/06/2012 11:56:06 EEST http://home-page.ezua.com/Half.jar ) Kazakistan
08/06/2012 11:56:06 EEST http://shop.rxpillcenter.com/Half.jar - Rusya
06/06/2012 19:20:43 EEST http://kioiwrsd.tk/33982.jar 22.06.2012 Rusya
06/06/2012 19:20:43 EEST http://gkiqaue.tk/33982.jar - -
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NELER YAPABILIRIZ ?

Davramigsal (Behavioral) Analizi:
Artisi: Yazilim hakkinda kolay ve kisa siirede bilgi toplanir
Eksisi: Bilgilerin dogrulugum{an emin olmak oldukga giigtiir.

Kod Analizi:
Artisi: Yazilim hakkinda detayli ve dogru bilgi elde edilir.

Eksisi: Zor ve zaman alicidir.

Bellek Analizi:

Artisi: Zararh yazilimin en korunmasiz hali elde edilir.
Eksisi: Bilgilerin dogrulugundan emin olmak oldukga giictiir

Ofansif Analiz:
Artisi: %dman bilgiler tespit edilebilir.

Eksisi: Deliller istenmeden karartilabilir.
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LAB 101

Fiziksel Makine:
Yiiksek maliyet, Kullanim zorlugu vs Anti VM kontrolleri

Sanal Makine:
Diisiik maliyet, Pratik kullanim vs Anti VM kontrolleri

Her iki durumda da uretim ortamindan izole edilmelidir.
Sanal makine kullanilacak ise Host Only Networking kullanilmalidir!

Sanal makine uygulamasimin yamalar: giincel olmalidir!

VMWare Tools ve eslenikleri kaldirilmalidar!
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DAVRANISSAL ANALIZ

Cevrim Dis1 Analiz:

[zleme araclar: sanal makineye kopyalanir ve ¢calistirilir.

Zararh yazilim sanal/fiziksel makineye kopyalanir ve calistirilir.
Zararh yazilim ve izleme araclar: sonlandirilir.
Kayitlar incelenerek siipheli hareketler tespit edilir.

Popiiler Araclar: Process Monitor, Process Explorer, Wireshark,
CaptureBat, Cuckoo Sandbhox

Cevrim I¢i Analiz: ThreatExpert, Anubis, Malwr, VirusTotal
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il et |

Duncoce Maonikos _ Co.

kpcaWresha

View Go Cepture Analyze Statistics Telephony Tools Internals Help

Bages BEEXRE  AedsnT L Bleaaan #®m % 8 -

riilea e eniea il [+] Bxpression.. Ciear Apply Save 1
No. Time Source Destination Protocol Length Info . ]

1017 148.225493192.168.159.129 539 109 TCP 54 availant-mgr > http [ACK] Seq=318 Ack=216365 Win=64240 Len=0

1018 148.268489 5.39.109.11 192.168.159.129 TCP 1514 [TCP segment of a reassembled PDU]

1019 148.268511 5.39.109.11 192.168.159.129 TCP 1514 [TCP segment of a reassembled PDU]

1020 148.268526 5.39.109.11 192.168.159.129 TCP 606 [TCP segment of a reassembled PDU]

1021 148.268603 192.168.159.129 5.39.109.11 TCP 54 availant-mgr > http [ACK] Seq=318 Ack=218377 Win=64240 Len=0

1022 148.268729192.168.159.129 5.39.109.11 TCP 54 availant-mgr > http [ACK] Seq=318 Ack=220389 win=64240 Len=0

1023 148.268832 5.39.109.11 192.168.159.129 TCP 1514 [TCP segment of a reassembled PDU]

1024 148.268844 5.39.109.11 192.168.159.129 TCP 362 [TcP segment of a reassembled PDU]

1025 148.269046 192.168.159.129 5.39.109.11 TCP 54 availant-mgr > http [ACK] Seq=318 Ack=222157 wWin=64240 Len=0

1026 148.270670 5.39.109.11 192.168.159.129 TCP 1514 [TCP segment of a reassembled PDU]

1027 148.270694 5.39.109.11 192.168.159.129 HTTP 927 HTTP/1.1 200 OK (text/html)

1028 148.270826192.16 59. - i =
2 52865 192. 165,15 - : I —————————————————

»
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[truncated] \000\000\000\001\000\000\000%createwire*\000\021\0001000\000\0q hitch. com®, - o ... cnbse
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[truncated] \000\000\000\001\000\000\000%cashman*\000\025\0001000\0001001\q

01,031,000,0001,000%,0011,0001,0001,000*secure. fundsxpress. com*\ 000"

“createWire*......... “createcorpwire*......... *busi S netbankersﬂ us. com 01,000),0011,0001,000\,000%0onTinencr . com*\000)034\,0001,000\0001,001\0

1,0001,0001,0001,0011,000\,000',000% i netbanker *\000\022\000\,0001,000\,001\,0001,000\0q K/é:ﬁ;‘{zg/f””ds""re“ COmE Ao SfEstbanks. com/oib 1,0001,000\,000%hbproxy. exe*\000\n

\000\0001,000\00110001000\000*/inets,/*\000\017000\000\0001,001\000\000\000%s{ | | |77 " «cashman*......... *.onlineaccessl. com*. . . *Pres_WA_Wires*......... *onli nenc

[truncated] \000\000%000%001\000\000\000%svbconnect*\000\031\000\000\000\00| | r.com*......... *bankonTine. umpquabank com* “g'l obalink.Teumiusa.com*......... 001,0201,000%,000,0001,001\000000,000%hi11sbank. com*\000'b\ 00000

[truncated] \000\000000001\000\000\000%bxs. com*\000\032\000\0001000,001\0}} | Y- Stateitreet Co“‘** 5" te-secure. com/TekpPortfolio*. - - 01,017,000000000,001'000'000',000*checkgateway*\ 00002700000

[truncated] \000\000\0001001\000\000\000%tdbank. com*\000\0241000%000\000\0q . *“inetbanker -*secure.ally.com*......... *unitedbankwi.com*......... hbpro \000\,0001,0011,0001,000\,000%ingbank. com. tr *\000\,020\,0001,0001,000\0

[truncated] \000\000\000\001000\000\000*akbank. com*\000\024000\000\000100 " */inets/*. xcmse,.very 00\,0001,0001,0011,000\,0001,000*yapikredi. com. tr*\000\0221000\000\0

[truncated] \000\000%000000000%000%000%f11ckr. com*\000\022%000\000%000"00 *svbconnec LCom*. . ..ala.s *scottvalleybank. com \,000,0021,000%,000%,000"222#"000',000%000%,000%,0001,000) 000,000,000

Y/

\t\r\n 5 "h'lﬂsbank com®. 3 B S “ /olbb/

\t.initialtext{\r\n S XCULCOM™ . o vnsvnns cu. org' . "payhnks cunet.org®......... *1stunitedbank

il Tor:#555:\r\n e *paylinks. cunet.org*.: *achworks. Com*. ........ *bankonTine. sboff. com

\\:;0 gr. " ilr \”\ 3 . *bankofbermuda. com:l‘ ......... *tdcommercialbanking.|

\tfont-size:1lpx;\rin .*solutions-

\tfont-family:verdana; \r\n corporate. com* *cbbusinessonTine. com. .*checkgateway®......... *constitut

\THr\n ioncorp.org*. . . *corporate. epfc. com* *epd. uscentral. org* ......... *centralb

\e\ry ank. net* *smpirebank, com® *allsouth nrn*

\t PR | *tdbank. com“ . *finansbank. com. tr“ ......... *ingba

\t#top{\r\n nk. com. tr* SCOM.Tr*....v... es. o4
e — e | | BEE S i *kuveytturk. com. tr* ......... §

*ya|
ikredi *halkbank.com.tr¥......... m* *twitter. com

0000 00 Oc 29 75 0d 93 00 50 56 fe 8a c8 08 00 45 00 ,,f-| Kk 2g99¢ 7 o % *bankof -
0010 03 91 65 ce 00 00 80 06 ff 3c 05 27 6d Ob cO a8 - ickr. com 1v§]ourna O T .- - *banko
0020 OF 81 00 50 04 62 47 08 d7 f2 b8 42 58 f2 50 18 america. com/cgi- bm/“ﬁotowe'lcome B sete X#. </head><body >. <sty1e type="text/ v

< T ] »

-1 0040 64 41 53 43 4c 4a 4a 6d 4d 79 4e 53 7c 7d 62 58  dASCLIIm MyNS|}bx

0050 53 4F 73 7d 51 7c 6c 5a 6C 58 53 4f 4f 47 7e 7c  S0s}Ql1Z 1XS00G~| Entire conversation (224806 bytes) =
0060 41 7c 67 4c 32 44 4F &1 7c e >d 6c 49 7e 45 41 Algirooa 1l1zea

0070 67 47 6d 64 7f 68 de Se 5C 66 4a 5¢ 7C 5a 65 4 md. iNA \F7\|Ze0 = S ® ‘

0080 68 7e 66 7f 41 71 51 43 59 7f 79 5d 59 68 42 7| ?wf .AgQC Y.y1YhB{ [ g [ sevens ][ eint e Eenie fieump ChArays HET

0090 63 6f 60 60 5c 6c 62 6c 6e 6f 44 5c 67 47 4d 49 “\1b1 noD\gGMI
00a0 5a 5e 6¢c 4d 7f 52 49 47 78 71 53 69 53 41 47 59 ZA1M.RIG S15AGY
00b0 52 6c 61 4c 58 7c 6f 7a 44 5b 5b 7a 73 7d 44 45 RlaLx|oz D[[zs}DE
00cO0 73 44 60 Se 49 52 5e 60 59 72 6a 4a 6a 65 59 4a SD AIRA Yrjljeyl
00d0 4f 45 5c 48 4c 5a 43 48 63 78 58 7a 4d 4f 5d 46 OE\HLZCH cxXzMO]F
00e0 6c 7f 79 6a 68 5c 7e 5d 45 6a 6d 6¢ 5d 7e 6¢c 66 1.yjh\~] Ejm1]~1f
00f0 4c 4a 61 48 68 4d 5a 5e 7b 59 51 58 53 73 7f 4a LJaHhmMzA {YQXss. ]
0100 44 69 68 71 69 6f 71 47 73 62 62 51 7e 41 7f 7d DihgiogG sbbo~A.} X

Frame (927 bytes) | Reassembled TCP (224489 bytes) | De-chunked entity body (224252 bytes) ‘

Filter Out This Stream | | Close ]
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231 Duncace

Fi Edit  View ay ls
Io Back ~ (g ~ ? ‘ 7 ! Search Folders ‘ x n‘ Ev

il et |

Address I_l C:\Documents and Settings\AdministratoriDesktopFatura Bildirimi 496021, pdfiFatura Bildirimi 496021 .pdf

Name ] Size | Type = |Date Modified I

EFatura Bildirimi 609980, pdf . exe 37KB  Application 24,12,2012 09:20

=10l x|

"12/3/2013 9:2:9. 500 "process”, "created”, "C:\WINDOWS\explorer.exe", "C:\Documents and -
Sett1ngsé?dm1n1strator\Desktnp\Fatura Bildirimi 496021. pdfyFatura Bildirimi 486021.pdf\Fatura Bildirimi
609080 pdf. exe

"12/3/2013 9:2:9.593", "process”, "created", "C:\Documents and Settings\administrator\Desktop\Fatura Bildirimi
496021. pdf\Fatura Bildirimi 496021.pdf\Fatura Bildirimi 609980.pdf.exe", "C:\Documents an
settingshadministrator\pesktop\Fatura Bildirimi 496021.pdf\Fatura Bildirimi 496021.pdf\Fatura Bildirimi
609980. pdf. exe"

"12/3/2013 9:2:9.640", "file", "write", "C:\Documents and Settings’\administrator\Desktop\Fatura Bildirimi
496021, pdf\Fatura Bildirimi 496021, pdf\Fatura Bildirimi 609980. pdf.exe", "C:\Documents and sSettings\all
Users\svchost.exe"

"12/3/2013 9:2:9.640", "registry”, "setvalueKkey", "C:\Documents and Settings\administrator\Desktop\Fatura Bildirimi
496021, pdf\Fatura Bildirimi 496021, pdfyFatura Bildirimi
609980. pdf. exe", "HKLM\SOFTWARE M1 crosof t\windows\Currentversion\Run\sunlavaupdatesched"

"12/3/2013 9:2:9.687", "process”, "created", "C:\WINDOWS\system32\svchost. exe", "C:\WINDOWS\system32\rund1132. exe"

‘ "12/3/2013 9:2:10.500", "file", "write", "System", "C:\Documents and Settings\all Users\svchost.exe"

"12/3/2013 9:2:42.687", "process”, "terminated”, "C:\WINDOWS\system32\svchost. exe", "C:\WINDOWS\system32\rund1132. exe"

"12/3/2013
9:2:42.671", "registry”, "Deletevaluekey", ”C:\WINDOWS\s%stemZZ\rund'l 132. exe", "HKLM\SYSTEM\Controlset001\services\share
daccess\Parameters\Firewallrolicy\standardprrofiletauthorizedapplicationsiList\C:\Documents and

Sett1ngs\Adm1n1strator\Desktop\Fatura Bildirimi 496021.pdf\Fatura Bildirimi 496021.pdf\Fatura Bildirimi
609980, pdf. exe

"12/3/2013
9:2:42.671", "registry"”, "setvaluexkey", "C: \WINDOWS\sKstemZZ\rund'I'|32 exe", "HKLM\SYSTEM\Controlset001\services\sharedac
cess\Parameters\F1rewaTTP011cy\StandardProf11e\Aut orizeda pT1cat10ns\L1st\c \bocuments and
Sett1ngsé?dm1n1strator\Desktop\Fatura Bildirimi 496021. pdngatura Bildirimi 496021. pdfyFatura Bildirimi

- 609980, pdf. exe

"12/3/2013 9:3:5.875", "process”, "created", "C:\WINDOWS\explorer.exe", "C:\WINDOWS\system32\notepad. exe"

"12/3/2013 9:3:5.921", "file", "write", "C:\wINDOWS\explorer.exe", "C:\Program
Files\Capture\logshdeleted_files\c\pocuments and Settingshadministrator\Recent\thy.txt.Ink"

12/3/2013 9:3:5.937","file", "Delete", "C: \WINDows\exp1orar exe", "C:\bocuments and
n

settingshadmini stratnr\Recent\t hy.txt.

"12/3/2013 9:3:5.937","file", "write", "C: \WINDOWS\exp10rer exe", "C:\Documents and

Sett1ngs\Adm1n1strator\Recent\thy Txt. nl

ot C:\WINDOWS' system32\cmd.exe - CaptureBAT.exe -c -n -l c:\thy.

Collectlng modified flleg
Capturing network packet
: Logging system events to c:\thy. txt

already loaded: CaptureRegistr

filter driver: CaptureFileMonitor
Creating network dumper
Loading network packet dumper

network adapter found 192. 168 281 128

EAGKESEGEAS==
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1. General Information

- Information about Anubis' invocation
Time needed: 82s
Report created: 12/24/12, 13:47:04 UTC
Termination reason: All tracked processes have exited
Program version: 1.76.3886
2. Turkish-Ai.exe

- General information about this executable
Analysis Reason: Primary Analysis Subject
Filename: Turkish-Ai.exe
MDS: c7c39fealbe34ds67bss6fd155dcar7a
SHaA-1: 9883922c5d1dd23494dbS8effa3098046e25164f
File Size: 37376 Bytes
Command Line: "C:\Turkish-ai.exe"
Process-status at analysis end: dead
Exit Code: 0

- Load-time Dlls
Module Name Base Address Size
CWINDOWS system32intdll.dll 0x7C300000 0x000AF000
CAWINDOWSsystem32ikernel32.dII 0x7C800000 0x000FG000
CWINDOWShsystem32ymsvert.dll 0x77C10000 0x0005S8000
2.a) Turkish-Ai.exe - File Activities

- File System Control Communication:
File Control Code Times
C:\Program Files\Common Filesy 0x00090028 i
2.b) Turkish-Ai.exe - Other Activities

- Windows SEH exceptions:
Description Times
Exception 0xc000000S (STATUS_ACCESS_VIOLATION) at 0x401121 1

v
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#& putoruns [ADM-83EC8C72385" Administrator] - Sysinternals: www.sysinternals.com
File Entry Options User Help

FEEYEY

™= Image Hijacks | |5 Applnit | %! KnownDLLs I ﬂ Winlogon I t"* Winsock Providers | 24 Print Monitors I ’i} LSA Providers | '} Network Providers I
&7 Everything ~_'3é Logon I 4 Explorer | & Intemet Explorer I 1“1 Scheduled Tasks I % Services l 2 Drivers | Codecs | ™ Boot Execute I

Autorun Entry | Description | Publisher ] Image Path

@‘ HKLMASOF T'WARE \Microsoft\WwindowshCurrentersion\Run
Adobe ARM Adobe Reader and Acrobat... Adobe Systems Incorporated  c:\program fileshcommon fileshadobe\arm'1.0%adobearm.exe

| Sun)avallpdat... c:\documents and settingshall users\svchost.exe

ﬁ Viware Tools  VMware Tools tray applicati... YMware, Inc. c:\program files\vmware\vmware tools\vmwaretray.exe

‘ﬁ Viware User ... YMware Tools Core Service  YMware, Inc. c:h\program files\vmwarehvmware toolshvmtoolsd.exe
ﬁ HKLMASOFT'WARE \Microsoft\Active Setuphinstalled Components

[ Address Book 6 Outlook Express Setup Libr... Microsoft Corporation c:\program files\outlook expresshsetup50.exe

[ Microsoft Outlo... Dutlook Express Setup Libr... Microsoft Corporation c:\program fileshoutlook expresshsetupbl.exe

ﬁ HKCUAS oftware\Microsoft\Wwindows\Currentt/ersion\Run

< |

i svchost.exe Size: 3BK
h Time: 24122012 09:20

C:\Documents and Settings\all Users\svchost.exe

ﬁ') Google Update Google Installer Google Inc. c:\documents and settings\administratorslocal settings\application datatgooalehupd

Ready. | ‘Windows Entries Hidden.
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=) Prnrm:c Mnnitar - Qusinter _imil xI1 | |
-8 x|
File Edit Event Filter Tools Options Help
SH | ABE [ vA® B #5 | [#Biam .
ime ... | Process Name |__PID] Operation [ Path [ Fiesut [ Detai AX
SiTurkishdifines-ltinerary.pdf.exe 2320 @ ReaOpenKey  HKLM: dows NTAC Diagnosti NAME NOT FOUND Desired Access: Read
T Turkish-Airines-ltinerary. pdf.exe 2320 @%RegOpenkey  HKLM i indows NTACt i File Execution Options\msvert.dil NAME NOT FOUND Desired Access: Read
T Turkish-itines-tinerary. pdf.exe 2320 @%Realpenkey  HKLM' I indows NTACy i File Execution Options\wS2HELP.dll NAME NOT FOUND Desired Access: Read
T Turkish-didines-ltinerary. pdf.exe 2320 @¥RegOpenkey  HKLM i indows NTACt i File Execution Optionsws2_32.dll NAME NOT FOUND Desired Access: Read
T Turkish-itines-tinerary. pdf.exe 2320 @¥ReaOpenkey  HKLM' I indows NTACy i File Execution Optionsintdll.dil NAME NOT FOUND Desired Access: Read
T Turkish-itines-ltinerary. pdf.exe 2320 @4 ReaOpenkey  HKLM: indows NTACy File Execution Dptlons\kemelBZ di NAME NOT FOUND Desired Access: Read
T Turkish-itines-tinerary. pdf.exe Sk CreateFile C:\Documents and Settings\Administrator\Desktop'Fatura Bildirimi 436021, pdi\Turkish-Aidines-ti pdfsTurkish-Airines-ti .pdf.exe SUCCESS Desired Access: Generic Read, Disposition: Open, Options: Sequential Access, Synchronous 10 Non-Alert, Non-...
T TurkisheAiines-ltinerary. pdf.exe ..C:ADocuments and Settings\Administrator\Desktop'Fatura Bildirimi 436021, pdf\Turkish: Iti pdf\Turkish-Aitines-ti pdf.exe SUCCESS Attributes: 4, ReparseT ag: 0x0
T Turkish-itines-tinerary. pdf.exe ..C:A\Documents and Settings\Administrator\Desktop\F atura Bildirimi 496021 pdf\Turkish-Airlines-Iti pdf\Turkish-Airines-t .pdf.exe SUCCESS AllocationSize: 40.960, EndOfFile: 37.376, NumberOfLinks: 1, DeletePending: False, Directory: False
T Turkish-Aiines-ltinerary. pdf.exe C:\Documents and Settings\administrator\Desktop\F atura Bildirimi 436021, pdi\Turkish-Aitines-ti pdf\Turkish-Airlines-lti pdf.exe SUCCESS CreationTime: 24.12.201213:23:41, LasthccessTime: 15.03.2013 14:22:30, LastwiiteTime: 24.12.2012 03:20:5,
... TITurkish-Airines-ltinerary. pdf.exe ... C:ADocuments and Settings\Administrator\Desktop\F atura Bilditimi 436021, pdi\Turkish-Aidines-ti pdf\Turkish-Airines-ti .pdf.exe SUCCESS 0: :$DATA
Tl Turkish-itines-tinerary. pdf. exe C:ADocuments and Settings\Administrator\Desktop'F atura Bildirimi 436021, pdf\Turkish-Airlines-It pdf\Turkish-dirlines-It pdf.exe SUCCESS CreationTime: 24.12.201213:23:41, LastAccessTime: 15.03.2013 14:22:30, LastwiiteTime: 24.12.2012 03:20:5.
"~ Turkish-difines-ltinerary.pdf.exe C “Documents and SElhngs\Adm\mslvalav\Desklop\Falula Bildirimi 436021. pdf\Turkish-Airines-ltinerary. pdf\T urkish-Airines-tinerary. pdf.exe SUECESS EaS ize: 0
u g s | &
T Turkish-didines-ltinerary. pdf.exe C:AD ocumenls and Selhngs\AH Usevs SUCCESS Deswed Access: ynchvomze Disposition: Dpen Options: Directory, Synchvonous 10 Non-Alert, Upen For Backi
T Turkish-irines-tinerary. pdf.exe C:\Documents and Settings\All Users SUCCESS
T Turkish-dirines-ltinerary. pdf.exe .. C\Documents and Settings\all Users\svchost.exe SUCCESS FileSysteméttributes: Case Preserved, Case Sensitive, Unicode, ACLs, Compression, Named Streams, EFS, Obje...
TTurkish-irines-tinerary. pdf.exe “\Documents and Settings\All Users\svchost exe SUCCESS CreationTime: 15.03.2013 14:22:30, LastAccessTime: 15.03.2013 14:22:30, LastwiiteTime: 15.03.2013 14:2:
I Turkish-ifines-ltinerary. pdf.exe 2320 A Queryitributel... C:\Documents and Settings\Administrator\Desktop\F atura Bildirimi 496021, pdf\Turkish-Aidines-lti pdf\Turkish-Aitines-ti .pdf.exe SUCCESS FileSystemAttributes: Case Preserved, Case Sensitive, Unicode, ACLs, Compression, Named Streams, EFS, Obie...
TTurkish-ifines-tinerary.pdf.exe 2320 2k SetEnd0fFileln... C:\Documents and Settings\all Usershsvehost exe SUCCESS EndOifFile: 37.376
I Turkish-itines-ltinerary. pdf. exe CreateFileMapp... C:\Documents and Settings\Administrator\Desktop\Fatura Bildirimi 438021, pdf\Turkish-Ailines-Iti pdfiTurkish-Airines-ti pdf.exe SUCCESS SyncType: SyncTypeCreateSection, PageProtection: PAGE_READONLY
TiTurkish-itines-tinerary. pdf.exe =A QueryStandardl... C:ADocuments and Settings\Administrator\Desktop\Fatura Bildirimi 436021, pdf\Turkish-Aidines- It pdfvTurkish-Airines-ti .pdf.exe SUCCESS AllocationSize: 40.960, EndOfFile: 37.376, NumberOfLinks: 1, DeletePending: False, Directory: False
T Turkish-itines-tinerary. pdf.exe FiletMapp...C:\Documents and Settings\Administrator\DesktophF atura Bildirimi 496021 pdf\Turkish-Airines-It pdf\Turkish-dirlines-ti pdf.exe SUCCESS SyncType: SyncTypeOther
... "I Turkish-4irines-ltinerary. pdf.exe WriteFile C:\Documents and SettingshAll Users\svchost exe SUCCESS Offset: 0, Length: 37.376
T Turkish-itines-tinerary. pdf.exe ReadFile C:ADocuments and Settings\Administrator\Desktop\Fatura Bildirimi 436021, pdf\Turkish-Airlines-It pdf\Turkish-dirlines-It pdf.exe SUCCESS Offset: 32.768, Length: 4.096, 170 Flags: Non-cached, Paging I/0, Synchronous Paging 1/0
... “ITurkish-Aidines-ltinerary. pdf.exe SetBasiclnform... C:\Documents and Settings\All Usershsvchost exe SUCCESS CreationTime: 01.01.1601 02:00:00, LasticcessTime: 01.01.1601 02:00:00, LastwiiteTime: 24.12.2012 09:20:5...
i Turkish-Aitines-ltinerary. pdf. exe CloseFile C:ADocuments and Settingsi\Administrator\Desktop\F atura Bildiimi 496021, pdfTurkish-Airines-lti pdfTurkish-Aifines-t pdf exe SUCCESS
< -'WTulklsh Aitlines-ltinerary. pdf. exe CloseFile C:ADocuments and SettingshAll Users\svchost exe SUCCESS
:... 1 Turkish Auhnes ltinerary. pdf.exe C:\Documents and Settings\Administrator\Desktop'Fatura Bildirimi 436021, pdf\Turkish-Aidines-ti NAME NOT FOUND Desired Access: Wite Attributes, Synchronize, Disposition: Open, Options: Synchronous 10 Non-Alert, Open Rep...
HKLMASOFTWARE \Microsoft\Windows\CurrentVersion\Run SUCCESS
H
df. SetEndOfFilelnf... C:\WIND OWS\system32\confighsoftware. LOG SUCCESS
jTulleh visirlines-ltinerary. pdf.exe 2320 2k SetEnd0iFilelnf... C:AWINDOWS \system32\confighsoftware LOG SUCCESS EndOfFile: 8.132
... I Turkish-idines-ltinerary. pdf.exe 2320 A SetEndDfFilelnt...C:\WINDOWS\system32\confighsoftwareLOG SUCCESS EndOfFile: 16.384
... TITurkish-irines-ltinerary. pdf.exe 2320 Bk SetEnd0fFilelnf... C:AWINDOWS \system32\confighsoftware LOG SUCCESS EndOfFile: 20.480
T Turkishiitines-tinerary. pdf. exe 2320 ‘HegEloseKey HKLM\SUFTWAHE\Mlclcsolt\Wlndows\Eunenl\lelslon\ﬂ un SUCCESS
... I Turkish-Airines-ltinerary. pdf.exe 2320 @%Realpernkey  HKLM' miCurrentControl! 2\Parameters SUCCESS Desired Access: Maximum Allowed
S Turkishdifines-ltinerary.pdf.exe 2320 @& Regluenialue HKLM\System\CurientControl \P; _Registry_Version SUCCESS Type: REG_SZ, Length: 8, Data: 2.0
T Turkish-ifines-ltinerary. pdf.exe 2320 @4Real lue  HKLM miCurrentControl! i 1Sock_Registry_Version SUCCESS Type: REG_SZ, Length: 8, Data: 2.0
S Turkish-difines-ltinerary.pdf.exe 2320 @ ReaOpenkey  HKLM: urrentC \Pasameters\Protacol Cala\agﬁ SUCCESS Desired Access: Maximumn Allowed
TiTurkish-ifines-ltinerary. pdf.exe 2320 @ReqQu lue  HKLM urrentControl i ParametersiPr Q! ial_Access_Num SUCCESS Type: REG_DWORD, Length: 4, Data: 7
i Turkisheditines-ltinerary.pdf.exe 2320 @& Real l HKLM\System urrentControlSet\Ser inSock \Pauameters\Protu:u\ Cata\uga\SenaI Access_Num SUCCESS Type: REG_DWORD, Length: 4, Data: 7
T Turkish-Airines-ltinerary. pdf.exe 2320 @%RegOpenkey  HKLM miCurrentCe ISet! i Parameters\Pr |_C: NAME NOT FOUND Desired Access: Maximum Allowed
iTurkisheditines-ltinerary.pdf.exe 2320 @& Real lue HKLM\SystemCurrentControlSet\Servi k \Pauameters\ontu:u\ Cata\aga\N ext_Catalog_Entry_ID SUCCESS Type: REG_DWORD, Length: 4, Data: 1016 L
I Turkish-ifines-ltinerary. pdf. exe 2320 @4ReqQuerialue HKLM' emi\CurrentControl! Parameters\Protocol_Catalog 1_Catalog_Entries SUCCESS Type: REG_DWORD, Length: 4, Data: 13
TiTurkish-itines-tinerary. pdf.exe 2320 @ Realpenkey HKLM\Sy:tem\CuuentCnntm\Sel\Savvlce:\WlnS ock2\Parameters\Protocol_Catalog3'Catalog_Entries SUCCESS Desired Access: Maximum Allowed
T Turkish-ifines-ltinerary. pdf.exe 2320 @4ReqOperkey  HKLM! em’\CurrentCi I ocol_Catalog9iCatalog_Entries\000000000001 SUCCESS Desired Access: Read
T Turkish-ifines-tinerary.pdf.exe 2320 @¢Reql lue  HKLM miCurrentC I v Z\Pavamelsrs\Pvulucﬂ I_Catalog3'Catalog_Entries\0000000000014PackedCatalogltem BUFFER DVERFL... Length: 144
T Turkisheitines-tinerary. pdf.exe 2320 @4Reql uery\/alue HKLM em'CurrentControl F ol_Catalog9iCatalog_Entries\000000000001\PackedCatalogltem BUFFER OVERFL... Length: 144
... “ITurkish-Airines-ltinerary. pdf.exe 2320 @Real HKLM miCurrentControl! i P (i |_Catalog9\Catalog_Entries\0000000000014PackedCatalogltem SUCCESS Type: REG_BINARY, Length: 888, Data: 2553797374 56D 52 6F 6F 74 255C 737373
T Turkish-itines-tinerary. pdf. exe HKLM em'CurrentControl AP rotocol_Catalog34Catalog_Entries\000000000001 SUCCESS /
- T Turkish-dirlines-tinerary. pdf.exe 2320 @¥RegOpenkey  HKLM miCurrentCe I TV Parameters\Pr |_Catalog3\Catalog_E ntries\000000000002 SUCCESS Desired Access: Read .—'
T Turkish-itines-tinerary. pdf.exe 2320 @ ReqluenValue HKLM emd\CurrentC “Parameters\Protocol_Catalog3'Catalog_Enties\000000000002\PackedCatalogltem BUFFER DVERFL... Length: 144
T Turkish-Airlines-ltinerary. pdf.exe 2320 @¥RegQuenalue HKLM miCurrentCe I i Parameters\Pr |_Catalog3Catalog_Entries\000000000002\PackedCatalogltem BUFFER OVERFL... Length: 144
T Turkish-Aitines-ltinerary. pdf. exe: 2320 @ RegQl l HKLM\System urrentC ISet\Sel i \Parameters\Protocol_Catalog3'Catalog_Entries\000000000002\PackedCatalogltem SUCCESS Type: REG_BINARY, Length: 888, Data: 25537973 74 656D 52 6F 6F 74 255C 737973
i Turkishiitines-tinerary. pdf. exe 2320 @%RegCloseKey  HKLM miCurrentC ISet! i Parameters\Pr |_Catalog3\Catalog_E ntries\000000000002 SUCCESS
TTurkish-itines-tinerary. pdf.exe 2320 @¢Realpernkey  HKLM' miCurrentC I i i k2\Parameters\Protocol Cala\aga\l:atalng_Enllies\000000000003 SUCCESS Desired Access: Read
T Turkish-ifines-ltinerary. pdf.exe 2320 @4 Read lue  HKLM emh\CurrentCi ISet Parameters\Protocol_Catalog\Catalog_E talogltem BUFFER OVERFL... Length: 144
TTurkish-itines-tinerary. pdf.exe 2320 @Reql lue  HKLM miCurrentControl! \Parameters\Protocol Cala\ugS\CataIDQ_Enlv|es\UUUUUUUUUUU3\PackedCatangItem BUFFER DVERFL... Length: 144
... I Turkish-idines-ltinerary. pdf. exe 2320 @ ReqQuenalue HKLM: emi\CurrentContre i i EE ocol_Catalog9iCatalog_| talogltem SUCCESS Type: REG_BINARY, Length: 888, Data: 25537973 74 B56D 52 6F BF 74 255C 737373
... "I Turkish-Airines-ltinerary. pdf.exe 2320 @¥ReaCloseKey  HKLM' miCurrentControl! i \P: ( |_Catalog3\Catalog_Entries\000000000003 SUCCESS
S Turkishdifines-ltinerary.pdf.exe 2320 @ ReaOperKey  HKLM\System\CurientContol ocol_Catalog3iCatalog_Enties\000000000004 SUCCESS Desited Access: Read
.. “ITurkish-Aifines-ltinerary. pdf.exe 2320 @%Reall lue  HKLM mi\CurrentControl! i Parameters\Pr |_Catalog3\Catalog_Entri kedCatalogltem BUFFER DVERFL... Length: 144 v
Showing 708 of 68.790 events (1.%) | Backed by virtual memory
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i Turkish-airlines-Itinerary.pdi ( D"" n

Image | Performance I
Threads TCP{IP

[V Resolve addresses

R
TCP

Local Address

adm-83ec8c72385:500)

|

Thread stz

] System Idle Process
B ] System
“interrupts

& Process Monitor - Sysinternals: www
Event

File

Edit

Filter

Tools Options  Help

=10l x|

ABE | v AG | B #4% | Z2B/AzW

| Time... | ProcessName | PID| Operation | Path | Result | Detail |_;
| 14:22.... =Turkish-ditines-.. 3584 &% Process Start SUCCESS Parent PID: 1520, ... __|
14:22.... T lTurkish-dilines-.. 3584 &% Thread Create SUCCESS Thread ID: 3284
14:22.... " ITurkish-dilines-.. 3584 BQuelyNamelnfo... C:A\Documents and Settingshadministrat... SUCCESS MName: \Document...
14:22.... " ITurkish-dilines-.. 3% (Ol x| se: 0x400...
14:22.... T ITurkish-dilines-.. 3¢ - = se: 0x7cS...
14:22.... " ITurkish-dilines-... 3¢ ocument...
14:22... S Tukish-didines-... 3% Column: | Company = ccess: G...
14:22.... T ITurkish-dilines-.. 3% Size: 4.0...
14:22.... T Turkish-difines-.. 3 | Value Count Length: 3...
14:22.... T ITurkish-dilines-... 3¢
14:22.... "Turkish-ditines-.. 3¢ | Microsoft Corpora... 9524 ceess: R...
14:22.... "jTukish-diflines-.. 3¢ | ThinPrint AG 6468 eationTim...
14:22... SiTurkishdidines-.. 3 | YMware, Inc. 223 SCTL_FI...
14:22.... " ITurkish-dilines-... 3% ccess: R...
14:22.... Tl Turkish-dilines-... 3¢ EXEC.BA...
14:22.... " ITuikish-dilines-... 3¢
14:22.... T iTuikish-dilines-... 3%
14:22.... T ITurkish-dilines-... 3% coess: R...
14:22.... " ITurkish-dilines-... 3% 2: Admini...
14:22.... T JTurkish-dilines-.. 3¢
14:22.... T ITurkish-dilines-.. 3¢
14:22.. ;_ Turkisheaitines-... 3% by ple_dlick an item to Filter on that value. ccess: R
14:22:... | Tukish-dirlines-... 3% 2 .gem, ...
14:22.... T ITurkish-dilines-.. 3% d ;
14:22... | Turkish-aifines-.. 3¢ L‘ Hiee e dose | o
14:22.... T ITurkish-dilines-... 3% - Access: R...
14:22.... " ITurkish-dilines-.. 3584 A QueryDirectory  C:\Documents and Settings\Administrat... SUCCESS 0:.,1: ... 2 Acunet...
14:22.... " ITurkish-dilines-.. 3584 Bh QueryDirectory  C:\Documents and Settingsi\Administrat... NO MORE FILES
14:22- ™ Tukish-didines- 204 R CloseFile C-A\Documents and Settinas\ & dministeat— SUICCFSS e
Showing 708 of 68.790 events (1.%) [ Backed by virtual memory /AI

I
E -0l x|

Environment | Strings I
aph | Disk and Network I

ubject)

sktopiFatura Bil  Explore
EskkopiFatura Bildirimi 496

sktopiFatura Bildirimi 496C

Explore

Bring to Front

Kill Process

B
b
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E;’ Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter | Tools Options Help

=10l x|

REAENENED

] = & | % B FSystem Details...

Time ... | Process Name Process Tree...

:igg : E:E:EIZ:EEE Process Activity Summary...
14:22.. WExplorerExg  File Summary. .

14:22.... "JExplorerEXE ~ Registry Summary...
14:22.... "JEuplorerEXE  Stack Summary...

14:22... :?1 E=plorer.EXE Network Summary. ..
14:22.... '¢ExplorerEXE  Cross Reference Summary. ..
14:22:... ¢ Explorer EXE

14:22.... 'dExplorerEXE ~ Count Occurrences...
14:22.... 'JExplorer.EXE 520 @t FegUpenkey
14:22.... ‘_.‘ Explorer EXE 1520 ﬁﬂeguuery\/alue
14:22:... JExplorer.EXE 1520 A Querylnformatio...
14:22:... " Explorer. EXE 1520 2k Querydlinforma...
14:22:... '{JExplorer.EXE 1520 A CloseFile
14:22:... 71 Explorer EXE 1520 @& ReqgCloseKey
14:22:... ¢ Explorer EXE 1520 #@%RegCloseKey
14:22:... 3_—_| Explorer EXE 1520 dRegCloseKey
14:22.... 'JExplorerEXE 1520 @%RegOpenkey
14:22.... '7‘ Explorer EXE 1520 @ Regluenyvalue
14:22... ' Explorer EXE 1520 @& RegCloseKey
14:22... ' Explorer.EXE 1520 @ RegOpenkey
14:22... 'JExplorer.EXE 1520 ﬁHegQueryValue
14:22... JExplorer.EXE 1520 @ RegCloseKey
14:22:... ' Explorer.EXE 1520 @RegluerKey
14:22:... '._,_‘ Explorer. EXE 1520 @ Req0penkey
14:22:... ' Explorer.EXE 1520 @ Reg0penKey
14:22:... 4_»‘ Explorer. EXE 1520 @ RegluenKey
14:22... [JExplorer.EXE 1520 @%Reg0penkey
14:22- " Funlnrer EXF 1520

Chrl+T

| Result

Ere\M icrosoftywindows\C...
refMicrosoft\wWindows\C...
"WARE \MicrosoftyWwindaow...

BRE\Microsoft\wWindaow...
aretMicrosoft\wWindows\C...
aretMicrosoft\windows\C...
hWARE\Microsoft\window...
hWARE\Microsoft\\window...

aretMicrosoft\WwWindows\C...

Showing 16.929 of 68,790 events (24%)

HRLRAS oftware \Microsoft\windowshC...
HKLMA\SOFTWARE \Microsoft\wWindaow...
C:\Documents and Settings\Administrat...
C:\Documents and Settings\Administrat...
C:\Documents and Settings\Administrat...
HKCRY.Ink

HKCR\Inkfile
HKLM\SOF T'WARE \Microsoft\Windaow...
HKCUAS oftware\Microsoft\wWindowshC...
HKCUAS oftware\Microsoft\WindowshC...
HKCUAS oftware\Microsoft\wWindowshC...
HKCUAS oftware\Microsoft\wWindowshC...
HKCUAS oftware\Microsoft\WindowshC...
HKCUAS oftware\Microsoft\WindowshC...

NAME NOT FOUND Desired Access: 0.
SUCCESS Desired Access: 0.
NAME NOT FOUND Length: 144
SUCCESS

NAME NOT FOUND Desired Access: ...
SUCCESS Desired Access: 0...
NAME NOT FOUND Length: 144
SUCCESS

NAME NOT FOUND Desired Access: O...
SUCCESS Desired Access: (...
NAME NOT FOUND Length: 144
SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
NAME NOT FOUND Length: 144
SUCCESS
SUCCESS
NAME NOT FOUND Length: 144
SUCCESS

| Detail -

YolumeCreationTim...
BUFFER OVERFL... CreationTime: 15.0...

Desired Access: M...

Desired Access: M...

HKCUAS oftware\Classes SUCCESS Query: Name
HKCUAS oftware\Classesh. zip NAME NOT FOUND Desired Access: M...
HKCR\.zip SUCCESS Desired Access: M...
HKCR\.zip SUCCESS Query: Name
HKCUAS oftware\Classes\.zip NAME NOT FOUND Desired Access: M...
] 1 SLICCFSS Tune BFG S7 | & ¥
] Backed by virtual memory //,.
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ARACLAR

i Turkish-Aitlines-Itinerary.pdf.exe:3564 Prope ‘ ) (=] S} W Turkish-airlines-Itinerary.pdf.exe:3564 Properties B =] P24} | Wi Turkish-airlines-Itinerary.pdf.exe:3564 -0l x|
Image | Performance I Performance Graph | Disk and MNetwork I Image | Performance I Performance Graph | Disk and Network | Threads | TCRJIP | Security I Environment | Strings I
Threads TCP{IP | Security ' Environment | Strings ' Threads | TCRJIP I Security I Environment Strings Image | Performance I Performance Graph | Disk and Metwork |

[V Resolve addresses Printable strings found in the scan: rImage File
= -
P.~ | Local Address Remote Address State :;3:': program cannot be run in DOS mode. ﬂ ﬁ W
c7 3000 adm-83 .0 LISTENING A d
,bala Version:  nfa
08 Build Time: FriDec 14 16:03:49 20120
.idata
data Path:
data I C:\Documents and Settings\AdministratoriDeskkop\Fatura Bl Explore I
data P
Jib" Command line:
Nrb" | "C:\Documents and Settingsiadministrator\DesktopiFatura Bildirimi 496
;’b;“ Current directory:
H\;{+U | C:\Documents and SettingsAdministratoriDesktopiFatura Bildirimi 496¢
R00i Autostart Location:
ARG [ria o]
FIROQ'+
000 Parent: <Non-existent Process=(3776) -
FRAQ Yerify
000i User: ADM-83ECEC72385\Administrator
oog' Started:  14:17:54 15.03.2013 Bring to F'°"'t|
ROQ'+
Q00i Comment: Kill Process |
4 | Ann! =l
& - . Data Execution Prevention (DEP) Status:
Thread stack at time port was opened Stack | Image Memory Save | Find l
OK Cancel l oK Cancel l oK I Cancel l
4 4 4
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83 Process Explorer - Sysinternals: www.sysinternals.com [ADM-83EC8C72385" Administrator]
File | Options Yiew Process Find Users

Help

J l’z‘ Always On Top

& S

Replace Task Manager

Pros Hide When Minimized CPU| Privat;a ggltje; I Work?]gj;t(l 1F’8l4DU| VE:descriplinn — | Company Name | Ve(ified Signer ~
vi < ! ware Tools tray application YMware, Inc. Verified) ViMware
R e Dk fevs lo=tenca 8268K §192K 1724 YMware Tools Core Service  Vhware, Inc. Weiified) VMware
B AU 10.040K 7.995K 1856 VMware Tools Core Service  VMware, Inc. Verfied) Vhware
[_:' B08 K BEE K 860 VMware Activation Helper VMware, Inc. [Verified) YMware
B& Tray Icons » 1.644 K 1.780K 524 TPAutoConnect Printer Creat... ThinPrint AG [Merified) ThinPrint GmbH
& 1.548K 2768K 2824 TPAutoConnect User Agent  ThinPrint AG Merified) ThinPrint AG
= Configure Symbols... 544 K 872K 1848 Windows Security Center No... Microsoft Corporation [Merified) Microsoft Windows Component Publisher
f Configure Colors... 2416K 4976 K 2524 WMl Microsoft Corporation [Verified) Microsoft Windows Component Publisher
= ﬂ Difference Highlight Duration... 7.752K 4000K B36 Windows NT Logon Applicat... Microsoft Corporation [Verified) Microsoft Windows Component Publisher
B Font... 3.088K 2856 K B84 Generic Host Process for Wi... Microsoft Corporation [Verified) Microsoft Windows Component Publisher
r_, YCIUSTERE 1.260K 2.208K 1220 Generic Host Process for Wi... Microsoft Corporation [Merified) Microsoft \Windows Component Publisher
B[ svchost.exe 17.436K 20.840K 1092 Generic Host Process for Wi... Microsoft Corporation [Merified) Microsoft Windows Component Publisher
[ﬁ svchost.exe 1.304 K 1.808K 2040 Generic Host Process for Wi... Microsoft Corporation [Verified) Microsoft Windows Component Publisher
[_j svchost.exe 1.760K 2.312K 996 Generic Host Process for Wi... Microsoft Corporation [Verified) Microsoft Windows Component Publisher
[ svchost.exe 1.560 K 1.876 K 1416 Generic Host Process for Wi... Microsoft Corporation [Verified) Microsoft Windows Component Publisher
[ﬁ spoolsy.exe 4412K 3.792K 1652 Spooler SubSystem App Microsoft Corporation [Merified) Microsoft Windows Component Publisher
B[] smss.exe 176K 36K 548 Windows NT Session Mana... Microsoft Corporation [Verified) Microsoft Windows Component Publisher
B[] services.exe 1.700K 2500K 680 Services and Controller app  Microsoft Corporation [Verified) Microsoft Windows Component Publisher
[Flsass.exe 4.000K 1.928K  B92 LSA Shell [Export Yersion) Microsoft Corporation [Verified) Microsoft Windows Component Publisher
=R j explorer.exe 15.908 K 8512K 1520 Windows Explorer Microsoft Corporation [Verified) Microsoft Windows Component Publisher
[ﬁ CsIss.exe 1.952K 1.108K E12 Client Server Runtime Process Microsoft Corporation [Verified) Microsoft Windows Component Publisher
cmd.exe 2120K 136K 3764 Windows Command Processor Microsoft Corporation [Verified) Microsoft Windows Component Publisher
cmd.exe 2.004 K 140K 3384 Windows Command Processor Microsoft Corporation [Verified) Microsoft Windows Component Publisher
[ﬁ alg.exe 1.176K 1.792K 1264 Application Layer Gateway S... Microsoft Corporation [Verified) Microsoft Windows Component Publisher
2y Procmon. exe 8.080K 11.464 K 3676 Process Monitor Sysinternals - www.sysinter... [Verified) Microsoft Corporation
L procexp.exe 24.388 K 26.956 K 2452 Sysintemals Process Explorer  Sysintemals - www. sysinter.... [Verified) Microsoft Corporation
4.040K 7.324K Autostart program viewer Sysintemals - www. sysinter... Corporation

=7 autoruns.exe
Turkish-dirlines-ltinerary. pdf. exe
] System Idle Process
B ] System
“interrupts
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100.00 0K
0K
<00 0K

http://www.mertsarica.com

1]
4
n/a Hardware Interrupts and DPCs

| http://twitter.com/mertsarica

[Verif

s present in the subject)




STATIK KOD ANALIZI

Yazilim ¢alistirilmadan assembly seviyesinde analiz edilir.

PE bashk bilgileri analiz edilerek yazilim hakkinda bilgi toplanar.
Import/Export tablolar: siipheli fonksiyonlari icerebilir.

Karakter dizilerinden ipucu elde edilmeye calisilir. (strings)
Decompiler ile yazilim detayl analiz i¢cin kaynak koduna c¢evrilebilir.

Popiiler Araclar: BinText, strin%s, PE Explorer, IDA Pro,
geﬁendency Walker, dumpbin, PEiD, Peview, JAD, Hex-Rays,
¢

ector
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Documents and Settings',Administrator'Desktop'Fatura Bil 496021.pdf\ Turkisl ines-Itinerary.ps i es-Itinerary.pdf.exe . ¥ = I'J_XJ
File Edit Jump Search View Debugger Options Windows Help

[z ] -~ -|[ththts|B]1 [l =l d| £ = # %]
ELIEEIEETYE P2 ] 2@ Nw-[eT] e (2e

Ben|[mamg - = NX|[gt-8-vSHKm~ | tm|wh|ssyss

sl IRB]| FAA

M ([N /Wl [ B (BWiE. L .

7] Functions window =] XH X |Z] IDA View-A ‘ X [ HexViews | X B Stuctures | X En Enums | X B Imports | X 2 Exports v
Function name [ Seament | St
5 start test 004012¢
"ﬁ‘ sub_401260 text 004012¢
"f}‘ sub_401280 text 004012¢
"?}1 sub_402CD0 text 00402CC
‘f\‘ sub_402CED text 00402CE
"}f sub_402DF0 text 00402DF
i b_402E00 text 00402E(
i) sub_402EA0 text 00402E£
% test 004030
— L1, T E—
text 004032¢
-text 0040324
-text 004032C
text 004033; public start
start proc near
var_C= dword ptr -8Ch
push ebp
adc ebp, esp
sub esp, 8
mov [esp+8Ch+var_C], 2
adc ds:__set_app_type, edx
call loc_uB1100
nop
adc esi+0], esi
< | i
Line 1 of 14 [1o0.00%  [(-332,-174) [(609,16) |00401258: start+18
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=il

File: |C:\Documents and SettingsiAdministrator\DesktopiFatura Bildirimi 49

Entrypoint: |00001240 EP Section: | .text
File Offset: | 00000640 First Bytes: |55,11,E5,83
Linker Info: | 4.2 Subsystem: |Win32 GUI E
| Mothing Found *

l Multi Scan I I Task Viewer I ‘ Options l ’ About | ’ Exit l

[V stay ontop El
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] €3 PEview - C:\WINDOWS' system32\calc.exe I I =] S
File View Go Help
f scocemmut==-
= calc.exe pFile | Data | Description | Walue -
IMAGE_DOS_HEADER 00000400  77DD22EA  Virtual Address 01E1 RegOpenkeyExA
MS-DOS Stub Program 00000404 77DD23D7 Virtual Address 01EB RegQueryValueExA
= IMAGE_NT_HEADERS 00000408 77DD189A  Virtual Address 01C8 RegCloseKey
Signature 0000040C 00000000 End of Imports ADVAPI32.dll
IMAGE_FILE_HEADER 00000410 77CT1E2E  Virtual Address 0213 SetBkColor
IMAGE_OPTIONAL_HEADER 00000414 77C71083  Virtual Address 023A SetTextColor
IMAGE_SECTION_HEADER .text 00000418 77CT1EFF  Virtual Address 0214 SetBkMode
IMAGE_SECTION_HEADER .data 0oooo41¢c 00000000 End of Imports GDI32.dIl
IMAGE_SECTION_HEADER .rsrc 00000420 77E79F93  Virtual Address 0167 GetModuleHandleA
BOUND IMPORT Directary Table 00000424 77E805D8 Virtual Address 022E LoadLibraryA -
BOUND IMPORT DLL Names 00000428  77E7ASFD  Virtual Address 0189 GetProcAddress
- SECTION .text 0000042C  77ESASAD  Vitual Address 0108 GlobalCompact
IMPORT Add - 00000430 77E73BA3  Virtual Address 0107 GlobalAlloc
IMAGE_DEBUG_DIRECTORY 00000434 77E73803  Virtual Address 01DE GlobalFree
IMAGE_DEBUG_TYPE_CODEVIEW 00000438 77EBE341  Virtual Address 01E5 GlobalReAlloc
IMPORT Directory Table 0000043C 77E78D60  Virtual Address 0393 IstrempWV
IMPORT Name Table 00000440 77EB1BEG  Virtual Address 0329 Sleep
IMPORT Hints/Names & DLL Mames 00000444 77E72A2B  Virtual Address 0383 WriteProfileStringvy
SECTION .data 00000448 77EB177A  Virtual Address 019C GetStartuplnfoA
- SECTION .rsrc 0000044C 77EBCE7S  Virtual Address 01E6 GlobalSize
00000450 77E71B14  Virtual Address 01E9 GlobalUnlock
00000454 77E730C1  Virtual Address 0047 CreateEventyy
00000458 77EVAC37  Virtual Address 0065 CreateThread
0000045C 77E74AB9  Virtual Address 02A9 ResetEvent
00000460 77EBFBSE  Virtual Address 038C Istrepynwy
00000464 77ETAA3E  Virtual Address 02EC SetEvent
00000468 77E79D5B  Virtual Address 0365 WaitForSingleObject
0000046C 77E77963  Virtual Address 002C CloseHandle
00000470 77E73640  Virtual Address 0390 Istrcatyy
00000474 77E77EF1  Virtual Address 039F Istrlenwy
00000478 77E73458  Virtual Address 023B LocalReAlloc
0000047C 77E79A45  Virtual Address 02358 LocalFree
00000480 77E79881  Virtual Address 0234 LocalAlloc
00000454 77EG7FD7  Virtual Address 0198 GetProfileStringyV
00000488 77E7166F  Virtual Address 01E2 GlobalLock
0000048C  77E7C9DB  Virtual Address 00FE GetCommandLineyy
00000430 77E73679 Virtual Address 0399 IstrcpyWy =
J | of
I [viewing IMPORT Address Table 4
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! File Vew Go Help

o000y FH|[=aa

= Turkish-Airlines-ltinerary. pdf.exe pFile ] Data | Description ] YValue
IMAGE_DOS_HEADER 00005500 00009144 Hint/Name RVA 0001 AddAtomA
MS-DOS Stub Program 00005504 00009180 Hint/Name RVA 1198 ExitProcess
= IMAGE_NT_HEADERS 00005508 000091C0  Hint/Name RVA 00AF FindAtomA
Signature 0000550C 000091CC  Hint/Name RVA 00DC GetAtomMNameA
IMAGE_FILE_HEADER 00005510 000031DC  Hint/Mame RVA 014F GetModuleHandleA
IMAGE_OPTIONAL_HEADER 00005514 000091F0  Hint/Mame RYA 02DF SetUnhandledExceptionFilter
IMAGE_SECTION_HEADER .text 00005518 00000000 End of Imports KERNEL32.dll
IMAGE_SECTION_HEADER .data 00005520 00009210 Hint/Name RVA 0027 __getmainargs
IMAGE_SECTION_HEADER .rdota 00005524 00009220  Hint/Name RVA 003C __p_ environ
IMAGE_SECTION_HEADER .bss 00005528 00009230  Hint/Name RVA 003E _ p_ fmode
IMAGE_SECTION_HEADER .idata 0000552C 00009240  Hint/Name RVA 0050 _ set_app_type
IMAGE_SECTION_HEADER data 00005530 00009254  Hint/Name RVA 006F _assert
IMAGE_SECTION_HEADER data 00005534 00009260  Hint/Name RVA 0079 _cexit
IMAGE_SECTION_HEADER data 00005538 0000926C  Hint/Name RVA 0098 _errno
SECTION .text 0000553C 00009278  Hint/Name RVA 00AA _filbuf
SECTION .data 00005540 00009284  Hint/Name RVA 00AD _filelengthiG4
SECTION .rdOta 00005544 00009298  Hint/Name RVA 00B7 _flsbuf
- SECTION .idata 00005548 00009244 Hint/Name RYA 00C2 _fstatibd
IMPORT Directory Tabl 0000554C 000092B0  Hint/Name RYA 00ES _iob
IMPO s Table 00005550 00009288  Hint/Name RYA 015E _onexit
IMPORT Hints/Names & DLL Names 00005554 000092C4  Hint/Name RVA 0171 _read
SECTION data 00005558 000082CC  Hint/Name RvA 0184 _setmode
SECTION data 0000555C 00009208  Hint/Name RVA 01FB _write
SECTION data 00005560 000092E4  Hint/Name RVA 0215 abort
00005564 000092EC  Hint/Name RVA 021C atexit
00005568 000092F8  Hint/Name RVA 0230 filush
0000556C 00009304  Hint/Name RVA 0239 forintf
00005570 00009310 Hint/Name RVA 023F free
00005574 00009318  Hint/Name RVA 0272 malloc
00005578 00009324  Hint/Name RVA 027F printf
0000557C 00009330  Hint/Name RVA 0290 signal
00005580 0000933C  Hint/Name RYA 029A strcoll
00005584 00000000 End of Imports msvert.dll

< |

N

Viewing IMPORT Address Table
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ARACLAR

7 BinText 3.0.3 )

=0l x|

File to scan |C:\Documents and Settings\administrator\Desktop'F atura Bildirimi 436021, pdf\Turkish-Ailines-  Browse I Go |
[V Advanced view Time taken : 0.000 secs Text size: 1171 bytes (1.14K)
File pos ] Mem pos ] 1D l Text Zl
A 000000002C1C  00000DD40441C 0 Hzx3>
A 000000002000 000000404500 1] 3div
A 000000003854 000000405054 0 imyzmfganuitruruuw ___I
A 000000003401 000000406001 0 PGIFYE quy
A 000000003400 000000406000 0 Rpaxzq
A 000000003414 000000406014 1] wpSlyp[txpT
A 000000004120 000000406720 0 ~paipy&’quy
A 000000004120 000000406720 0 YaptapE gzvpffT
A 00000000413C  00000040673C 0 {aquy:qyy
A 000000004146 000000406746 0 [a@{xteClpbZsFpvalz{
A 000000004158 000000406758 0 BalapE gzvpff{pxzgl
A 00000000416E  00000040676E 1] Rpa&}aptqyz{apma
A 00000000417F 0000004067 7F 0 GptqE gzvpftXpxzal
A 000000004191 000000406791 0 Fpab}aptqvz{apma
A 000000004146 000000406746 0 xpdigptq
A 000000004184 000000406764 1] twTypzvPm
A 0000000041C3  0000ODD4067C3 0 tyTyyzy
A 000000004100 000000406700 O twSapp
A 000000004271 000000406871 0 Slvl[Bd
A 0000000042CE  0000DD4068CE 0 mulu@
A 000000004667  0000D0DD406CET 0 [yGqC Ll
Ready  ||AN:163  ||UN:O || Rs:0 I Find | Save |
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DINAMIK KOD ANALIZI

Yazilim ¢ahistirilarak assembly seviyesinde incelenir.
Diger analiz yontemlerine kiyasla en detayl bilgi elde edilir.
Anti VM/Debugger/Disassembler kontrolleri devrede olabilir.

Paketi acilan, sifresi ¢coziilen yazilimlar statik kod analizi icin araclar

ve eklentiler yardimi ile DUMP edilebilir.

Popiiler Araclar: IDA Pro, Ollydbg, Immunity Debugger, Windbg,
LogdPE, OllyDump, ImpREC Yos Y 58 &
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Aindromeda Monitoring Tool [http://www.mertsarica.conl le  Edt View

Reverting Snapshot to the Clean State
Sleeping 15 secands

Starting the UM
Sleeping 38 seconds

Creating directory in the UM
Sleeping 5 seconds

pying the Maluare <(gh.zip) to the UM
eping 5 second

pying unzip.exe to the UM
eeping 5 seconds ¥ < ez .
s and Settrgs\Adinistr stor\Desktop\Malware

opying Androneda Anti UM Tool to the UM
Sleeping 5 seconds

Running Andromneda Anti UM Tool

Sleeping 5 seconds

Running the Sniffer
Sleeping 5 seconds

ipping the Malvare (gh.zi
$leeping 18 second:

Running the Andromeds Malvare
Sleeping 5 seconds

Petecting Comnand and Control Centers... Androneda Anti UM v1.8 [http://www.nertsarica.con)

Sleeping 368 seconds
tine to run Androneda and sniff it...

arica.conl

Request: www.update.nicrosoft.con

Requ : dprice.pl

Request: pet AYe .COM.au

Request: iprice.pl 4 My Computer
Request: petzcare.com.au

Request: iprice.pl

Request: iprice.pl

untalk

ru
sudokunet.ru
pinano
guide .a.id.opendns.con
wiB.guidetest.b.id.opendns.con
viB.w1B.guidetest.c.id.opendns.con
wiB.wiB.viB . guidetest.d.id.opendns.com
wiB.wiB.viB. wiB . guidetest.e.id.opendns.con
www.website-unavailable.com
dobar.pl
petzcare.comn.au
To direct input to this VM, move the mouse pointer inside or pres
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Immanity: Consuiting Senvices Manager

5
FF75 C4 [ 1

ES SSFCFFFF a6 14 3 0014000, 0040 10E6
BFS4 DAD266ED

FO

kernel32. Opentut
FS: (18]
EAX+34],2
755 lol adinda mutex var i UM kontrollerini pas

BOFEFFFF

2 BOFEFFFF ] 301
35 BGFEFFFF

REFBFFFF L ] 9.8840816C6

Address.

—
|Paused
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File Yiew Debug Plugins Immlib Options Window Help Jobs

[_/% -_‘ « X 'A “ 7"57 FH 1: "J -v§' 71 émt w h c P c bz s 7 Code auditor and software assessment spd

EN_VNMWAre

VMwa

RT Turkis
qenu

Turk ish-.

dc
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ew Debug Plugins ImmLib Options Window Help Jobs
“x Pl

"ntdll.dLL™
etModu |

» Turk ish—.BB46¢ "NtUnmapl iewld
Ax

"WritePr
"GetThreadConte
"ReadPro emory””
"SetThreadConte
meThread"”

1, Turkish-. 57 SC "UirtualAllo
1,ERX

»ERX
, Turk ish—.8 ] X "UirtualAl loc”

"UirtualFres"
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BELLEK ANALIZI

Bellekten calisan programlara ait cesitli bilgiler toplanar.

Bu bilgiler programlara ait ag ve kayit defteri bilgilerini de
icermektedir.

Kendini gizlemeye calisan zararh yazilimlar daha kolay tespit

edilebilir.

VMVWare’de VMEM dosyasi iizerinde analiz yapilabilir.

Popiiler Araclar: Volatility, Memoryze, Redline
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:\WINDOWS\system32\cmd.exe - volal

C:\Jvolatility.exe —f memory.152h5d4d.img ——profile=WinXPSP3x86 handles
it Process

Wolatile Systems Uolatility Framework 2.2

Of fset <UD Pid Handle A ss T

C:\Jvolatility.exe —f memory.152h5d4d.img ——profile=WinXPSP3x86 apihooks —p 988
Uolatile Systems Uolatility Framework 2.2

IC:\Jvolatility.exe —f memory.152h5d4d.img ——profile=WinXPSP3x86 connscan
Uolatile Systems Uolatility Framework 2.2
Of fset(P> Local Address Remote Address

Bx@5£167h8 192.168.159.129:1285 173.194.67.93:443
0x@5£1h738 192.168.159.129:1302 173.194.76.1081:443
0x085£1d978 192.168.159.129:1128 74.125.34.46:443
Bx@5£507a8 127.0.6.1:5152 127.0.9.1:1101
192.168.159.129:1189 173.194.768.94:80
192.168.159.129:1300 192.168.159.1:139
192.168.159.129:1298 213.248.112.136:80
192.168.159.129:1306 192.168.159.1:139
173.178.27.33:6962 7.50.189.1:849
9.8.0.6:1825 92.130.163.247:262
192.168.159.129:1297 23.66.243.235:80
192.168.159.129:1297 23.66.243.235:80
127.8.08.1:5152 127.0.0.1:1101
0.0.0.0:1825 92.130.163.247:262
173.178.27.33:6962 7.50.189.1:849
192.168.159.129:1298 213.248.112.136:80
192.168.159.129:1386 192.168.159.1:139
192.168.159.129:1302 173.194.70.101:443
192.168.159.129:1298 213.248.112.136:808
192.168.159.129:1298 213.248.112.136:80
127.0.0.1:5152 127.9.0.1:1101
192.168.159.129:1128 74.125.34.46:443
192.168.159.129:1189 173.194.70.94:80
192.168.159.129:1302 173.194.70.101:443
0.0.0.6:1025 92.130.163.247:262
192.168.159.129:1189 173.194.70.94:80
192.168.159.129:13086 192.168.159.1:139

C:\Jvolatility.exe —f memory.152h5d4d.img ——profile=WinXPSP3x86 sockscan
Wolatile Systems Uolatility Framework 2.2
PID P Proto P 1 Address Create Ti

1?7 168.159.129 20813-83-16
6

47

2013-83-16
2013-01-17

1? 2013-81-17

1?7

2013-81-17

Reserved 2813-01-17

a
a
a
6 .8.8. 2013-01-17
a
a
(5]

TCP 2013-01-17

FACK <9 CAR==R http://www.mertsarica.com | http://twitter.com/mertsarica




:\WINDOWS\system32\cmd.exe - volai

IC:\>volatility.exe —f memory.152h5d4d.img ——profile=WinXPSP3x86 connections
Uolatile Systems Uolatility Framework 2.2
0f fset(U> Local Address Remote Address

Bx85f507a8 127.0.0.1:5152 127.8.8.1:1101
IC:\DJvolatility.exe —f memory.152h5d4d.img ——profile=WinXPSP3x86 psscan

Wolatile Systems Uolatility Framework 2.2
PID PPID Time created

Memoryze .exe BxB6d40480 2013-03-16 19:39:45
UMuarelser.exe Bx06d40246 2013-01-17 19:14:49
winlogon.exe BxB6440080 2013-01-17 19:14:13
explorer.exe BxB6440220 2013-01-17 19:14:21
spoolsv.exe BxB6d401cB 2013-01-17 19:14:20
lsass.exe Bx06d400cB 2013-01-17 19:14:14
Jgs .exe BxB86d482cB 2013-01-17 19:14:37
suchost.exe BxB06d40146 2013-01-17 19:14:16
suchost.exe BxB06d40168 2013-01-17 19:14:16
suchost.exe BxB86d401a8 2013-01-17 19:14:18
cnd.exe AxB6d483eB 2013-03-16 19:39:15
alg.exe IxB6d482a8 2013-01-17 19:14:57
uscntfy.exe BxB6d483a8 2013-01-17 19:14:57
vmacthlp.exe BxB6d400ed 2013-01-17 19:14:15
untoolsd.exe Bx06d402eB 2013-01-17 19:14:408
suchost.exe BxB6d481eB 2013-01-17 19:14:36
services.exe BxB86d400a8 2013-01-17 19:14:14
ctfmon.exe Ix06d48340 2013-01-17 19:14:49

Unlockerfissista 0x06d40288 2013-01-17 19:14:49
a?

UMUpgradeHelper Ax06d446300 2013-01-17 19:14:40
smss.exe Ax06d40040 2013-01-17 19:14:08
suchost.exe Ix06d40180 2013-01-17 19:14:16
UMuareTray.exe Ox06440120 2013-01-17 19:14:48
Ax065d84d8 Turkish-Airline Ax06d40460 2013-03-16 19:31:47
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ARACLAR

Review Processes by MRI Scores
Investigative Steps MRI  Process Name MRI Score  Path Arguments Username PID ° MR,I (Mahware R,'Sk Index) scoring uses'a
- variety of techniques to assess the risk that
Ee"few ;ro::ss:SPbXtMFRl Sc;res " =’ Memoryze.exe 93 C:\Program Files\MANDIANT\Memoryze Memoryze.exe -o "C:\Program Files\MANDIANT\Me... 2540 a process is malware. Processes with a high
eview Network Ports From Process Memory S
Review Memory Sections / DLLs == Turkish-Airlines-Itine... 93 C:\Documents and Settings\Administrator\D... "C:\Documents and Settings\Administrator\Desktop\T... 988 MRI Score (up to 100) are more risky; those

with a low score are less. Double clickona
process name to view an MRI report that
describes the reasons for that process's
rating. MRI is intended as a guide for
investigation; be aware that it can generate

false positives and false negatives. These
Processes | Host | IOC Reports ‘ can be corrected in the MRI report.

Memoryze.exe

Review Untrusted Handles

Review Hooks

Review Drivers and Devices

« m »

4 Redlined Processes
Show only processes that have been

Turkish-Airlines-Itinerary.pdf.exe
csrss.exe (68

determined to be of a high level of

winlogon.exe (712 %
risk,

S Jgs.exe (1224

- 176

S Explorer.EXE (17¢ All Processes

P

@ svchostexe Show all Processes.

& servicesexe

&) VMwareUser.exe

S
 spoolsv.exe
7 lsass.exe

7 wscntfy.exe
 vmtoolsd.exe
S

svchostexe
& cifmon.exe

& svchostexe (12
% VMwareTray.exe (576
&) svchostexe

S svchostexe

S cmdexe (5
S algexe (13
4 vmacthlp.exe (344

%, VMUpgradeHelper.exe (1

&) smss.exe (540

% svchostexe

{O System @4

¢l . L) b © Show Details 2Items 4R
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ARACLAR

C:\Program Files\MANDIANT\Memoryze >memorydd.hat
Memoryze.exe by MANDIANT <(c)> 2811 - http://www.mandiant.com/products/free_softuwa
re/memoryze/
Usage: memorydd.bhat
—offset optional offset into physical memory. Exclude for all.
-size optional size of physical memory to acquire. Exclude for all.
—output directory to write the results. Default .NAudits
C:\Program Files\MANDIANT\Memoryze>

& 20130316193946

File Edit View Favorites Tools Help

G Back v () ? /7 ! Search || Folders v

Address |I2) C:\Program Files\MANDIANTMemoryze\Audits\MERT-6756C49361120130316193946 v a Go
= A Name Size  Type Date Modified
File and Folder Tasks % =] 20KB XML Document 16.03.2013 21:39
1=s ; |2 Issues.BatchResults. xml 1KB XML Document 16.03.2013 21:39
J Make a new Folder =" /
‘ , i (=] issues.memory. 152bSd4d.img... 2KB %ML Document 16.03.2013 21:41
&) Publish this Folder to & memory. 152b5d4d.img 1.048.576 KB IMG File 16.03.2013 21:41

the Web
& Share this folder

Other Places

() MERT-6756C49361
_1_j My Documents

|~} Shared Documents
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OFANSIF ANALIZ

Komuta Kontrol Merkezi iizerinde denetimler gerceklestirilir.

Amag ele gecirilen kurum ve miisterileri bilgilerinin tespit edilmesidir.
Duruma gore basit veya ileri seviye denetimler gerceklestirilebilir.
Dikkat edilmezse hedef sistemde hizmet kesintisi yasanabilir.

Popiiler Araclar: Sizma testi yontemleriniz & araclarimz ©

FACK <9 CAR== http://www.mertsarica.com | http://twitter.com/mertsarica




OFANSIF ANALIZ

Administrator: CAWINDOWS\system32\cmd.exe - banking_trojan_customer_grabber.py Administrator: CAWINDOWS\system32\cmd.exe - banking_trojan_js_diff.py

Grabber
[Integrity Alert] Date: 18-0A1-2813 B8:56:37 Fi mith— txt [+] Sleeping 5 minutes
[Integrity Alert] Date: 18-01-2013 B8:50:41 Fi mith— 1. txt [+] Sleeping 5 minutes
[+]1 Sleeping 5 minutes... [+] Sleeping 5 minutes
[Integrity Alert] Date: 18-0A1-2813 B8:55:43 Fi mith— txt
[+]1 Sleeping 5 minutes
[Integrity Alert] Date: 18-01-2013 0@ B:49 Fi mith— txt
[Integrity Alert] Date: 18-01-2013 @ B:50 Fi mith— 1. txt
[Integrity Alert] Date: 18-01-2013 B9:80:53 Fi mith— txt
[+] Sleeping 5 minutes...

E¥ Administrator: CAWINDOWS\system32\cmd.exe - banking_trojan_sms_grabber.py lﬂléj

MITB Trojan SMS Grabber [htt

[+]1 Sleeping 5 minutes...
[Integrity Alert] Dat 18-01-2013 B8:54:14 File: mith-sms.txt
[+]1 Sleeping 5 minut <
[Integrity Alert] Dat 18-01-2013 B8:59:15 File: mith-sms.txt
[+]1 Sleeping 5 minutes...
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OFANSIF ANALIZ

' [ https://jsnetsup.com/sm= X

&« C A @ nttps;//jsnetsup.com/sms/list.tx . & # »

3]+90533 053¢ 1+ 7 { 1+ 1+90533 81+90533 2| +90532] 4 71+90538
81+90533 E C | C 0| 71+90532) 31 +90533 4]+90532 8]+90533
1+90533 0 I 1 01+90542] [81+90532 1]+90530] 71+90533
|+90507 3 3 01490111 2| +90535| 0]+90323 4]+90765|
2 | +90532) ( B ( 1+90555 1+90535 1+90549 0]+90533] 71490454 7 31+90533]
0]+9053 ( 71 g 1490555 2] 2| 71 +90535) 71490532 5]+90532
71+90532] C C I 1+90532] 6]+90912 1]+90876]
1+90533] 71490342 6]+90989
I 7 3] +90536 4]+90532
1+90532 053, P ( 71 7 9]1+90534 5]+30530 3 21 +90533
1+90532 ( ¢ P ( | 7 1+90530] 6]1+90533 5]+90532 7 21 +90555
| +90533] C 7 3 4 I I 1+90005 0]+90989 51+90897 7 5]1+90322
|+90658] 7 + E I 1+90533] 51 +90532 3|+90525 21 +90534
01+90505 7 7 C 7 1+90533] 91+90535 5]+90532 5]+90532
01 +90533] 7 | +905303] 14905545 1+90530¢| + 7 1+905327
| +905322] ( 7 | € ¢ 0 1+905322] 7 | +905332] 14905552 1+905309 1+905333
| +90532¢ 4 | +905333] 1+905332 |1+905322] + 44 1+905336
| +9053: | +905058] |+905327| |1+90533¢ + 2 |1+905334
| +905325 | +905309 1+903300 1+900303] 14900211
1+90523¢§| | +90532¢§| 1+905332 1+905324] 1+90554¢ 1+905323
1+905324] | +90532¢§| 14905324 1+905548] 1490532 1+905322
| +905308] | +905322] 1+905495| |1+90532¢ 1+90532
| +9053: | +905079 1+905445| |1+90532¢ 1+90505.
| +9054 | +90542¢ |1+905336 1+905322 1+9053
1+90533¢§| 7 | +905325] 14905324 1+905325] 1490532 1+905532
| +905355) | +905322] 1+905305 |1+905333] 1+905322 |1 +905366
| +905324 1+905354 | +905357 1+905337 |1+90533§
| +905324 1+903434 |1 +90533§ 1+90533 |1+905674
8 I | +905054] 7 |+905304 1+905325) 1+90532 1+905334
| +905433] | ( 4 |+905362] 14905374 1+905469 1490532 |+905553
| +905323] C 4 | +905339 | +905325 1+905300 | +905497 1+90544 1+905323
| +905464 C I 1 +90530§ | +905302] | +905307| | +905305 | +905337 |+905332
| +9053. 3 + 3 | +905458] | +905434 1+905423| |+905347| 1+90533 |+905322
| +905324] ( + | +9050739) 8 |+905322] 1+905548§ 1+905322] 14905532 |+905559
14905335 1+905322] | +905324] 14905461 1+905358] 1+905332 1+905305
| +905337 22 | +905313] | +905323] | +905357| 1+905322] |1+905532] | +905322
1+905539 | +905322 | +905552 | +905327| 1+905304 1+905322] |+905353
1+905334 C 7 + + 7 1+905333 | +905323 | +905304 |1+90533 |+905322 1+90534 |1+905324
1+905338§ | +905325) 1+905339 1+90532¢§| 7 | +905542] 14905544 1+905322] 1490506 1+90533§
1+905465) | +905333] ( + 1+905336 |+905333] | +905327] 1+905335 1+905378) 1490530 1+905333 1+90532
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OFANSIF ANALIZ

) OWASP DirBuster 0.12 - Web Application Brute Forcir

File Options About Help

https://jsnetsup.com:443/

List View | Tree View |

Type Found J Response Size J Include Status I
Dir / 200 422 [l Scanning =
Dir /n/ 200 103 0 Waiting 7z
Dir /manual/ 200 790 O Waiting
Dir /index/ 200 422 O Waiting
Dir /sms/ 200 1503 [ Waiting
Dir /manual/de/ 200 8653 | Waiting
File /manual/de/index.html 200 8653 [l
Dir /manual/en/ 200 8379 O Waiting
File /manual/en/index.html 200 8379 O
Dir /manual/es/ 200 8882 O Waiting
File /manual/es/index.html 200 8882 O
Dir /manual/fr/ 200 8657 || Waiting
File /manual/fr/index.html 200 8657 [
Dir /manual/ja/ 200 8948 | Waiting
File /manual/ja/index.html 200 8948 O
File /manual/ko/index.html 200 8131 |
Dir /manual/pt-br/ 200 8625 O Waiting
File /manual/pt-br/index.html 200 8625 [
Dir /manual/tr/ 200 8587 e Waiting
File /manual/tr/index.html 200 8587 |
File /sms/list.txt 200 3847 O
File /sms/send.ph 200 388 O
Uir /manual/de/mod/ 200 1 16411 (| Waiting
Dir /icons/ 200 73222 O Waiting
File /manual/de/mod/index.html 200 16411 ]
Dir /manual/en/mod/ 200 16265 ] Waiting | |
Dir /manual/es/mod/ 200 16448 [ Waitina DL
Current speed: 13 requests/sec (Select and right click for more options)
Average speed: (T) 4, (C) 14 requests/sec
Parse Queue Size: 0 Current number of running threads: 5
Total Requests: 32356/166735 5 | | Change |
Time To Finish: 02:39:58
‘ & Bac ‘ l 00 Pause 1 ‘ [ Stop
Program running again /image-converters/
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OFANSIF ANALIZ

I - = FONE &

domain name - instances - first time reported - last time reported - nameserver - IP address - registrar
emailing-express com - 7 - 1/29/2012 - 1/22/2013 - joker@axalone com - A NS JOKER COM - 159.25.16.217 - JOKER
maprosperite com - 122 - 1/1/2013 - 1/22/2013 - admin@transmonde com - A NS JOKER COM - 69.19532.117 - JOKER
kontaktimaili com - 43 - 1/19/2013 - 1/21/2013 - hvdrofobia@ gmail com - A NS JOKER COM - 164.138 27 120 - JOKER
both.com - 7 - 1/19/2013 - 1/21/2013 - alaskv(@sover.net - A NS JOKER COM - 216.158.160.82 - JOKER
dietfacts.com - 7 - 1/19/2013 - 1/21/2013 - info/@computersites com - A NS JOKER COM - 72 .51 35 238 - JOKER
freeholdentertainment.com - 4 - 1/15/2013 - 1/21/2013 - unormal@gmail com - A NS JOKER COM - 72.18.135 22 - JOKER
consolidatedunderwriters.com - 2 - 1/17/2013 - 1/19/2013 - ss/@gocui.com - A NS JOKER COM - 50.57.130.139 - JOKER
sexvdeskbabes com - 4 - 9/11/2012 - 1/16/2013 - mvmodelsites@vahoo.com - A NS JOKER COM - 184.107.219.178 - JOKER
phpguru.org - 281 - 10/13/2010 - 1/16/2013 - richardh@phpguru org - A NS JOKER COM - NOTFOUND - JOKER
clientbiz net - 11 - 12/21/2012 - 1/15/2013 - info/@forward comua - A NS JOKER COM - NOTEOUND - JOKER

| isnetsup.com - 5 - 1/11/2013 - 1/15/2013 - \'lagpgtro’(_?rockemlail.com A NS JOKER COM - 37.221.161 78 - JOKER ]
sumrandomguy.com - 8 - 1/11/2013 - 1/15/2013 - FAIL - ANS JOKER COM - 50.116.98.191 - GODADDY

emails-express.com - 6 - 1/11/2013 - 1/15/2013 - joker/@axalone com - A NS JOKER COM - 159 25 16223 - IOK£
Ijs-bacl@g.con -5-1/11/2013 - 1/15/2013 - vladpetro/@rocketmail com - A NS JOKER COM - 78.138.100.151 - JOKER
clockss org - 8 - 1/11/2013 - 1/15/2013 - vreich @ stanford edu - A NS JOKER COM - 171.66.236.16 - JOKER

golar.com - 3 - 1/7/2013 - 1/11/2013 - artoix@gmail com - A NS JOKER COM - 77.120.115.199 - JOKER

javafr.com - 17 - 3/29/2012 - 1/11/2013 - nicolas/@sorel org - A NS JOKER COM - 213251 145 123 - JOKER
rovalacecampaign com - 134 - 7/10/2012 - 1/11/2013 - domadmi@hotmail com - A NS JOKER COM - 50.23.120.59 - JOKER
phpcs.com - 16 - 4/6/2012 - 1/11/2013 - nicolas@sorel org - A NS JOKER COM - 213 251.145.123 - JOKER
topmeds10.com - 2720 - 1/3/2012 - 1/11/2013 - admin@foxseek com - A NS JOKER COM - 91.224.160.159 - JOKER

Only first 20 are displayed, for the rest contact us at contact(@knujon.com.

|db-updated: 2013-02-07 06:22:52
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OFANSIF ANALIZ

& 5554:Mobil2 = | i
Basic Controls

APPS WIDGETS Hardware Buttons

®2D260

DPAD not enable

&k
= . &
ADI Damane Rrourcar Palanlatar Calandar n&

Hardware Keyboard

E _ G U Ve n I i k Se rt ifi ka Use your physical keyboard to provide input

E-Glivenlik kodu:

8372927415

Messaging Music Navigation
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C:Telefon
hafizasi

F: Hafiza
karts

EAGKESEGEAS==

OFANSIF ANALIZ

1. Talimatlan iceren SMS mesaji
Cep telefonunuzun igletim sistemi icin dzel olarak secilmis

E-Glvenlik sertifika linkini iceren mesaj aldiniz, kuruluma
devam etmek icin SMS mesajindaki linke tiklayin.

3. Yukleme yeri

E-Guvenlik sertifika yiklenmesi icin telefonun dahili bellegini
kullanmaniz énerilir.

lsim: EGuvenlik
SGrOm: 1.03
Tur: Uygulama

m E-Glvenlik

kodu:

g37erreere

2. Uriin hakkinda bilgiler

Cep telefonunuzun ekraninda E-Glvenlik serifika hakkinda
detayh bilgileri géreceksiniz

4. E-Glvenlik kodu

E-Guvenlik sertifika uygulamasini kurduktan sonra, aktivasyon
kodunu ve uygulamanin basanh bir gekilde kurulduguna dair
onay mesajini alacaksiniz

E-Givenlik kodu girin:
Omegin, 1234567890
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SAYILARLA FATMAL

19 Aralik’ta baslayan Andromeda/Zeus/Cridex salgimi 9 yerli banka

miisterisini hedef alda.

20 giinde 1000 kisi zararh yazilima cep telefonu bilgisini verdi.
1 ayda, enjekte edilen Javascript dosyalar1 32 defa giincellendi.
Sonug olarak 1 ayda ~3000 sisteme bulasti.

P

NI~
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FATMAL

Asagidaki tablo 15 Ocak — 15 Subat tarihleri arasinda miisteri numaralarmin yer aldig: ve bankaya 6zel

olan sayfanin giincellenme sikligin1 gostermektedir.

B 314;11%
B 512;17%
m 15; 0%
170; 6%
1. Banka
" 182,6% M 2. Banka
M 3. Banka
M 4. Banka
5. Banka
M 6. Banka
B 682; 23% 7.Banka
B 8. Banka
B 546; 18% M 9. Banka
146; 5%

® 408; 14%
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FATMAL

Asagidaki tablo 15 Subat itibariyle banka bazinda zararh yazilim tarafindan ele gecirilen miisteri

numaralarimin sayilarim géstermektedir.

B 655; 20% B 638; 19%

m 4: 0%

- 40
144; 4% m 141;4%

B 585; 18%
® 683; 21%

118; 4% B 324;10%
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m2.
m3.

m4.

m6.

m 8.

mo.

Banka
Banka
Banka

Banka

. Banka

Banka

. Banka

Banka

Banka




SONUC,

Zararh yazilim analiz becerisine artik hemen hemen her kurum
sahip olmahdir.

Basit s1zma girisimleri yerini APT saldirilarma birakt.

En detayli ve dogru bilgi kod analizi ile ortaya ¢ikmaktadir.

Giivenlik sistemleri/cihazlari zararl yazilim tespiti konusunda
kisithdir.

Bellek analizi ile siipheli yazilimlar: tespit etmek ¢ok daha kolaydir.

Ofansif analiz ile klasik analiz lyiinetini bir adim oteye gotiirerek
sizin i¢in ¢cok daha degerli bilgiler elde edebilirsiniz.
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OKUNASI KITAPLAR

Malware Analyst's Cookbook
Practical Malware Analysis

Secrets of Reverse Engineering

The Rootkit Arsenal

LOOK INSIDE! LOOK INSIDE!

LOOK INSIDE!

REVERSING

i
| 'liﬂalwarc Analyst's
Eookbook and DVD

I

W A
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