TLS Fingerprinting

written by Mert SARICA | 1 June 2020
For those of you who read my blog post on WordPress Security, you would have

seen in the administrator page of my blog that there was a dictionary attack
that was conducted for years (up until May 2020) from more than 20 IP
addresses, and how I fought against it. It is important to not only detect
cyber attack attempts but also to identify the groups behind the attacks, the
tools they use. As I demonstrated in my blog post “Fighting Against DoS,” it
is crucial in the fight against these attacks. Based on my previous
experiences, I decided to investigate what kind of information I could gather
about the dictionary attack on my blog in this research.


https://www.mertsarica.com/tls-fingerprinting/
https://www.mertsarica.com/wordpress-security/
https://www.mertsarica.com/dos-ile-mucadele/

Top IPs Blocked

24 Hours 30 Days

IP Country Block Count
185.86.164.108 Turkey 14
183.119.81.11 Turkey 13
185.85.239.195 Turkey = 12
185.86.13.213 Turkey 11
185.85.190.132 Turkey = 11
185.86.164.102 Turkey 9
185.85.239.110 Turkey 9
185.85.191.196 Turkey 8
185.86.164.106 Turkey 8
185.119.81.50 Turke & A

First, when I looked at the records of the IP addresses that conducted the
dictionary attack in the logs of my web server, I saw that the User Agent
field, which gives information about the operating system, internet browser
and the tool used, contains the information Mozilla/5.0 (Windows NT 10.0;
Wow64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103
Safari/537.36 Safari/537.36. While the operating system that theoretically
conducted the dictionary attack appeared to be Windows 10, by running the
Nmap tool with the -A parameter (Enable 0S detection, version detection,
script scanning, and traceroute) targeting the 22nd connection point, I
easily found out that the target operating system was most likely a Linux
operating system.



Goteubuntu:/var/Tog/nginx# nmap -A 185.86.164.108 —p 22

= rti ng p .60 ( https // 2p-org ) t 2019-09-14 16:32 +
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al).

Then the question of whether the tools that conducted the dictionary attack
from 20 different IP addresses were the same or different (the possibility of
a botnet) began to bother me. While I was thinking about how I could find
out, the JA3 method, which I had read about in a technical article before and

is also used in cyber threat intelligence, suddenly came to my mind!

According to the JA3 method, it is found that the md5 hash value obtained
from the information (Version, Accepted Ciphers, List of Extensions, Elliptic
Curves, Elliptic Curve Format) in the “Client Hello” packet produced by the
client application during the TLS connection is the same. For example, if you
give command to the command and control center, the x version of Emotet
banking malware that communicates over TLS has a md5 hash value of
4d7a28d6f2263ed61de88cabbeb01l1le3. Based on this information, it is possible
to detect systems where Emotet malware is present in your network by
searching for this value in the TLS network traffic recorded (full packet
capture).

0f course, since my blog is behind Cloudflare and the TLS traffic is provided
by the client and Cloudflare, it is not practically possible to record TLS
connections from my web server. While thinking about what to do, I also
realized that I need a much better server in terms of CPU, memory and disk
for my next step. I tweeted about what kind of VDS (Virtual Dedicated Server)
I should buy in terms of price and performance, and shortly after, Hamza
SAMLIOGLU (@TEAkolik), an information and technology influencer and a
blogger, came to my aid and brought me together with Hosting.com.tr
officials. After talking to them, they accepted to sponsor my security
research and gave me two VDS!

Hosting.com.tr is a trusted, fast, and uninterrupted internet service
provider in Turkey with a product portfolio including cloud hosting, cloud
servers, physical servers, and additional services. They are constantly
increasing their customer portfolio with their reliable, fast, and
uninterrupted internet services. In 2015, they renewed their corporate
identity, web infrastructure, and technical infrastructure, and with the new
responsive website and management panels, they made the purchase of services


https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967
https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967
https://www.us-cert.gov/ncas/alerts/TA18-201A
https://www.linkedin.com/in/teakolik/
https://www.linkedin.com/in/teakolik/
https://twitter.com/TEAkolik
https://www.teakolik.com/
https://www.hosting.com.tr/
https://www.hosting.com.tr/sunucu/vds-sunucu/
https://www.hosting.com.tr

and all control panel operations simpler and more manageable.

With their renewed technical infrastructure, they have transitioned all
servers to the cloud server architecture on SSD disks. Hosting.com.tr offers
SSD disk services at classic hosting service prices. Within this framework,
they work to constantly and happily increase their customer portfolio without
compromising quality, focusing on unconditional customer satisfaction
principles.

After I got my VDS, I continued to look at the HTTP traffic related to the
dictionary attack and saw that the /wp-login.php page was first requested by
a GET and then by a POST. In this case, could I have obtained the JA3 md5
summary value by redirecting the attacker to the www.mertsarica.net address
that I hosted on my new VDS in the first GET request, and then making the
POST request there?

185.86.164.101 — - [11/5ep/20
ome/51.0.2704,103 safari/537
185.86.164.103 - - [11/5ep/2019:04:19:03 +0300] "GET /wp-login. phy

134 +0300] "POST /wp-Togin.php HTTP/I.1" 503 19377 "https://www.mertsarica.com/wp-Togin.php™ "™Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chr .

HTTP/1.1" 200 2078 "-" “Mozi1la/5.0 (windows NT 10.0; WOWG4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 safari/537.36

ttps ://wiw. mertsarica. com/wp-login. php” "Mozi11a/5.0 (Windows NT 10.0; WOW62) Applewebkit/537.36 (KHTML, 1ike Gecko) Chr

185.86.164.103 - - [11/5ep/2019:04:19:04 +0300] "POST /wp-]ogwn.pﬁp HTTP/1.1" 503 19376
ome/51.0.2704,103 safari/537,36"

144:42 +0300] "GET /wprDgin.phE HTTP/1.1" 200 2079 "-" "Mozilla/5.0 (windows NT 10.0; wows4) Applewebkit/537.36 (kHTML, like Gecko) chrome/5l.0.2704.103 safari/537.36"
05:44:43 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 “https://www.mertsarica.com/wp-login.php™ "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chr

:47:02 +0300] UGET /wp-login. php HTTR/1.1% 200 2079 -
:47:03 +0300] "posT /wp-login.php HTTP/1.1" 503 19376

142:23 +0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2079 "-" "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KkHTML, like Gecko) chrome/51.0.2704.103 safari/537.36"
10:42:24 +0300] "POST /wp-10gin.php HTTP/1.1" 503 19376 "hTTps://www.mertsarica.com/wp-login. php™ "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chr

"Mozilla/5.0 (Windows NT 10.0; WOWG4) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome/51.0.2704.103 Safari/537.36"
TTps://www. mertsarica. com/wp-login. php" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chr

:16:45 +0300] "GET /wp-Togin.php HTTR/1.1" 200 2078 "-" "Mozilla/5.0 (windows NT 10.0; wowsd) Applewebkit/537.36 (kemmi, like Gecko) chrome/51.0.2704.103 safari/537.36"
:16:46 +0300] "posT /wp-login.php HTTP/1.1" 503 19376 “https://www.mertsarica.com/wp-login.php™ "Mozil1a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chr

128:49 +0300] "GET /wp-login.php HTTP/1.1" 200 2077 "~

P “Mozi11a/5.0 (windows NT 10.0; WOWG4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 safari/537.36
128:50 +0300] "POST /wp-login.php HTTP/1.1" 503 19377

rttps ://wiaw. mer tsarica. com/wp-login.php” "Mozi11a/5.0 (Wwindows NT 10.0; WOW62) Applelebkit/537.36 (KHTML, 1ike Gecko) Chr

"Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, 1ike Gecko) chrome/51.0.2704.103 safari/337.36"
https://www.mertsarica. com/wp-Togin.php™ "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, Tike Gecko) chro

24:06 +0300] "GET /wp-Tlogin.php HTTP/1.1" 200 2077 "
24:07 +0300] "POST /wp-login.php HTTP/1.1" 503 19377

3 £ .36
.164.100 - - [11/5ep/2019:16

:09:23 +0300] "GET /wpf1591ﬂ.phﬁ HTTP/1.1" 200 2079 "-" "Mozi11a/5.0 (Wwindows NT 10.0; WOW64) Applewebkit/537.36 (KHTML, 1ike Gecko) Chrome/S1.0.2704.103 safari/537.36"
185.86.164.100 - - [11/5ep/2019:16:09:24 +0300] "POST /wp-login.php HTTE/1.1" 200 1934 "https://www.mertsarica.com/wp-login.php” "Mozilla/5.0 (Windows NT 10.0; WOW64) ApplewWebkit/537.36 (KHTML, like Gecko) Chra
me/51,0.2704.103 safari/537.36"
185.86.164.102 - - [11/5ep/2019:19:28:19 +0300] "GET /wp-login.php HTTP/1.1" 200 2079 "Mozi1la/5.0 (windows NT 10.0; wows4) Applewebkit/537.36 (KHTML, like Gecko) chrome/5l.0.2704.103 safari/537.36"
185.86.164.102 - - [11/5ep/2019:19:28:20 +0300] "POST /wp-login.php HTTP/1.1" 503 19377 “https://www.mertsarica.com/wp-login.php” "Mozilla/5.0 (windows NT 10.0; wOw64) ApplewebKit/537.36 (KHTML, like Gecko) chr
ome/51.0.2704.103 safari/537.36"
185.86.164.107 - - [11/Sep/201 :05:24 +0300] "GET /wp-]ugwn.phﬁ HTTR/1.1" 200 2079 "-" "Mozi11a/5.0 (Wwindows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36"
185;86.164.107 - - [%1/539/201 :05:25 +0300] "PoST /wp-login.php HTTP/1.1" 503 19377 "https://www.mertsarica. com/wp-login.php" "Mozilla/5.0 (windows NT 10.0; wow6d) Applewebkit/537.36 (kHTML, like Gecko) chr
ome/51.0.2704.103 safari/537
185.86.164.104 - - [11/sep/201 143:36 +0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2079 "-" "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chrome/51.0.2704.103 safari/537.36"
185.86.164.104 — - [11/5ep/2019:21:43:36 +0300] "POST /wp-10gin.php HTTP/1.1" 503 19377 “"hrtps://www.mertsarica.com/wp-login.php” "Mozilla/5.0 (windows NT 10.0; WOW62) Applewebkit/537.36 (KHTML, like Gecka) Chr
ome/51.0.2704.103 safari/537.36"
185.86.164.100 - - [12/sep/2010: 7:00 +0300] "GET fwp-login.php HTTP/1.1" 200 2078 "-" "Mozi11a/5.0 (windows NT 10.0; wow6d) Applewebkit/537.36 (kWTML, Tike Gecko) chrome/51.0.2704.103 safari/537.36"
185;86.164.100 - - [%2/539/2019:01:57:10 +0300] "POST /wp-login.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-login.php" "Mozilla/5.0 (windows NT 10.0; wow6d) Applewebkit/537.36 (kHTML, like Gecke) chr
ome/51.0.2704.103 safari/537.36"

185.86. :09:46 +0300] "GET /wpf1591ﬂ.phﬁ HTTP/1.1" 200 2079 "-" "M0zi11a/5.0 (Wwindows NT 10.0; WOW64) Applewebkit/537.36 (KHTML, 1ike Gecko) chrome/51.0.2704.103 safari/537.36"

185.86. 02:09:47 +0300] "POST /wp-login.php HTTP/1.1" 503 19377 “https://www.mertsarica. com/wp-login. php” "Mozilla/5.0 (Windows NT 10.0; WOW64) Applewebkit/537.36 (KHTML, like Gecko) Chr
ome/51.

185.86. 04:54 +0300] "GET /wp-Tlogin.php HTTP/1.1" 200 2078 " "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, 1ike Gecko) chrome/51.0.2704.103 safari/337.36"

185. 86, 04:55 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 “https://www.mertsarica.com/wp-login.php™ "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chro

me/51.0.
185. 4.111 +0300] "GET /wp-login.php HTTP/1.1" 200 2078 "-"

P “Mozi11a/5.0 (windows NT 10.0; WOWG4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 safari/537.36
+0300] "POST /wp-login.php HTTE/1.1" 503 19376 i

rttps ://wiw. mer tsarica. com/wp-login.php” "Mozi11a/5.0 (Windows NT 10.0; WOW62) Applewebkit/537.36 (KHTML, 1ike Gecko) Chr

:14:21 +0300] "GET /wp-Togin.php HTTP/1.1" 200 2079

-" "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chrome/51.0.2704.103 safari/537.36
:14:21 +0300] "POST /wp-login.php HTTP/1.1" 503 19376

https://www.mertsarica. com/wp-login.php™ "Mozil1a/5.0 (windows NT 10.0; wOW64) Applewebkit/537.36 (KHTML, like Gecko) chr
:27:47 +0300] "GET /wp-]ugwn.phﬁ HTTP/1.1" 200 2079 "-"
:27:48 +0300] "POST /wp-login.php HTTP/1.1" 503 19376

120122 +0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2078 "-" "Mozilla/5.0 (windows NT 10.0; wows4) Applewebkit/537.36 (KkHTML, like Gecko) chrome/51.0.2704.103 safari/537.36
120:22 +0300] "POST /wp-1ogin.php HTTP/1.1" 503 19376 "hTTps://www.mertsarica.com/wp-login.php” "Mozilla/5.0 (windows NT 10.0; wWow64) Applewebkit/537.36 (KHTML, like Gecko) chr

"Mozilla/5.0 (Windows NT 10.0; WOWG4) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome/51.0.2704.103 Safari/537.36"
TTps://www. mertsarica. com/wp-login. php" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chr

10.2704.103 safari/537.36"
.86.164.08 - - [12/5ep/2010:00:31:36 +0300] "GET /wp-login.php WTTP/1.1" 200 2077 "-" "mozi1la/5.0 (windows NT 10.0; wowed) applewebkit/537.36 (kWTwL, like Gecko) chrome/51.0.2704.103 safari/537.36"

185.86.164.98 - - [12/5ep/2019:09:31:37 +0300] "POST /wp-login.php HTTP/1.1" 503 10376 "https://www.mertsarica.com/wp-login.php" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kwTML, like Gecko) chro
me/51.0.2704.103 safari/537.36"
185.86.167.4 — - [12/5¢p/2013:10:47:40 +0300] "GET /wp-Togin. php HITP/L.1" 200 2078 ~-
185.86.167.4 - - [12/5ep/2019:10:47:41 +0300] "POST /wp-login.php HTTP/1.1" 503 19376
e/51.0.2704.103 safari/537.36"

“Mozi11a/5.0 (windows NT 10.0; WOWG4) ApplewebKit/537.36 (KHTML, 1ike Gecko) Chrome/51.0.2704.103 Safari/537.36"
ttps://www. mertsarica. com/wp-login. php™ "Mozi11a/5.0 (Windows NT 10.0; wowed) AppleWebkit/537.36 (KHTML, like Gecko) chrom

185.86.164.104 - - [12/5ep/2019:11:30:28 +0300] "GET /wp-login.php HTTP/1.1" 200 2079 "-" "Mozi1la/5.0 (windows NT 10.0; wowé4) Applewebkit/537.36 (KWTML, 1ike Gecko) Chrome/51.0.2704.103 safari/537.36"

185.86.164,104 - - [12/5ep/2019:11:30:29 +0300] "POST /wp-Togin.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php" "Mozilla/5.0 (windows NT 10.0; wOw64) Applewebkit/537.36 (KHTML, Tike Gecko) chr

ome/51.0.2704.103 safari/537.3

185.86.164.99 - — [12/5ep/2019:14:18:04 +0300] "GET /wp-Togin. php HTTP/1.17 200 2078 "+ Moz{lla/5.0 (Windows NT 10.0; WOWG4) applewebkit/s3z. 36 (kHiL, 1ike Gecko) chrome/s1.0.2704.103 Safari/s37. 36

185.86.164.99 - - [12/5ep/2019:14:18:04 +0300] "POST /wp-login.php HTTP/1.1" 200 1934 "https://wwaw.mertsarica.com/wp-1ogin.php" "Mozilla/5.0 (Windows NT 10.0; wow6d) Applewebkit/537.36 (KHTML, like Gecko) chrom

€/51.0.2704.103 safari/537

185.86.164.98 - - [12/5ep/2019:14:58:42 +0300] "GET /wp-login.php HTTP/1.1" 200 2079 Mozi1la/5.0 (windows NT 10.0; wows4) Applewebkit/s37.36 (KHTML, 1ike Gecko) chrome/51.0.2704.103 safari/537.36"

185.86.164.98 - - [12/5ep/2019:14:58:43 +0300] "POST /wp-lagin.php HTTP/1.1" 503 19377 "hrtps://www.mertsarica.com/wp-login.php™ "Mozi1la/5.0 (Windows NT 10.0; WOW62) Applewebkit/537.36 (KHTML, like Gecko) Chra
v

Without wasting time, I first redirected the www.mertsarica.net domain name
to the VDS hosted on the infrastructure of Hosting.com.tr. Later, I set up
Cloudflare’s management panel so that all requests to
www.mertsarica.com/wp-login.php would be redirected to
www.mertsarica.net/wp-login.php. After installing the JA3 tool, developed by
Salesforce, on the VDS, I began to record all connections to the
www.mertsarica.net web server using the tcpdump tool.


https://github.com/salesforce/ja3
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Page Rules

Control your Cloudflare settings by URL

Page Rules

You have 2 Page Rules left. Buy More Page Rules.

Create Page Rule

Page Rules let you control which Cloudflare settings trigger on a given URL. Only one
Page Rule will trigger per URL, so it is helpful if you sort Page Rules in priority order,
and make your URL patterns as specific as possible.

URL/Description

*www.mertsarica.com/wp-login.php*

= 1 Forwarding URL: (Status Code: 301 - Permanent Redirect, Url: https://www.mertsarica.net/wp- | ) o L& X
login.php) I
APl » Help »

~# ps au
PID %CPU %MEM V52 RSS TTY STAT START TIME COMMAND
L760 0.0 0.0 15956 2220 hvcO Ss+ Aug22  0:00 /sbinfagetty -o -p -- “wu --keep-baud 115200,38400,9600 hvcO vt220
L765 0.0 0.0 16180 1908 ttyl S5+ Aug22 0:00 /5b1n/agetty -0 -p -- U --noclear ttyl Tinux
5821 0.0 0.1 26596 9240 pts/1 ss+ 10:19 0:00 -bash
3285 0.0 0.1 26604 9244 pts/2 ss  12:37 0:00 -bash
3947 0.0 0.1 26596 9028 pts/3 ss+ 13:19 0:00 -bash
3225 0.0 0.0 22896 6352 pts/2 s 13:32 0:00 tcpdump -U -i eth0 -w capture.pcap -s 0 net 185.0.0.0/8
32?1- 0.0 0.0 37364 3424 pts/2 R+ 13:36 0:00 ps au

A day later, when I looked at the output of the tcpdump tool, I saw that the
JA3 md5 summary value (5641falbc96d6dd91ce79472b333d910) of 6 different IP
addresses that carried out the dictionary attack was the same. From this
information, I learned that the same tool was used on all systems that
carried out the attack. As it came to finding out which tool was used for
this attack, I immediately searched for this md5 summary value on the JA3 SSL
Fingerprint website where JA3 fingerprint information is stored, but I
couldn’t find any record. I ended my security research here, hoping that one
day information about this md5 summary value would be added to the JA3 SSL
Fingerprint website.


https://ja3er.com
https://ja3er.com

“]as_digest i “5b4lTalbCybdedavlce/vas 2p333a9107, ~
"Source_: 1p 5 EE 164.98",

"source_port”

t1mestamp 2 1566561094.562035

"destination_ wp

"destination_por
332 21 45705 4915’ 149196-49188-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2"

. "5641Falbco6dbdd9lce79472b333d910"

185.85.190.132"

4

%ai dwgest
"Source_ip":
"source_port”: =
"timestamp”: 1566562691, 329938

"destination_ip

"destination, pnr‘t 443,

"ja3"; "770,49162- 49172757 107-53-61 49150 49161 40187 49169 49171 4010151103 -50-5-4-47-60-10, 61184 65261 1011 35-1317230031-5,23-24-25,0",
'ja3_digest” ”1eeeafaf91dbsrsa24 Oer435c2aldeh™

"Source_ip": "185.173.35

“source_port”: 51784,

“timestamp”: 1566565465. 508048

"destination_ip" ¥
“destmatmn pnr( 44
": "771,49195- 4915’ 149196-49188-49161-49162-49191 -49171-49172-64-50-106-56-60-47 -61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2"
"5641Falbc96d6ddalce79472b333d910"
155 85.239.110"

]ai digest
"Source ip"
"source_port”
S mectaes 156500498, 904666

"ja3": ,49195-49187-49196-49188-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2",
"ja3_ dwgest "5641falbc96d6ddalce79472b333d910",

"source_ 1 '185.86.164.98",
.source_port”: 33520,
(Hnestamp 1566575117, 956552

"destination_ip" s
“destmamon pnr
77 149195 49].5’ 149196-49188-49161-49162-49101-40171-49172-64-50-106-56-60-47 -61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2",
Jaa,mgest "5641fa1bc96dGdd9lce79472b333do10",
“Source’: i 1&5 86.13.213",
"s0urce_por
t1mestamp 15555&2351 035614

"destination_ip" 5
"destination | pnr( 1 443,
71,49195-40187 49196-49185-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2"
"ja3_ d1gest 5641Falbc96d6ddalce79472b333d910"
85.86.164.108",

_port”: 34058,
"timestamp”: 1566583005, 700058

"destination_ip"”
"destina twun_part 2
"ja3": "771,491 E 149196-49188-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17 ,0-1-2"
"ja3_ d\gest "5641fa]bEQGded91:279472b333d910

"Source_ip 1&5 86.164.102"

"source_port
“rimestamp”: iseesat10, 3346

In summary, by utilizing the JA3 method, you can detect suspicious, malicious
activities on your network, and find answers to the questions that plague
your mind about cyber attacks, just like I did. I wish everyone safe days and

hope to see you in the following articles.



