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Okuyanlariniz Man In The Proxy blog yazima konu olan bir internet bankaciligi

zararli yazilimini hedef sisteme indirmek ve calistirmak amaciyla zararli bir
JScript dosyasi (Flash-2017.js) kullanildigini animsayacaklardir. O yazida
okunakli olmayan (encoded) bu JScript dosyasinin Zararli JavaScript Analizi
baslikli yazimda oldugu gibi internet tarayicisi ile basit bir sekilde analiz
edilemedigine yer vermistim. Bunun sebebi ise JScript dosyasinin calisma
esnasinda ActiveX ve WScript kullanimina ihtiyac¢ duymasiydi. (“WScript is not
defined”, “ActiveXObject is not defined”) Internet tarayicisi ile Jscript
dosyasinin analiz edilemedigi kimi durumlarda hem Visual Studio‘dan hem de
ucretsiz sirumd olan Visual Studio Express‘ten faydalanabilirsiniz.
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3 var ccdffcbabb = '';
4 var aaadeecfdeccae = []; =
5 var abcdbefafafe; 1
5 ‘
2
13 var afdebc = new ActiveXObjecct('Scripting.FileSystemCbject');
15 var becafdecbcaaabff = afdebc.GetSpecialFolder(2):

ion acfabbfabdd (cadfddaceacffc) {

21 ffbfabeffda = cadfddaceacffc.toString():

22 v cacebbabbbfddc = "*

23 for (var efadcccbfac = 0; efadcccbfac < ffbfabeffda.length; efadcccbfac += 2)

q cacebbabbbfdde 4= String.fromCharCode (parselnt (ffbfabeffda.substr (efadccebfac, 2), 16)):
return ecacebbabbbfddc:

28 function cbfeedcbeodbbf (ddeccfceeaaab) {

29 n !isNaN(parseFloat (ddccfceeaaab)) && isFinite (ddccfceeaaab);

30

32

9 function cfedcadb (eceedbbdacafeeceedbbdaeafe,bfadaea) {

36

37 for (i=bfadaea;i>0;i--){

39 eceadbbdaeafeeceadbbdacafe = eceedbbdaeafeeceedbbdacafe - 1;

1 if (eceedbbdacafeeceedbbdacafe<)) eceadbbdasalfeeceedbbdacate = 9;

JavaScript file length:7.392  lines: 308 Ln:1 Col:1 5el:0|0 Windows (CRLF) UTF-8 INS

Wikipedia‘ya gore Microsoft Windows Script Host (WSH) (eski adiyla Windows
Scripting Host), Microsoft Windows isletim sistemine 06zellik acisindan BATCH
dosyalarina kiyasla cok daha fazlasini vadeden bir betik otomasyon
teknolojisidir. Birden fazla betik (JScript, VBSscript) dosyasini
desteklemesi en 6nemli artilarindan birisidir. Not olarak VBS hata ayiklamasi
ig¢in ayrica VbsEdit isimli arac¢tan da faydalanabileceginiz yeri gelmisken
soyleyeyinm.

Bu gibi durumlarda JScript dosyasini hizlica analiz edebilmek ic¢in ilk olarak
Visual Studio’da, Tools -> External Tools menlsi altinda Microsoft tarafindan
belirtilen hata ayiklama parametrelerini tanimlamalisiniz. Ardindan analiz
etmek istediginiz JScript dosyasini Visual Studio’da ac¢tiktan sonra Tools
menusiu altindan daha once tanimladiginiz Wscript’i secerek JScript dosyasini
kolayca analiz etmeye baslayabilirsiniz.


https://en.wikipedia.org/wiki/Windows_Script_Host
http://www.vbsedit.com/
https://support.microsoft.com/en-us/help/308364/how-to-debug-windows-script-host,-vbscript,-and-jscript-files
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26 | function acfabbfabdd(cadfddaceacffc) {

28 | function cbfeedcbccdbbf(ddccfceeaaab) {
29 return !isNaN({parseFloat(ddccfceeaaab)) && isFinite(ddccfceeaaab);

function cfedcadb(eceedbbdaeafeeceedbbdaeafe,bfadaea){

21 var ffbfabeffda = cadfddaceacffc.toString();

22 var ecacebbabbbfddc = "";

23 for (var efadccchbfac = 8; efadccchfac < ffbfabeffda.length; efadcccbfac += 2)

24 ecacebbabbbfddc += String.fromCharCode(parseInt(ffbfabeffda.substr(efadcccbfac, 2), 16));
25 return ecacebbabbbfddc;

26 |}

27

Yazima konu olan Flash-2017.js isimli JScript dosyasini adim adim hata

ayilklama ile analiz etmeye basladigimizda, kodun yorum satirlarinin (comment)

basindaki /* ve */ karakterleri sildigini gOrebiliyoruz.
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= <global> v"ii cedffcbabb

var ccdffcbabb = '';
var aaadeecfdeccae = [];
var abcdbefafafe;

var afdebc = new ActiveXObject('Scripting.FileSystemObject');

var becafdecbcaaabff = afdebc.GetSpecialFolder(2);

function acfabbfabdd(cadfddaceacffc) {
var ffbfabeffda = cadfddaceacffc.toString();
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b & IScript glabal code [Flash 2017, Line 3
I @ WScript {..} Object
4 WSsH {..} Object
faabeaddabeccffb« {...} Object
ccdffcbabb undefined Undefine
asadeecfdeccae  undefined Undefine
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= <global> v” @ ddfddfdcccheaf{cabececeabd, cedabccaaaa)

var afdebc = new ActiveXObject('Scripting.FileSystemObject');

T

var becafdecbcaaabff = afdebc.GetSpecialFolder(2);
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function acfabbfabdd(cadfddaceacffc) {
var ffbfabeffda = cadfddaceacffc.toString();
var ecacebbabbbfddec = "';
for (var efadcccbfac = @; efadccchfac < ffbfabeffda.length; efadcccbfac += 2)
ecacebbabbbfddc += String.fromCharCode(parseInt(ffbfabeffda.substr(efadcccbfac, 2), 16));
return ecacebbabbbfddc;
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function cbfeedcbccdbbf(ddccfceeaaab) {
return !isNaN{parseFloat(ddccfceeaaab)) &8 isFinite{ddccfceeaaab);
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i Process: | [2120] wscript.exe - Lifecycle Events = Thread: [2068] Thread 2068 - Y 5

eval code [dynamic]

= <global> ~| @ faabeaddabeccffbca(bdacadacbbh)
12437 =
1244
1245 var afdebc = new ActiveXObject('Scripting.FileSystemObject');
1246
1247 var becafdecbcaaabff = afdebc.GetSpecialFolder(2);
1248
1249
12568
1251
1252 [Ffunction acfabbfabdd(cadfddaceacffc) {
1253 var ffbfabeffda = cadfddaceacffc.toString();
1254 var ecacebbabbbfddc = "';
1255 for (var efadcccbfac = 8; efadccchfac < ffbfabeffda.length; efadcccbfac += 2)
1256 ecacebbabbbfddc += String.fromCharCode(parseInt(ffbfabeffda.substr(efadcccbfac, 2), 16));
1257 return ecacebbabbbfddc;
1258 |}
1259

1268 [ function cbfeedcbccdbbf(ddccfceeaaab) {

1261 return !isNaN({parseFloat(ddccfceeaaab)) && isFinite(ddccfceeaaab);
1262 |}

1263

- 4

Locals * I X || Call Stack
Value Type & MName

abcdbefafafe undefined Undefing & JScript global code [eval code] Line 1235
afdebc oy TFileSyste J5cript global code [eval code] Line 1220
becafdechcaaabff |t IFolder JScript global code [eval code] Line 917
feaebcfefce 5 MNumber J5cript global code [eval code] Line 609
dcbecdebfedea true Boolean J5cript global code [eval code] Line 301
cebcfddffebafddbedf {..} ITextStre JScript global code [Flash-2017.s] Line 301

ebdfddceccde "\rhrinvar codffcbabb = "\ finvar aaade @ - String
@ - fahhfabdd AT
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Daha sonra script Uzerinde yer alan gizlenmis verileri sirasiyla c¢Ozen
ddfddfdcccbcaf() ve acfabbfabdd() fonksiyonlari hemen dikkatimizi cekecektir.
Eger amacimiz hizlica gizlenmis olan verilerin ¢6zulmis haline ulasmak ise bu
durumda acfabbfabdd() fonksiyonunun sonunda yer alan return komutuna kesme
isareti (breakpoint) koymamiz durumunda gizlenmis verilerin ¢ozulmis haline
kolay ve hizli bir sekilde ulasabiliyoruz.
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) ddfddfdcccbeaf{cabececeabd, cedabccaaaa)

y|dug wea)

var E‘fadaea = EEC%féCd.E =RRLS

EE 31

if(bedfbcfdd==bfadaea)bedfbcfdd = bedfbcfdd + cedabccaaaa;

faafdebfdd = faafdebfdd + ebfdcbcadb.charAt(bedfbcfdd);
¥

return acfabbfabdd(faafdebfdd);

cafbfdaedfe = new ActiveXObject(ddfddfdcccbeaf("nadan.4mnXn(4mdH4n.H44amal45nanmnan (454+4x4. 4¥454an(",1});
becafdecbcaaabff = cafbfdaedfe.GetSpecialFolder(2);

cafbfdaedfeDeck = new ActiveXObject(ddfddfdcccbeaf( ' SnSad4an.4mnXn(.Hnadb454141" ,1));
cfaaabedebeaff = cafbfdaedfeDeck.SpecialFolders(ddfddfdcccheaf (' ((4SnadGn(4xnX’,1));
becafdecbcaaabffd = cfaaabedebeaff;
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&= <global> - @ acfabbfabdd(cadfddaceacffc)

yjdxg wea )

1243

1244

1245 var afdebc = new ActiveXObject('Scripting.FileSystemObject');

1246

1247 var becafdecbcaaabff = afdebc.GetSpecialFolder(2);

1248

1249

1258

1251

1252 [Elfunction acfabbfabdd(cadfddaceacffc) {

| var ffbfabeffda = cadfddaceacffc.toString();

var ecacebbabbbfdde = "';

for (var efadcccbfac = @; efadccchfac < ffbfabeffda.length; efadcccbfac += 2)
ecacebbabbbfddc += String.fromCharCode(parseInt(ffbfabeffda.substr(efadcccbfac, 2), 16));

return ecacebbabbbfddc;
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[Efunction cbfeedcbccdbbf(ddccfceeaaab) {
return !isNaN{parseFloat(ddccfceeaaab)) &8 isFinite(ddccfceeaaab);

Call Stack

Value Type MName

this [ Object © acfabbfabdd [eval code] Line 1257

cadfddaceacffc "736372607074696E672E66696CH573797374 O, ~ String ® ddfddfdcccheaf [eval code] Line 1349

ffbfabeffda "736372697074696E672E66696CH57379737¢ O, ~ String J5cript global code [eval code] Line 1353

ecacebbabbbfddc "scripting filesysternobject” Q, - String J5cript global code [eval code] Line 1220

efadcccbfac 52 Murnber JScript global code [eval code] Line 917
J5cript global code [eval code] Line 603
J5cript global code [eval code] Line 301
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Visual Studio ve hata ayiklama ile ugrasmak istemiyorum diyenler, ilgili

fonksiyonlardan faydalanarak asagidaki ekran gorintisinde oldugu gibi hizlica

gizlenmis veriyi c¢6zen basit bir JScript kodu yazabilirler.

[= decoderjs 3
1 [HEfuonotion acfabbfabdd (cadfddaceacffc) {
2 wvar ffbfabeffda = cadfddaceacffc.toString():
3 var ecacebbabbbfddc = " "
4 for (var efadccchbfac = (: efadccchbfac < ffbfabeffda.length: efadccchfac += I}
= ecacebbabbbfdde += String.fromCharCode (parselnt(ffbfabeffda.substr(efadcochbiac, 2}, 1E8)):
& return ecacebbabbbfdde:
7 4
a
9 Elfunction ddfddfdccchbeaf (cabececeabd, cedabocaana){
10
11 var ebfdcbeadb = "Ghé4 (JpToUE-I1VELIaEHFx2. ! ; *uwlHivRImQiLe, Zved o) 0X§ : gkSSPAYReyrD+ Tng@veW*C1MB" ;
12 var faafdebfdd = "";
13
14 var ascffecdabbbb = ebfdcbcadb.length-1:
15
16 var size = cabaceceabd.length:
17
15
20 =] for(var baccafdeeffc = 0; baccafdeeffc<size : baccafdeeffc++){
22 var edefdecf = ebfdcbcadb.index(f (cabececeabd.charht (baccafdeeffc))
23
24 wvar bedfbcfdd = edefdecf - cedabccaasaa:r
25
26 [ if (bedfbefdd<0) |
27
28 bedfbcfdd = ascffecdabbbb - Mach.abs (bedfbofdd) :
29
30 var bfadasa = ascffecdabbbb - 1:
3l
32 if (bedfbcfdd==bfadasa)bedfbcfdd = bedfbcfdd + cedabccaaas:
33
34 - 1
35
36
37 faafdebfdd = faafdebhfdd + ebfdcbcadb.charic (bedfbofdd) :
38 = )
349
40 return acfabbfabdd (faafdebfdd) s
41 L}
42
43 var acr = Jdadfddfdcoccheoaf ("nadan. dmnin [4mdH4n . H444m4l4Snanmnan (434+4x49 . 4¥454an(",;1) ;
q4 W5cript.echo(str)
45 var scr = ddfddfdccchoafl ("aX4aaXas H4Snb43", 1)
48 WScript.echo(scr)
T var actr = ddfddfdccchoaf (" (M{((x{((..H3an(n.434M4+",1):
48 WSecript.echao (=cr)
19 var atr = ddfddfdeccbeaf ("4ibn (n(nXaY.x.xibimindb45n (4Mn445.SnbnmnY . x4n43n (45aMa ( . HnX4baX",1)
50 WSeript.echo(=cr) !
51 var atr = ddfddfdecccbeaf (" (+nanbd+4la..HSb(+(1 (b5 (5(5X.Haa.HaX"™,1}:
52 W3criprt.echo(str)
- var atr = ddfddfdcccbceaf (" ( (45na4Gn (4xnk"™,1):
54 WScript.echo(str)
55 var str = ddfddfdecccbeaf ("SnSadan.4mn¥n(.Hnad4b454141%,1);
56 WScript.echo(stx)

JavaScript file

—————| — =] el — ——
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Analizin sonuna dogru yaklasirken Jscript dosyasi tarafindan
http://highetave.xyz/geteld.php?ffl adresine bir istek gonderdildigini ve her
defasinda web sunucusundan donen yanitin farkli (Server-side polymorphism)
oldugunu gérebiliyoruz. ||| degerinden o6nceki sayisal degeri gizlenmis veriyi
cozmede de kullandigini o6grendikten sonra yukarida bahsettigim fonksiyonlar
tarafindan c¢o6zilen verinin diske 0c03.exe (md5:
dcfb9cab318417d3c71bc25e717221c2) adi altinda kayit edildigini ve ardindan
calistirildigini gorebiliyoruz. Sonuc¢ olarak, analiz adina internet
tarayicilarinin yetersiz kaldigi kimi durumlarda zararli JScript, VBScript
kodlarini Visual Studio hata ayiklamasi sayesinde hizlica analiz ederek

aklinizdaki sorulara yanit bulabilirsiniz.
Bir sonraki yazida gorismek dilegiyle herkese glvenli gilinler dilerim.
Not:

1. Bu yazi ayrica Pi Hediyem Var #12 oyununun c¢6zum yolunu da icermektedir.


https://nakedsecurity.sophos.com/2012/07/31/server-side-polymorphism-malware/
https://www.mertsarica.com/pi-hediyem-var-12/

