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I recently received my share of calls and messages from foreign cell phone
numbers, disturbing almost everyone, especially in Turkey, who has used the
WhatsApp application in recent days. Of course, as in my articles on other
scams (Exposing Pig Butchering Scam, LinkedIn Scammers, Instagram Scammers),
I rolled up my sleeves to investigate and write about this to raise

awareness.

This story started on July 31, 2023, when I received a text message from a
mobile phone number (+60 11-6436 2947) with a Malaysian country code not
registered in my contacts. In this message, the suspicious person said she
was conducting market research to help increase tourism data in Turkey and
that I could earn 180 TL by answering 3 simple questions.


https://www.mertsarica.com/whatsapp-scammers/
https://www.mertsarica.com/exposing-pig-butchering-scam/
https://www.mertsarica.com/linkedin-scammers/
https://www.mertsarica.com/instagram-scammers/
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@ Messages and calls are end-to-end encrypted.
No one outside of this chat, not even WhatsApp,
can read or listen to them. Tap to learn more.

Merhaba Tinaydin 5.5,

Buglin nasilsin?

06:55
lyiyim sen nasilsin ? ;.5

ben iyiyim efendim ..,

Tanistigima memnun oldum, ben Lara
07:10

Ben de. Ben Rifat. 7.4,

Cok naziksiniz, birkag dakikanizi alabilir
miyim? 07:12

Tabii 7.1

Su anda sirketimiz Tirkiye'de turizm
verilerinin artmasina yardimci olmak

icin pazar arastirmasi yapiyor, yardimci
olabilir misiniz?

3 basit soruyu yanitlayarak ve daha

fazla aktivite alarak 180TL (Simdi Ode)
kazanin. 0713

Tabii. Odeme nasil olacak ? ;.15

Efendim, simdilik sadece banka
havalesini kabul ediyoruz. 0716

Iban vermem yeterli olacak mi ? -..¢

Evet o747

Bana yardimci olursaniz liitfen yas
araliginizi seger misiniz?

(bir) 20-24

(b) 25-30

(¢) 31-45

(d) 45 ve istii 0718

d o718 v

Pekala, simdi sizden bazi pratik
calismalar yapmanizi isteyecegim. /.45

Tabii 7.19

Soru-1: Sirketimiz size bir gezi
kazansaydi hangi lilkeye gitmek
isterdiniz?

(A) Japonya

(B): Avustralya

(C): diger

Ornek (A) .Gitmek istediginiz iilke icin oy
verebilirsiniz. 0719

B 07:19 W/

Giizel Ulke /.59

7
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Soru-2: ilgilendiginiz turizm projelerini
hangi kanallar araciligiyla kesfettiniz?
(A): seyahat dergisi

(B): seyahat sitesi

(C): diger

B 0720

tamam harika.

Soru-3:Seyahat ettiginizde otel segerken
kriterleriniz nelerdir?

(Bedel

(B): cografi konum

(C): diger 75

A or2w

Tamam, gorevleri tamamladiniz, gok
akillisiniz. T

Oyleyimdir. o7,

Size 180TL 6deyebilmemiz igin litfen
asagidaki bilgileri formata gore
doldurunuz.

Ad Soyad :

Banka hesabi numarasi:

Bankanin adi :

Yas:

Cinsiyet:

Mevcut is:

Finans departmanimiz 6demenizin
derhal igleme alinmasini
sa@layacagindan, litfen istenen bilgileri
dogru bir sekilde doldurun ve dogru
oldugundan emin olun.

Ad Soyad: Rifat llgaz

Banka hesap numarasi: 57359646
Bankanin adi; EESEEphank

Yas:51

Cinsiyet:Erkek

Mevcut is: Muhasebe miiduiri

07:26 v/

Yeterli midir ? ;7.6

Guvendigin icin tesekkdrler. telgrafin

var mi Sirketimiz iletisim igin telegram
kullandigindan, eger uygunsa,
o0demenizin durumunu 6grenmek igin
resepsiyon gorevlisiyle iletisime gegmek
icin telgrafi kullanabilirsiniz.

Evetvar ;97 »

ilk deme igin kasiyer oldugu igin onunla
iletisime gegmelisiniz. Sana burada
0deme yapamayiz.

Telgrafinizi resepsiyon gorevlisine
ekleyin: @Rsp_Nilu (https://t.me/Rsp
_Nilu)

Litfen resepsiyon gorevlisine bu 6dul
kodunu bir mesaj gonderin: XY3171

Tamam hemen yaziyorum. 4.4
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Tamam hemen yaziyorum. o.,q

evet efendim .4,

Onu telegrama ekledikten sonra, ona

bu mesaji gonderin ve bana bir ekran
goriintiisti gonderin, boylece sizinle daha
hizli ilgilenmesini saglayabilirim.
Bilgilerinizi tekrar kontrol edecek ve

5 dakika igerisinde 6deme iglemini
tamamlayacaktir.

Odiillerinizi almazsaniz veya
Resepsiyonist size cevap vermezse
litfen bana bildirin. 0732

Yaziyor bana ;.55
ah! Tamam ;.44

Gonderildi, sistem odiilleri 6demek igin
10-20 dakika kuyruga giriyor. Liitfen
aldiginizda bana bildirin. Satici veri
gorevleri daha iyi 6diiller alabilir. /.55

Size bilgi vermemi istedi ;.45

Gergekten akillisin, liitfen 6diliini bekle
ve odiiliind 10 dakika iginde almazsan

sana yardim edecegim.
Tamam o735

Odiilleri beklerken bir sonraki goreve
devam edebilirsiniz.

Daha fazla para kazanma firsati elde
etmek igin kayit olmak ve ¢alisma
grubuna girmek igin resepsiyon
gorevlisinin talimatlarini izleyin. Bir
sonraki ¢calismada onunla iletigim
halinde olmalisin.

Tamamdir. 7.5,

Sirketimiz her giin gok sayida benzer
gorevler yayinlamaktadir, iglemi gok
basittir, glinliik hayatinizi ve isinizi
etkilemez, tamamlandiktan sonra size
odeme yapilir. 07-54

Katildiginiz igin tesekkiirler, bir sonraki

calismada onunla iletisim halinde
olmaniz gerekiyor, iyi galismalar dilerim.

@@
Memnuniyetle ;.55

1 Unread Message




When I looked at this person’s profile, I learned that she had been using the
WhatsApp application since July 3, 2023,. Also her profile photo had been
used and shared on many different social media platform when I searched on
the internet using the Visual Search feature of the Yandex search engine.

+60 11-6436 2947/

Hey there! | am using WhatsApp.
July 3
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After answering all the scammer’s questions, she gave me a reward code and
told me to contact a person named Nilu BALPANC with the username Rsp Nilu on
Telegram to pay me. When I contacted this person, who, according to Telegram
Desktop, uploaded her profile photo on July 30, 2023, she told me that the
bank account number I had provided was incorrect. After corresponding for a
while and realizing that what she wanted an IBAN, not an account number, I
gave her the information she was expecting, again incorrectly, at least in a
way that she would not get an error. :)

Saying, “I defrauded the fraudster and got them to send money to my account,”
or “I received the money from the fraudster and paid my electricity bill,”


https://en.wikipedia.org/wiki/International_Bank_Account_Number

may mean that you are dealing with the money of an innocent citizen who has
been defrauded, that is, with stolen money.

When an investigation is launched into these accounts, you may find yourself
in the defendant’s seat, in defense of whether you have a relationship with
fraudsters, so do not get involved in a financial relationship with
fraudsters.

If the fraudsters transferred money to your account, contact your bank
immediately.

Profile Photo
Resepsiyonist - Nilu Balpang 7/30/23 at 06:37
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Merhaba. 07:28 v

Merhaba, ben resepsiyonistiniz Nilu
Balpang, 6duli almaya mi geldiniz?

Evet ¢7.99

Aramiza hosgeldin,

Litfen bilgilerinizi verin, galismaya katilin,
gorev ve komisyon alin!

1. Tam ad:

2. Cinsiyet:

3. Meslek:

4. Yas:

5. WhatApp numarasi:

6. Banka hesap numarasi:

7. Banka adi:

1- Rifat llgaz

6- 57359646

7- mmmmmbank

4- 51

2- Erkek

3- Muhasebe miiduiri

5 07:31

Liitfen kodunuzu girin

Gonderildi, sistem ddiilleri 6demek igin
10-20 dakika kuyruga giriyor. Liitfen
aldiginizda bana bildirin. Satici veri
gorevleri daha iyi odiiller alabilir.

Simdi sizi gorev grubuna katilmaya davet
ediyorum. Grupta her giin dagitilan yeni
gorevler var. Para kazanmak igin gorevler
yapmaya devam etmek istiyor musunuz?
Rifat llgaz

Evet o7.34

Sag list kosedeki avatarima tikladiginizda
"Kisilere Ekle" segenegini goreceksiniz.
Beni arkadas olarak ekledikten sonra, sizi
daha fazla goreve katilmak igin gruba
katilmaya davet ediyorum~

Ekledim. 07:35 W&

Simdi, litfen [Ayarlar]'a tiklayin, [Gizlilik ve
Guvenlik]'e tiklayin, girmek igin [Davetiye
izinleri]'ne tiklayin, [Herkes]'e ve ardindan
Kaydet'e tiklayin

Yaptim. 738 .

Gruba eklendiniz ve grubun diger Uyeleriyle
iletisim kurabilir, paylagimda bulunabilir ve
ayni gorevleri gerceklestirebilirsiniz.

Rita

[Gérev 15] YouTube abonelik gorevi

1. Adim: YouTube'u agin ve [ )|
2/Adim: Abone ol'a tiklayin

3. Adim: Bir ekran goriintiisii alin ve bu ¢aligma grubuna
gonderin

4. Adim: Resepsiyonunuzla iletigsime gegin, 6diilii almak igin
ekran goriintiisiinii génderin

Bir sonraki gérev birakma zamani 15:00 07:43
Gruptaki gorevler gergek zamanl
gorevlerdir ve kagirilan gorevler talep
edilemez. 1 gorev = 60TL, 10 gorev
tamamlamak = 600TL, iicretleri birlikte
belirlemek igin, anliyor musunuz?
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| _|
| 1- Rifat llgaz 6- 57359646 7- bank 4- 5...

Sistem, banka hesap numaranizin yanhs
oldugunu soruyor

Sizin igin sistem 6deme 6duluni
goéndermek igin litfen bana dogru banka
bilgilerini saglayin

Dogru bilgilerim. o7.49 .,
57359646

Sistem, banka hesap numarasinin yanlis
oldugunu soruyor

Tekrar kontrol ettim. Nasil bir hata
aliyorsunuz ? 07:50

Bankamla iletisime geceyim. g7:50 .«

Sistemin size basarili bir sekilde 180TL
odeyebilmesi igin liitfen bana dogru banka
hesap numarasini verin.

Bank of ™ hesabimi veriyorum o halde:
63847387 07:52 &

Cin banka hesabi?

Bank of g Tiirkiye ¢7:53

ithalat ve ihracat da yaptigim igin o7.53 .~

Canim, baska banka kullaniyor musun?

Bana bagka banka hesaplari saglayabilirsin

bankolurmu? ;.57

Who Knows
bank olur mu ?
Bana gondermeyi deneyebilirsiniz,
oduluniizi belirlemek icin sisteme
gonderecegim.

Neyi géndereyim ? 4502

isim:
Banka adi:
Banka hesabi numarasi :

isim soyad ayni. ™ g ™Bank. Hesap no:
28462947 08:03 W

Tamam, bekleyin litfen.

Efendim, sistem ayrica banka bilgilerinin
yanhs oldugunu gosteriyor

1. Ziraat Bankasi

2. Tiirkiye Sanayi Bankasi (is Bankasi)
3. Turk Garanti Bankasi (Garanti Bankast)
4. AK Bankasi

5. Yapi Kredi Bankasi
6. Halkbank

7. Vakifbank

8. Finansbank

9. Tiirk Ekonomi Bankasi
10. Denizbank

Bu bankalardan birini kullaniyor musunuz?




When she shared that she had received an error with the account, a question
immediately began to nag at the back of my mind. Did they send some money to
their victim’s bank accounts to gain their trust? For this, when I inquired
whether money was transferred to the IBAN I sent to the scammer, I learned
that money was transferred!

After I told him I would not do the tasks without receiving the money and the
corresponding bank statement, the scammer sent it to me and took me to a
Telegram group called Part-Time Task Group, consisting of 64 people. He did
not neglect to mention that I could earn 60 TL per task if I fulfill the
tasks shared daily in the group.
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Muhsin Sayici g9 .

Bir gruba eklendiniz ve grubun diger
Uyeleriyle iletisim kurabilir, paylasabilir ve
ayni gorevleri yerine getirebilirsiniz

[Gérev 19] YouTube abonelik gérevi

JAdim: YouTube'u agin ve [Justin Bieber]

. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran goriintiisi alin ve bu galigma grubuna
gonderin

4. Adm: Resepsiyonunuzla iletisime gegin, 6diili almak icin
ekran goriintlisiinii gonderin

1

Bir sonraki gorev birakma zamani 16:40 09:23
Calisma grubu haberlerini takip edin,
herkes gibi YouTube'a kemik olma gorevini
tamamlayin, goérev numarasi, ekran ¢ikisi
bana gonderin, sizin igin puan sayayim.

180 TL hesabima gelince yapacagim.
09:24 v/

Elbette
Dekontu alabilir miyim ? 9.6 .o

Liitfen sabirh olun ¢linkii goreve katilan
cok fazla kisi var, sistem onlari tek tek
gonderiyor.

Efendim, odiliniizi aldiniz mi?

Hayir o953 .

islem detay:
ISLEM ADI
EFT BANKALAR ARAS| HESABA HAVALE

GONDEREN
888-0053-0157810

GONDEREN ADI
SONER

ALl
TR78

ALICI ADI
Muhsin Sayic

TUTAR
18000TL

BANKA ADI
-

REFERANS NUMARAS!
7234267 KUMOLATIF: 180.00

TARIH
31072023

SAAT
1626:35

DEKONT NO
000269897

AGIKLAMA
“TERS ISLEM YAPILDI®

Efendim bu sistem tarafindan verilen
detaylar, kontrol edin

Efendim, bakabilir misiniz?
m bank'tan mi gonderildi ? 1539

Komisyon size 3. parti bir aract kurum
tarafindan 6denir ve 6deme bankasi
sistem tarafindan rastgele eslestirilir. Her
sistem eslestirmesi farkl bir hesap
olacaktir.

maas aldiniz mi

Bugliniin gorevi bitti, yarin sabah saat
9:00'da gorev grubuna dikkat etmeye
devam edebilirsiniz, iyi geceler!
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Resepsiyonist - Nilu Balpan¢ added you to this group
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When I asked the fraudster if the money transfer was from X bank, he said a
third party made the payments. This time a new question began to puzzle me.
Were the fraudsters using the accounts of victims they had lured through
other methods as a front for this fraud operation, or did they own these

accounts?

I quickly set out to find answers to these and other questions nagging at the
back of my mind.

. How and where did they get our cell phone numbers?

How did they lure their victims?
Who owned the accounts used to transfer money?

From which country were they running this operation?

. Did the fraudsters speak Turkish, or did they use translation tools?

How and where did they get our cell
phone numbers?

As in my article titled “Was Turkey’s e-Government Hacked?“, I do not think
that in recent years, when our information has been passed from hand to hand
in the underground world, threat actors and fraudsters have hacked somewhere
by spending an extra effort to access our cell phone information and leaked

this information from there.


https://www.mertsarica.com/was-turkeys-e-government-hacked/
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When I searched for a sample mobile phone number on the SOCRadar XTI
platform, which monitors threat actors and fraudsters step by step in the
cyber world and provides instant cyber threat intelligence to its customers,
I was able to see that these mobile phone numbers were included in the data
leak files shared in the underground world. It is even possible to complete

missing information about a person from a mobile phone number used in common

in multiple leak files.
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It is also important to remember that similar scams on WhatsApp are also
carried out in other countries worldwide, so it would not be wrong to say
that Turkish citizens are facing an international fraud network.


https://socradar.io/extended-threat-intelligence/
https://twitter.com/rickynow/status/1687782775317790720?t=HbCvkzUCCo2EL16q6GcLQQ&s=08
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8 Messages and calls are end-to-end encrypted.
No one outside of this chat, not even WhatsApp,
can read or listen to them. Tap to learn more.

Hello! We (randstad) are looking for

part time/full time employees - work

1-2 hours a day and earn at least CAD
1500-3000 for 5 days in a row - no
experience required and can be done
using mobile phone spare time. Salary is
settled on the day, age must be at least
20 years old,

Let me know if you are interested,
welcome to join our team. Thanks




+04 77 714 5985
é & online o {‘

Hi, I'm Miss Julian, from Neptune Digital
Marketing Agency. We are looking for

part-time or full-time and freelance staff.
Can | share more details for you?

How did they lure their victims?

Shortly after joining a Telegram group called Part-Time Task Group, I found
myself in an environment where tasks were being shared, screenshots, and
correspondence were pouring in and I decided to watch what was happening on

in the group.

After watching for a while, I noticed a discrepancy between the names,
profile pictures, and language of the people in the group, including the
administrators. When I searched a few profile pictures on the internet, as I
did at the beginning of this article, I found that they belonged to entirely
different people and were fake.



Unknown

Notifications




CcC 0O @ yandex.com/image bPt6BDSK2RaShJ_Q4 15690&rpt=imageview&url... 1 @ L S T | ﬂ[\ Update

deX & Uploaded image X Search

Web Images Video Translate Disk Mail Ads

Image appears to contain

YyenoBek aHaHTbA aHaHA loTy6ep asmar numan khan delicbyk du...

Similar images

1 Select crop area

Other image sizes
900%900 100x100

Show all sizes v

Similar images

c > C O & youtube.com/channel/UC2Fip1CtLIHNp7Q:. ] ? N % @ B3

> YouTuhe : Q 4

2

Home

D

Shorts

Subscriptions

[

BANGGOODBUY = [
Library

(G

History

Your videos lzz PUnyOO w Join

@izzpunyootv 22.7K subscribers 527 videos

© O

Watch later . . .
| am izz punyoo an architect part 2 and a tech review, in this channel more ... >

Liked videos

&

Show more VIDEOS SHORTS PLAYLISTS COMMUNITY CHANNELS

Subscriptions
Description Stats
Cafe Music BGM...
| am izz punyoo an architect part 2 and a tech review, in this channel more about techy, daily life style, Joined Aug 4, 2014

The Hollywood Fix I 3 }
tutorial, tips tricks and more! stay tune with me

Pitbull 3,143,527 views
follow me on

instagram : https://www.instagram.com/izzpunyoo/

facebook : https://www.facebook.com/punyootv 2] ~»
for more inquiries and review do contact our company: runthinkstudio@gmail.com

official page runthink studio

Dr Eric Cole

Tech Field Day




DSIYyO

pcently

—
& > C 0 @& yandex.com/images/search?cbir_id=760924%2FBu_U3eyX48943cYNJ1pWTQ4847&crof B0%3B1%3B0.998.. [ @ M ¥ @ B3 ©@ = ® » 0O ﬂ(\ Update

Vandex I

Web Images Video Translate Disk Mail Ads

Image appears to contain

AeByLluKa KeHWMnHa AenoBas XeHLlnHa 6VI3H€CByMeH

Text in image

07:41
Sulailail 79%
Resepsiyonist-Eyliil*

last seen recently

Q Search Aﬁ Translate
Reset 14 Select crop area
Similar images
Other image sizes T al
No matching images found I“ i\
N
Sites containing information about the image |

1,489 Black Latin Mature Woman Stock Photos - Free & Royalty-Free Stock
00ags) P hotos from Dreamstime




& yandex.com/ir 0924%2FBu_U3eyX48943cYNJIpWTQ48478 % @ B3 @ * O @ (uvpdate @)

X
1,489 Black Latin Mature Woman
Stock Photos - Free & Royalty-Free...
(@ dreamstime.com
Successful latin american mature businesswo...

4 Open 800x533 4

© Similar /¥ Share

= Mnanvpyete kynuTk Xunke B Typuun? MopGepem 3a 1 munyTy! - all-furcia.ru  Reklam Heser
¥ Mop6epem xunbe B TypLyM MO OTIIMYHLIM LiEHAM U3 3aKPLITON 6a3bl 3aCTPOMLLMKOB 2

I realized that most people in the group were actually bots because of the
spelling mistakes in the Turkish messages sent to the group, and the Turkish

speakers sometimes used Chinese and English sentences.


https://telegram.org/blog/bot-revolution

Yarl Zamanll Gorev Grul

| Pinned Message

gorevini tamamlayin. Bir sonraki
gorev birakma zamani 16:20

Aysel

This merchant mission is helping

merchants become more popular,
and we're making a profit because
of it!

Yénetici Rita pinned " [Gorev 18] Is veriler...

Eda Alev

The minimum task for commercial
tasks is 300, new members can do
100

Esra Sayin Karaoz

Gegen sefer 100 yapmadim, bu
sefer yapabilirim

Yonetici Rita

ls verileri gorevleri igin gorevi

kendiniz secin, drnegin: ig verileri

gorevini tamamladiktan sonra

500TL odeyin, %30 odul kazanin,

650TL Nakit Para kazanin. Ayni

gun icerisinde 4 job data gorevini
tamamladiktan sonra resepsiyon

gorevlisi ile iletisime gecerek 5000 .
TL ek 6dul alabilirsiniz. N




‘t Yari Zamanli Gorev Grulf
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< Baska Hesaba Havale / EFT ®
Gonderen Bilgileri

Hesap Ad Vadesiz TL Hesabi
Sube CEKMEKQY CAVUSBASI CADDESI SUBESI
Hesap No i I8
Alici Bilgileri

Ad Soyad FE##hihann |JGahhhnkn
Banka BANKASI A.S.
IBAN B 01
islem Bilgileri

Tutar 500,00 TL
islem Masrafi (BSMV Dahil) 1,327TL
islem Tarihi 04/08/2023

Odeme Tiru Diger Odemeler

Automatic Translation
English <C———

successful application




The worst part was that the profile photos used by the bots appeared to be of
innocent Turkish citizens.
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The tasks, which started at 09:00 Turkey time, were renewed every 20 minutes
and lasted until 20:30, involving subscribing to YouTube channels shared by
the group administrator and sharing screenshots on the group or with the
group administrators. It was promised that those who made these posts could
also earn money from this work. You were also expected to do a merchant task
to earn more money and join private rooms. For this, it was stated that you
had to deposit the minimum amount of 500 TL and that you could make 650 TL in
return.


https://www.youtube.com/

4™\ Yari Zamanh Gorev Grul
< B
Pinned Message

July 31
Resepsiyonist - Nilu Balpang added you to this group

Resepsiyonist - Aiyla added Mustafa Semih

Yonetici Rita
[Gorev 15] YouTube abonelik
gorevi

1. Adim: YouTube'u agin ve [g

= g = )

2. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran gorlintlist alin ve
bu ¢alisma grubuna gdnderin

4. Adim: Resepsiyonunuzla
iletisime gecin, odilud almak igin
ekran goruntisunu gonderin

B Bir sonraki gorev birakma zamani
‘ 15:00

Yonetici Rita pinned " [Gorev 15] YouTube ab..!

/\>e

20 lhﬂm-: l'n u 2 Vit-eo
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& L Yari Zamanli Gorev Grul
J2," e Yonetici Rita is typing

Pinned Message

Yonetici Rita

[Gorev 24] s verileri gorevi
Gelismis Portfoy Ogeleri (2-4
siparig): Satici Onayli: Depozito
odendi.
Tulccar bildirimi: Piyasa talebine
gore, doviz spekiilasyonuna
yardimci olmak igin artik farkli
IP'ler aliyoruz, yer sayisi sinirlidir,
lGtfen ayrintilar icin resepsiyon
gorevlisine danisin.

VIP1 500 TL Cashback 650 TL+
(yeni gelen avantaji)

VIP2 2000 TL Geri Odeme 2600
TL+ (grup kan)

VIP3 3000 TL Geri Odeme 3900
TL+ (grup kan)

VIP4 6000 TL Geri Odeme 7800
TL+ (grup kan)

VIP5 8000 TL Cashback 10400 TL+
(grup kan)

VIP6 12000 TL Geri Odeme 15600
TL+ (grup kan)

VIP7 18000 TL Geri Odeme 23400
TL+ (grup kan)

VIP8 25000 TL Geri Odeme 32500
TL+ (grup kan)

VIP9 30000 TL Geri Odeme 39000
TL+ (grup kan)

VIP10 60000 TL Geri 6deme 78000
TL+ (grup kan)

Kontenjan sinirhdir, 6nce gelen alr,
kota istemek igin resepsiyonistle
iletisime gegin * Ek 3000 TL oddl
almak igin art arda 4 is verisi
gorevini tamamlayin. Bir sonraki
gorev birakma zamani 18:40

Kelsey
Bu goreve nasil bagvurulur?

Cetin Gapraz
Kelsey
Bu géreve nasil bagvurulur?

Basvurmak igin resepsiyon
gorevlisiyle iletisime gecin




| Pinned Message

U

tamamiadadlim
Unread Messages

Aurora Raynor

Evet kontenjana kendimiz
basvurabiliriz, kendimize
inanmaliyiz.

Yonetici Rita

s verileri gorevleri igin gorevi
kendiniz segin, ornegin: ig verileri
gorevini tamamladiktan sonra
500TL 6deyin, %30 odil kazanin,
650TL Nakit Para kazanin. Ayni
gun icerisinde 4 job data gorevini
tamamladiktan sonra resepsiyonist
ile iletisime gecgerek 3000 TL ek
odul alabilirsiniz.

ls gorevleri, ek odiiller:
1. Ayni glin 30 gdrev tamamlayin ve
ek 5000TL gorev odulu kazanin.

2. Ayni gun iginde 4 ig verisi
gorevini tamamlayin ve ek 3000TL
gorev oduli kazanin.

Yukaridaki ekstra gorev oddlleri
icin lttfen resepsiyon gorevlisi ile
iletisime gegin.




Pinned Message

Boris
%30 mu? Gergekten mi?

Yonetici Rita

Bir seyi anlamadiysaniz, daha fazla
ayrinti i¢in ltUtfen ilgili resepsiyon
gorevlisiyle iletisime gegin.

Cetin Capraz

Artik fakir olmak istemiyorum.
Burada ¢ok para kazanmak
istiyorum.

Bennett

Ama para kazanmak igin ¢ok
calismaliyiz, para olmadan
yapamayiz.

Cetin Capraz
Artik fakir olmak istemiyorum. Burada...
Ne kadara bagvurdun?

Sylvester Schumm
Boris
%30 mu? Gergekten mi?

Tabii ki, kota basvurusunda
bulunmak igin resepsiyonistle
iletisime gegmek i¢in zaman ayirin.

AV




Pinned Message

(o

2. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran goriintlsu alin ve
bu ¢alisma grubuna gonderin

4. Adim: Resepsiyonunuzla
iletisime gecin, ekran gorintisunu
odulu alan kisiye gonderin.

Yonetici Rita pinned " [Gorev 30] YouTube ab..”

(o

Yonetici Rita

Buglinun gorevi gonderildi ve
tamamlandi. Calisma grubu, is
ortaklarinin ihtiyaglarina gore her
gun 26 YouTube abonelik gorevi
(20 dakika) ve 4 is verisi tiklama
gorevi (40 dakika) dahil olmak
uzere 30 gorev yayinlar. Ayni
gorevin oddlleri farkhidir. Gunluk
gorevler sabah 09:00'da baslar ve
aksam 20:30'da biter.

Hasanstoi
harika.. gorevleri bitirdim sayilir@

Aurora Raynor

Son gorev yayinlandi ve 6dulu
tamamladiktan sonra alabilirsiniz.




Unfortunately, I did not have the chance to find out whether these YouTube
channels shared during the mission were randomly selected by the scammers to
convince the victims on the group, or whether they were channels of people
who purchased services to gain followers from these scammers.

It would be useful for those who buy followers to remember that they may be
inadvertently financing such scammers.
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BEYTULLAH Fatma
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KIRKLARELI

TR77000450044 4888000098968

TUTAR BILGILERI
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Yonetici Rita
[Gorev 26] YouTube abonelik
gorevi

1. Adim: YouTube'u acin ve [ mm mm
®ss] arayin

2. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran goruntusu alin ve
bu ¢alisma grubuna gonderin

4. Adim: Resepsiyonunuzla
iletisime gegin, ekran gorintisini
oduli alan kisiye gonderin.

(’ , Bir sonraki gorev birakma
i zamani19:20

Yonetici Rita pinned " [G6rev 26] YouTube ab..”




k. Yari Zamanli Gorev Grut
Pinned Message

Yonetici Rita
[Gorev 5] YouTube abonelik
gorevi

1. Adim: YouTube'u agin ve [ T
— arayin

2. Adim: Abone ol'a tiklayin

3. Adim: Bir ekran goruntusu alin ve

bu ¢alisma grubuna gonderin

4. Adim: Resepsiyonunuzla

iletigsime gegin, ekran gortntisun

odilu alan kisiye gonderin.

( , Bir sonraki gorev birakma zamani
} 11:20

Yonetici Rita pinned " [Gorev 5] YouTube abo..”
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’ £l Abone olundu

kanalindan... Tiimiini gériintiile
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Videolar

PET-UV 66 PET
FEEDER | EVCIL HAY...
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Resource has been exhausted (e.g
check quota)
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| Pinned Message

Yonetici Rita
[Gorev 9] YouTube abonelik
gorevi

1. Adim: YouTube'u agin ve

[[ ™ B] grayin
2. Adim: Abone ol'a tiklayin
3. Adim: Bir ekran gorlntisa alin ve
bu ¢alisma grubuna gonderin
4. Adim: Resepsiyonunuzla
iletisime gecin, ekran goruntusunu
oduli alan kisiye gonderin.

(. , Bir sonraki gérev birakma zamani
i 12:40

Yonetici Rita pinned " [Gorev 9] YouTube abo..”

J;l, Abone olun..

ANA SAYFA VIDEOLAR




The bots that shared screenshots of their subscribers would also occasionally
share bank statements of their earnings from their posts. When I looked at
the bank statements, I could see that some of them were visibly manipulated.
On the other hand, since I assumed that the scammers would not bother to
change every single piece of information on the statements, I was immediately
struck by the inconsistencies between the recipient/sender bank name and the
bank code in the recipient/sender IBAN.


https://www.investopedia.com/terms/i/iban.asp

. Yari Zamanli Gorev Grul
109 members

| Pinned Message

202308
04240

claren Kiy
ISMAIL
Fehmi

TR19 0006 7010 0000 0085 9500 01

Il @ Bl
Mobil Sube

Gonderen: ISMAIL . Alici: Fehmi |
IBAN'a Para Transferi (FAST)

T
500,00 TL
Yalniz Beg Yiiz TL

Forwarded message
From Karakalpak

DEKONT =5E
EFT BANKALAR ARAS! HESABA HAVALE )
|ALICI BILGILER]

7777 - [V DIREKT MOBIL CEP |
BB3-0444 D09A%6SE ! TRE9 0006 4000 0014 3930 2547 06
0016276704 | 0852 - HAZ VE SERPIY OPR BOL
2274T60T4TD
BEYTULLAH
KORD PLIK CAKILLI KASABAS

KIRKLAREL|

| TR7 700046004 4834800009095

300803 TL 000 TL
0ee TL 300000 TL
000 TL TE5 TL
006 TL 0.38 TL)

TOPLAM
IYALNZ UCBIN SEKIZ TL LC KR




H 00099 u 123456780010000 1

ISLEM BILGILERI

ISLEM TORO FAST Giden Anlik Odeme  ISLEM TARIHI 05.08.2023.10:22:52

ALICI BANKA msbank AS. SORGU NO 685646523

ISLEM TUTARI

mr:nm oot UAT Normalde kalin VAN  Serdal | ]
olmamasi lazim

ALICI HESAP NO / TR37 0006 4000 0015 [T 2023526524638791

2101 3617 99 fotomontaj
yapildigina igaret
ediyor.

Alici banka adi ile
IBAN

numarasindaki
banka kodu
uyusmuyor.

During the day, I saw scammers adding new victims to the group. Fortunately,
those who realized the scam warned others and left the group immediately.
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| Pinned Message

onceden iletisime gegmedigim igin.

Unread Messages

Esra: T
Anaparay! ve kar goktan aldim.

Unut B
| Esra @
Anaparay! ve kari ¢oktan aldim.

Gercgekten iadeyi yapiyorlar mi?

1903 basaran 1903
Ya sacmalamayin :)

Yaparlar mi
Kandiriyorlar
Cikin

Esra ©» mm
| Umut Bal

Gergekten iadeyi yapiyorlar mi?
Daha yapmadin mi?

Unut ®
Ben inanmadigim i¢in yapmadim




A careful examination of the screenshots shared in the group led me to
conclude from various clues that some of them were from virtual phone
software (Android Emulator, etc.), while others could be real, perhaps

hacked, phones because they contained gsm operator names and also ran other
applications at the background.


https://developer.android.com/studio/run/emulator

. © ¥.d4 H %85

Normal telefonda
kamera boslugu
olmaz.
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Kim o posta yoneticinizden sesli
diyafonunuzu hemen Audio gosantulu |
Turkce bilen biri videolar igin
altyazi genelde agmaz.

Ailenizin Giivenligi i¢in Sesli Diafonlari Degistirme

Zamani
Reklam - Audio Elektronik A.S.
Siteye git E
I

3,49 B abone

L1 Abone olundu v/

" hLieia indan en yeniler

kaydirma gubugu
gbrinmez.

Ana Sayfa Shorts Abonelikler Kitaphk
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Merhabalar Arkadaslar Bu Kanalda Oyun, Film, Dizi V. Birsird Sey
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& Abone olundu

Ana Sayfa Videolar Oynatma Listeleri Toplulul

FILMLERIN GIZLI KAHRAMANLARI / 150
DUBLAJ SANATCISI / SESLENDIRICILER /...

- 82 B gortntilemes - 3 yil Gnce

Abonelik eklendi
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ANA SAYFA VIDEOLAR SHORTS

Videolar
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Kardele...
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In some screenshots, I saw that they probably used a VPN to have an IP
address from Turkey. I also noticed that the bots sometimes received an error
from YouTube (Resource has been exhausted (e.g. check quota).). When I looked
at the number of subscribers to the YouTube accounts that were asked to
subscribe during, and after the start of the task, I saw that the number of
subscribers increased by 2000. Based on this, I can say with a simple
calculation that the scammers have an army of thousands of bots for this job.


https://www.reddit.com/r/youtube/comments/ofbegf/error_resource_has_been_exhausted_eg_check_quota/
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At 20:30, the so-called bots said goodnight to each other and the group fell
silent until 09:00 the next morning. Again, various questions started to come
to my mind. Why were they going to sleep at 20:30 when money transfers can be
made 24/7 in Turkey thanks to FAST? Was it because it was late at night in
the location of the fraudster/operator managing the bots, so he had adjusted
his shift and the bots according to this time? I left finding answers to
these questions for later and continued my research from where I left off.

On August 4, 2023, I noticed that the Telegram group had been closed and
contacted the scammer to ask him to let me back into the group. This time,
when I entered the group, the list of group members was hidden. I watched the
group for a while to learn the details of the scam attempt and after
completing 4 tasks, I contacted the scammer to get me into a larger group and

to deposit the money into my account.

0f course, the scammer stated that I had to complete 4 merchant tasks (pay
500 TL and earn 650 TL model). When I asked where and how to make the
payment, she said I could make it to her bank account. In order to prevent
fraudsters from victimizing more of our citizens, I had to quickly learn
these bank accounts and forward them to the authorities of those banks for
monitoring and blocking. Without wasting time, I told the fraudster that I

wanted to make a payment.


https://fast.tcmb.gov.tr/

< Q Resepsiyonist - N HOT o :

N
| vip kanalina alir misin ?
Dort tiiccar gorevini tamamladiktan sonra
VIP kanalina katilabilirsiniz.

tamamladim zaten 3.3 .,

Bu abonelik gorevidir

Grupta her giin dort tiiccar gorevi
yayinlanacak

fark etmedin mi

satin mi almam lazim ? 3.6

almak istiyorum o halde 13.07 .,
Bugiiniin gorevi bitti
satin almanin yolu yok

Yarin sabah 9:00'da gorev grubunu takip
edebilir ve katilabilirsiniz.

satin almak igin 6demeyi nasil
yapabiliyorum ? Ona gore hazirlayayim

yarin igin. 13:28 W/

On 6deme tutarina bagh olarak, geliriniz
degisecektir. Geri 6demeler 30 dakika
icinde yapilabilir. Ne kadar gok 6n 6deme
yaparsaniz, o kadar gok komisyon
kazanirsiniz

Gelismis Portfoy Ogeleri (2-4 siparis):
Satici Onayli: Depozito 6dendi.

Tilccar bildirimi: Piyasa talebine gore,
doviz spekilasyonuna yardimci olmasi igin
artik farkl IP'ler aliyoruz, yer sayisi sinirlidir,
litfen ayrintilar igin resepsiyon gorevlisine
danigin.

VIP1 500 TL Cashback 650 TL+ (yeni gelen
avantajt) .

VIP2 2000 TL Geri Odeme 2600 TL+ (grup
karr)

VIP3 3000 TL Geri Odeme 3900 TL+ (grup
kar)

VIP4 6000 TL Geri Odeme 7800 TL+ (grup
karr)

VIP5 8000 TL Cashback 10400 TL+ (grup
kar)

VIP6 12000 TL Geri Odeme 15600 TL+

(grup karr) )
VIP7 18000 TL Geri Odeme 23400 TL+

(grup kart) .
VIP8 25000 TL Geri Odeme 32500 TL+

(grup karr) )
VIP9 30000 TL Geri Odeme 39000 TL+

(grup kari)
VIP10 60000 TL Geri 6deme 78000 TL+

(grup kart)
bunlar yetki sartlandir

0demeyi kredi karti ile mi yapabiliyorum ?
13:29 W/

Gegici olarak kredi kartl 6demesi kabul
edilmemektedir, sadece banka ddemesi




After getting the first account information and informing the relevant bank
official about it, I told the fraudster that my money transfer could not be
realized and that there was a problem with their account. Then I tried to

convince her to provide a second account information and I succeeded. :)



£ Resepsiyonist - N HOT :
e é -+« typing ‘. )

Nasil ddeme yapabilirim ? gg-49 .

Onemli degil, ne kadar miktari segersiniz?

Giris olan 500 TL gg:55 &~

500 TL yatinnca ne kadar kazanabilirim ?
06:56 &/

500 650 kazanabilir

Tamam g7.12 &

Odeme bilgilerini alabilir miyim ? (717 .

Ldtfen bekleyin, sizin igin getiriliyor

Osman i

transfer miktari;500

*Odeme secimi HIZLI havale, EFT secimi
gegersiz

*Yorum yapmaya gerek yok

*Havaleyi tamamladiktan sonra, litfen
havalenin ekran goruntusunu ve odeyenin
adini saglayin

Transferi 15 dakika iginde tamamlamak
icin, siresi dolmus ve gecersiz, tutar daha
fazla veya daha az olamaz




< é Resepsiyonist - N HOT w .

VO. | 4 Vv

kullanabilirsiniz

Denedim olmadi ikisinde de. Sizin hesapta
problem var. 08:18

litfen bana ekran goruntust saglayin
Ne oneriyor?

Diger herkes aktarimi normal sekilde
tamamlayabilir

GCagn merkezini arayin diyor, ekran

goruntusu aldirtmiyor uygulama. gg.og oo

Her iki banka da ayni mi?

Evet. 0g:20 &

"Guvenlik politikasi geregi ekran goruntisu
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At the end of the day, I quickly shared the information of 5 different
accounts used by fraudsters in 4 different banks with the authorities of
these banks and we prevented more citizens from being victimized in a very
short time. At this point, I would like to thank the banks whose names I

cannot disclose and all the officials there for their quick actions.

In the light of all this information I have obtained, if I summarize the scam
set up by fraudsters;

. They contact the victim using a foreign number on WhatsApp and take them to a

Telegram group.

. A1l of the correspondence and receipts shared by the bots in the Telegram

group are an important part of the scam to impress and convince the victim.

. At first, the scammers gain trust by sending 180 TL to the victim’s account

and try to convince the victim to pay for more.

. The scammers use accounts opened in more than one bank for money transfers.
10.

By getting the victim to subscribe to 26 YouTube accounts shared in the
Telegram group during the day, they are likely to make either main or side
profits — kill two birds with one stone!

Who owned the accounts used to
transfer money?

As I received the misused account information from the fraudster one by one,
different questions began to plague my mind again. When I searched the names
and surnames of these account holders on the social network LinkedIn, I saw
that most of them were either currently, or until recently university
students, even if there was a possibility of name similarity. Were they young
people in their 20s who knowingly and willingly cooperated with the
fraudsters, or were they students who were exploited by fraudsters for the
sake of earning income due to the difficult living conditions? Unfortunately,
knowing that I would not have a chance to find an answer to this question, I
continued to search for answers to other questions that puzzled me.

From which country were they running
this operation?

Since I have experienced in my similar researches such as Exposing Pig


https://www.linkedin.com/
https://www.mertsarica.com/exposing-pig-butchering-scam/

Butchering Scam that scammers, whether local or foreign, mostly do not pay
attention to Operations Security, I decided to try the same method to detect
the IP address of this scammer.

For this, I used Bitly URL shortening service to share the address of the

fake screenshot I uploaded to my website and tried to obtain the IP address.

At first, the scammer was hesitant to click on the link, but since there was
revenue at stake and he didn’t know that I was on the other side of the
keyboard, he decided to bite the bullet and clicked. When I searched the IP
address I obtained from my website’s logs on SOCRadar IOC Radar, I found that
the scammer was communicating with me through Thailand with the IP address
171.102.239.190.


https://www.mertsarica.com/exposing-pig-butchering-scam/
https://www.mertsarica.com/opsec-fail/
https://bitly.com/
https://socradar.io/labs/ioc-radar/171.102.239.190
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grep g . jpeg access.log
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When I found out that there is a 4 hour difference between Thailand and
Turkey, I understood why the bots say good night to each other at 20:30
Turkey time and 00:30 Thailand time :)

0f course, from the records on my website, I not only learned about the
scammer’s country of origin, but I also learned from 007scrm/4.58.8 in the
User-Agent header that the scammer used an application called SCRM Windows to

manage multiple social media accounts and communicate with his victims.


https://en.wikipedia.org/wiki/User-Agent_header
https://www.007.tools/client-download
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Did the fraudsters speak Turkish or
did they use translation tools?

Looking at the screenshots, it was clear that both the bots on the group and
the scammer/operator were using translation tools, but just to be sure, I
decided to use Anatolian dialects and spelling mistakes that translation
tools would fail 100% of the time, but that only those who know Turkish can
understand. As you can see from the screenshot, translation programs fail
against Anatolian dialects, so I was sure that they were using translation
tools. :)
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Conclusion

Before answering calls and messages from unknown sources against fraud
attempts, you should always keep in mind that there might be a potential
fraudster on the other end of the line, on the other end of the keyboard.

By muting calls from unknown numbers in WhatsApp (Settings -> Privacy ->
Calls -> Silence unknown callers), you can prevent them from bothering you

for at least a while.

10:23

< Privacy

Disappearing messages

Silence unknown callers .
Default message timer Off Calls from unknown numbers will be

silenced. They will still be shown in the

Calls tab and in your notifications.

Learn more

Start new chats with disappearing
messages set to your timer

Si |ence Groups

Unknown

Cal |erS ;2/:9|003ti0n
Calls

Silence unknown callers

Blocked contacts

None

Fingerprint lock
Disabled

If you can share this article with your spouse, friends, loved ones, and
those around you in order to raise awareness against this fraud method,
together we can prevent more citizens from being defrauded!

Hope to see you in the following articles.



